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Long run compromised accounting data
based type of managed iframe-ing service
spotted in the wild - Webroot Blog
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In a cybercrime ecosystem dominated by DIY (do-it-
yourself) malware/botnet generating releases, populating multiple
market segments on a systematic basis, cybercriminals continue
seeking new ways to acquire and efficiently monetize fraudulently
obtained accounting_data , for the purpose of achieving a positive
ROI (Return on Investment) on their fraudulent operations. In a
series of blog posts, we've been detailing the existence of
commercially available server-based malicious script/iframe
injecting/embedding releases/platforms utilizing legitimate
infrastructure for the purpose of hijacking legitimate traffic,
ultimately infecting tens of thousands of legitimate users.

We've recently spotted a long-run Web-based managed
malicious/iframe  injecting/embedding  service relying  on
compromised accounting data for legitimate traffic acquisition
purposes. Let's discuss the managed service, its features, and take
a peek inside the (still running) malicious infrastructure behind it.

More details:

In terms of Q&A (Quality Assurance), the key differentiation
features of the service include: automatic URL AV/blacklist detection
Web site page rank checker , metrics based statisticals_ystem, IM
notifications, as well as (compromised) login validation.

Affected CMS platforms: Joomla.Site
WordPress
DatalLife Engine
Drupal
cmsimple
BBpress
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The managed service is currently priced at $250 on a monthly
basis, $1,500 for six months, and $2,500 for one year subscription.
It's capable of maintaining up to 500 simultaneous threads. Let’s
take a peek inside the fraudulent infrastructure behind it.

Known to have responded to the same IP (209.99.40.222;
209.99.40.223) as the original hosting location are also the
following fraudulent/typosquatted domains:
hxxp://11si0s8.t3.d.googleadservice.net
hxxp://11si0se.t3.d.googleadservice.net
hxxp://11si0u9.t3.d.googleadservice.net
hxxp://11si0vh.t3.d.googleadservice.net
hxxp://11si0vo.t3.d.googleadservice.net
hxxp://11si0Ovu.t3.d.googleadservice.net
hxxp://11sl2nr.t3.d.googleadservice.net
hxxp://11sl9jv.t3.d.googleadservice.net
hxxp://11sl9k0.t3.d.googleadservice.net

Known to have phoned back to the same IP (209.99.40.222) as
also the following malicious MD5s: MD5:
35908d4fb26949b2431849d3d8165740
MD5: 1e47a4a9744fff22b54077bfbb588aed
MD5: 4d9cc9ff385732f9f61ca926acb5ff1d
MD5: aa4057d07e1fcf258779be5d26¢ce99cb
MD5: 5f9b815eb20c49b57a7cc7fa8d144e00
MD5: 015208aa2fc88b176be1281fdaac6d24



MD5: 175¢12348d05d8bfdeaae607db2cd0a9
MD5: cb0699ecf69598e822e8f8d68b13817d
MD5: b4c5b5e5¢c5e00dcf78bb5027af03766f

Once executed MD5: 35908d4fb26949b2431849d3d8165740
phones back to: 31.170.179.179
209.99.40.222
208.91.196.252
208.91.196.4
144.76.167.153
31.170.178.179
148.251.97.163
69.195.129.70
195.22.26.252
200.98.255.192

Related malicious MD5s known to have phoned back to the
same C&C server (31.170.179.179): MD5:
35908d4fb26949b2431849d3d8165740
MD5: c358eab15a24b50769f31130d82f81ad
MD5: 757661a1ebfec599bbbff8e7eb9ef36f
MD5: 64eadeaf41536d3db4abd65fb7efadcO
MD5: ca1219813e7a190f310a3¢c599adb3031

Known to have phoned back to the same IP (209.99.40.223) as
the original hosting location are also the following fraudulent
domains: MD5: 655cbf254d476fa1b5ac8e8b8f8d1300
MD5: 2c4d569539a3732a5e37b2f01305¢c87b
MD5: 6271df03b4074daf92a9ae75fd572¢c70
MD5: 559¢4869¢327726ff7d2566874569a46
MD5: 65f189242a45493¢c162b375bd4d1446f

Webroot SecureAnywhere users are proactively protected from
these threats.

About the Author
Blog_Staff

The Webroot blog offers expert insights and analysis into the latest
cybersecurity trends. Whether you're a home or business user, we'’re
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dedicated to giving you the awareness and knowledge needed to
stay ahead of today’s cyber threats.
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A peek inside a newly launched all-in-one E-
shop for cybercrime-friendly services -
Webroot Blog
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Cybercriminals  continue  diversifying their  portfolios  of
standardized fraudulent services , in an attempt to efficiently
monetize their malicious ‘know-how’, further contributing to the
growth of the cybercrime ecosystem. In a series of blog_posts
highlighting the emergence of the boutique cybercrime-friendly E-
shops , we've been emphasizing on the over-supply of
compromised/stolen accounting data, efficiently aggregated through
the TTPs (tactics, techniques and procedures) described in our
“Cybercrime Trends — 2013 ” observations.

We’ve recently spotted a newly launched all-in-one cybercrime-
friendly E-shop, offering a diversified portfolio of managed/DIY
services/products, exposing a malicious infrastructure worth keeping
an eye on. Let's take a peek inside the E-shop’s inventory and
expose the fraudulent infrastructure behind it.

More details:

Sample screenshots of the all-in-one cybercrime-friendly E-
shop:

The E-shop’s inventory currently consists of a DIY Word exploit
generating tool, a malicious form grabbing tool, an SSH brute-forcing

hosting_service . Let’'s take a peek inside the actual malicious
infrastructure.

Malicious MD5s known to have phoned back to the same C&C
server (108.162.198.142) as the original hosting location: MD5:
941a48eaad0fc20444005bb2a5ffa81f
MD5: b4c5b5e5¢c5e00dcf78bb5027af03766f
MD5: 42d83b9a5bbb142a7dc5bc27ee4f9933
MD5: 455645aad075326e€93091861a3a370f3
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MD5: 33d59790d4d3544afd6451254ec798b1
MD5: 5b62cc102f082cf442e49f09025b4188

Once executed MDS5: 941a48eaad0fc20444005bb2a5ffa81f
phones back to the following C&C servers: 162.159.242.119
193.36.43.104
198.41.184.67
141.101.113.135
185.11.125.93
173.194.41.120
162.159.247.204
144.76.86.115
162.159.249.242
173.194.41.115

Known to have phoned back to the same C&C server
(162.159.242.119) are also the following malicious MD5s: MD5:
941a48eaad0fc20444005bb2a5ffa81f
MD5: 43108272d3d5385bdee35017faef3e66
MD5: a0fdd6c0f47a3e11c7f6ef733899285
MD5: 5ff93e6c88bd04c83350b9ce8190bcea
MD5: Oebe5ca385d08d4e62206a7a04332d1d
MD5: 9926b031c7e7dcd2a35786aa78534be8

Malicious MD5s known to have phoned back to the same C&C
server (108.162.199.142): MD5:
24bb74c9625f3ae55ae17b68a3dc7d66
MD5: 43108272d3d5385bdee35017faef3e66
MD5: a0fdd6c0f47a3e11c7{f6ef733899285
MD5: 5ff93e6¢c88bd04c83350b9ce8190bcea
MD5: 49da13654fe67013ad67d4ba07327347
MD5: b1e7b397e266b826233567b881ae7e88

Webroot SecureAnywhere users are proactively protected from
these threats.

About the Author
Blog_Staff

The Webroot blog offers expert insights and analysis into the latest
cybersecurity trends. Whether you’re a home or business user, we're
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dedicated to giving you the awareness and knowledge needed to
stay ahead of today’s cyber threats.
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Malicious JJ Black Consultancy ‘Computer
Support Services' themed emails lead to
malware - Webroot Blog
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Relying on the systematic and persistent spamvertising_of tens of
thousands of fake emails, as well as the impersonation of popular
brands for the purpose of socially engineering gullible users into
downloading and executing malicious attachments found in these
emails, cybercriminals continue populating their botnets.

We've recently intercepted a currently circulating malicious
campaign, impersonating JJ Black Consultancy.

More details:
Sample screenshot of the spamvertised email:
Detection rate for a sampled malware: MD5:

57b83c8e86591dedd1f7a626bf97eff9 — detected by 3 out of 52
antivirus scanners as Win32/PSW.Fareit.E.

Once executed, the sample starts listening on ports 5954, and
7489.

It also drops the following malicious MD5s on the affected hosts —
MD5: 4e551a70e04fa4a4186b2411d7c726e0

It also creates the following Mutexes on the affected hosts:
CTFE. TimListCache.FMPDefaultS-1-5-21-15647161642-507921405-
839522115-1004MUTEX.DefaultS-1-5-21-1547161642-507921405-

839522115-1004 Local\{OBB5ADEF-9D8E-F058-DBC9-
BES58FA349D4A} Local\{911F9FCD-AFAC-6AF2-DBC9-
BES58FA349D4A} Local\{BOB9FAFD-CA9C-4B54-DBC9-
BES58FA349D4A} Local\{BOB9FAFC-CA9D-4B54-DBC9-
BES58FA349D4A} Local\{D15F4CEE-7C8F-2AB2-DBC9-
BE58FA349D4A} Local\{D15F4CE9-7C88-2AB2-DBC9-
BES58FA349D4A} Global\{2E06BA86-8AE7-D5EB-DBC9-
BES58FA349D4A} Global\{BOB9FAFD-CA9C-4B54-DBC9-

BES58FA349D4A} Global\{BOB9FAFC-CA9D-4B54-DBC9-
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Global\{CDAF0886-38E7-3642-BDE9-
Global\{CDAF0886-38E7-3642-51E8-
Global\{CDAF0886-38E7-3642-81E8-
Global\{CDAF0886-38E7-3642-FDES-
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Global\{CDAF0886-38E7-3642-95EE-
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Global\{CDAF0886-38E7-3642-35EC-
Global\{DDB39BDC-ABBD-265E-DBC9-
Global\{BB67AFC4-9FA5-408A-DBC9-
Global\{CDAF0886-38E7-3642-11EA-
Global\{2E1C200D-106C-D5F1-DBC9-

It then phones back to the following C&C servers:

62.76.40.177
178.127.98.107
81.149.93.141
76.64.213.21
75.99.113.250
75.1.220.146
178.127.152.80
109.153.212.95



138.91.18.14
76.22.162.44
98.162.170.4
77.239.59.243
81.157.189.166
109.151.239.121
37.57.41.161
81.130.195.125
174.89.110.91
130.37.198.100
221.193.254.122
191.234.52.206
86.139.108.109
50.125.67.100
191.236.81.177
67.85.114.120
137.117.196.168
211.241.234.121
116.84.1.148
72.190.57.143
137.117.72.80
212.233.128.37
24.164.208.22
50.243.11.169
190.194.66.113
109.157.98.93
82.148.40.236
213.120.143.38
174.95.145.177
50.194.119.105

It also downloads the following malicious sample:
hxxp://62.76.40.177/2p/p.exe MD5:
9f53ed77502c9c2e6d03e4cab3736adc — detected by 0 out of 51
antivirus scanners

Once executed MD5: 9f53ed77502c9c2e6d03e4cab3736adc
starts listening on ports 3270, and 1285.



It then drops MD5: 92¢cdf94d187458771222ff5cdc8301e5 on the

affected hosts.

It also creates the following Mutexes on the affected hosts:
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Local\{911F9FCD-AFAC-6AF2-DBC9-

Local\{BOB9FAFD-CA9C-4B54-DBC9-
Local\{BOB9FAFC-CA9D-4B54-DBC9-

Local\{D15F4CEE-7C8F-2AB2-DBC9-
Local\{D15F4CE9-7C88-2AB2-DBC9-

Global\{2EO06BA86-8AE7-D5EB-DBC9-
Global\{BOB9FAFD-CA9C-4B54-DBC9-
Global\{BOB9FAFC-CA9D-4B54-DBC9-
Global\{D15F4CEE-7C8F-2AB2-DBC9-
Global\{D15F4CE9-7C88-2AB2-DBC9-
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Global\{8E0327F4-1795-75EE-95EE-
Global\{8E0327F4-1795-75EE-F1EE-
Global\{8E0327F4-1795-75EE-89EB-
Global\{8E0327F4-1795-75EE-F9EF-
Global\{8E0327F4-1795-75EE-E5EF-
Global\{8E0327F4-1795-75EE-ODEE-
Global\{8E0327F4-1795-75EE-09ED-
Global\{8E0327F4-1795-75EE-51EF-
Global\{8E0327F4-1795-75EE-35EC-



B06D1411937F} Global\{DDB39BDC-ABBD-265E-DBC9-

BES58FA349D4A} Global\{BB67AFC4-9FA5-408A-DBC9-
BES58FA349D4A} Global\{8E0327F4-1795-75EE-09EE-
B06D2813937F} Global\{2E1C200D-106C-D5F1-DBC9-
BES58FA349D4A}

It also phones back to the following C&C servers:
178.127.98.107
81.149.93.141
76.64.213.21
75.99.113.250
75.1.220.146
178.127.152.80
109.153.212.95
138.91.18.14
76.22.162.44
98.162.170.4
77.239.59.243
81.157.189.166
109.151.239.121
37.57.41.161
81.130.195.125
174.89.110.91
130.37.198.100
221.193.254.122
191.234.52.206
86.139.108.109
168.61.87.1
137.117.196.87
70.25.45.37
67.85.114.120
137.117.72.241
138.91.4.159
178.126.1.253
197.34.35.121
72.190.57.143
188.51.30.90
24.164.208.22



191.236.81.177
50.126.86.87
117.197.245.246
58.168.141.132
72.69.51.146
190.194.66.113
174.90.83.42
191.234.43.116
2.25.191.243
99.138.53.104
99.116.64.244
137.116.229.40
2.229.17.34
85.206.54.80
104.0.129.219
71.19.196.232

Known to have phoned back to the same C&C server
(178.127.98.107) are also the following malicious MD5s: MD5:
€029c548cbb0f6c6175354bc8e8354ed
MD5: ba2449a4425b9b33316d590941d32e77

Once executed, MD5: e029¢c548cbb0f6c6175354bc8e8354ed
phones back to the following C&C servers: 178.127.98.107:6640
81.149.93.141:7325
76.64.213.21:3232
75.99.113.250:5436

Once executed MD5: ba2449a4425b9b33316d590941d32e77
phones back to the following C&C servers: 178.127.98.107:6640
81.149.93.141:7325
76.64.213.21:3232
75.99.113.250:5436
75.1.220.146:2763
178.127.152.80:1682
77.239.59.243:4106
81.157.189.166:4068
109.153.212.95:4808
138.91.18.14:2202



76.22.162.44:5877
98.162.170.4:6802
109.151.239.121:4627
37.57.41.161:2190
81.130.195.125:2607
174.89.110.91:1442
86.139.108.109:5374
130.37.198.100:2430
221.193.254.122:4753
50.194.40.50:4322
69.127.90.242:6324
137.117.197.214:8806
77.95.78.151:6221
67.186.153.229:7753

Webroot SecureAnywhere users are proactively protected from
these threats.

About the Author
Blog Staff

The Webroot blog offers expert insights and analysis into the latest
cybersecurity trends. Whether you’re a home or business user, we're
dedicated to giving you the awareness and knowledge needed to
stay ahead of today’s cyber threats.
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Spamvertised ‘Notification of payment
received' themed emails lead to malware -
Webroot Blog

facebook linkedin twitter
PayPal users, watch what you click on!

We’ve recently intercepted a currently circulating malicious
spamvertised campaign which is impersonating PayPal in an
attempt to trick socially engineered end users into clicking on the
malware-serving links found in the emails.

More details:

Sample screenshot of the spamvertised email:

Malicious URL redirection chain:
hxxp://hoodflixxx.com/PP_det.html ->

hxxp://62.76.43.78/p2p/PP_detalis 726716942049.pdf.exe

Detection rate for a sample malware MD5:
aa1762e9badb552421971ef2e4de9208 — detected by 2 out of 51
antivirus scanners as Spyware.Zbot.ED.

Once executed, the sample starts listening on ports 9296, and
3198. It also drops the following malicious MD5:
e8007be046dcc5b6f8e29d4d8233fd78 on the affected hosts.

It then phones back to the following C&C servers:
81.157.189.166
81.149.93.141
81.130.195.125
143.225.154.3
76.22.162.44
99.73.173.219
174.89.110.91
23.97.72.192
168.63.211.182
75.1.220.146
77.239.59.243
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94.88.99.85
37.57.41.161
46.171.141.202
23.98.64.182
221.193.254.122
191.234.52.206
138.91.18.14
23.98.42.224
168.61.87.1
137.117.69.203
72.190.57.143
109.158.32.240
88.61.116.225
94.98.191.169
105.236.47.68
173.200.116.226
137.117.196.168
221.214.141.155
83.110.198.24
222.14.178.194

Related malicious MD5s known to have phoned back to the
following C&C (81.149.93.141) server: MD5:
108a74d39c3bce71ba5686b55658358e
MD5: a2bde0d1389b3bdbcd9f612ae683edd8
MD5: c9ec831991¢c4962ba5¢c984f78e13bef5
MD5: 4ee923a7769430785dd1f309aad0a12b

Once executed MD5: 108a74d39c3bce71ba5686b55658358e
phones back to the following C&C servers: 81.149.93.141:7325
81.130.195.125:2607
130.37.198.100:2430
213.120.146.245:6585
143.225.154.3:7621

Once executed MD5: a2bde0d1389b3bdbcd9f612ae683edd8
phones back to the following C&C servers:
hxxp://81.149.93.141:7325
hxxp://81.130.195.125:2607



hxxp://130.37.198.100:2430
hxxp://13.120.146.245:6585
hxxp://143.225.154.3:7621

Known to have phoned back to the following C&C server
(81.130.195.125) are also the following malicious MD5s: MD5:
ffb9cad511d90734a0d6151086994b6
MD5: 108a74d39c3bce71ba5686b55658358e
MD5: a2bde0d1389b3bdbcd9f612ae683edd8
MD5: 4ee923a7769430785dd1f309aad0a12b
MD5: 188df9486ab259d5a1340f842c4f3e78
MD5: e49e7b907499c8b4e31447eaffd112b1

Once executed, MD5: e49e7b907499c8b4e31447eaffd112b1
phones back to the following C&C servers:
hxxp://94.88.99.85:8596
hxxp://81.130.195.125:2607
hxxp://130.37.198.100:2430
hxxp://109.153.212.95:4808

Webroot SecureAnywhere users are proactively protected from
these threats.

About the Author
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A peek inside a subscription-based DIY
keylogging based type of botnet/malware
generating tool - Webroot Blog
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Cybercriminals continue to systematically release DIY (do-it-
yourself) type of cybercrime-friendly offerings, in an effort
to achieve a ‘malicious economies of scale’ type of fraudulent model,
which is a concept that directly intersects with our ‘Cybercrime
Trends — 2013 ‘ observations.

We've recently spotted yet another subscription-based, DIY
keylogging_based botnet/malware generating_tool . Let's take a
peek inside its Web based interface, and expose the cybercrime-
friendly infrastructure behind it.

More details:
Sample screenshots of the DIY keylogging platform:

Next to the standard keylogging features, the botnet/malware
generating tool also comes with DDoS functionality. What's
particularly interesting about this tool is that its primary hosting
location exposes a cybercrime-friendly malicious infrastructure worth
keeping an eye on. Let’s take a look.

Known to have phoned back to the same IP as the original
hosting location (37.221.160.39) are also the following malicious
MD5s: MD5: 6b6836efff22dae8fd49de23e850f9a4
MD5: b60df6003c214d29f574b871530d0e3a
MD5: d4eb62529918bd18820809d34d8a443b
MD5: 42¢826634ee1479de99b2a354475574d

Related serial numbers: Serial Number: 27 42 F1 24 28 26 FB
7F 69 BO 52 B7 F3 94 DF ED
Serial Number: 00 9B 51 7C AF 08 AA 1A 85 82 2D B0 CE 5E 91 69
FE

Once executed MD5: 6b6836efff22dae8fd49de23e850f9a4
phones back to: hxxp./freedowloading.tk/love/gate.php —
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37.221.160.39

Once executed MD5: b60df6003c214d29f574b871530d0e3a
phones back to: hxxp.//os.downloadastrocdn.com (54.245.233.100)
hxxp://marketsmaster.org (37.221.160.39)
hxxp://images.downloadastro.com (54.230.184.115)
hxxp://img.downloadastrocdn.com (199.58.87.151)
hxxp.//cdneu.downloadastrocdn.com (146.185.27.45)
hxxp.//cdnus.downloadastrocdn.com (74.81.69.244)
hxxp://liveupdate.symantecliveupdate.com (195.12.226.226)
hxxp.//stats.norton.com (63.245.201.111)
hxxp://rp.downloadastrocdn.com (54.244.253.240)

Related malicious MD5s known to have phoned back to
(os.downloadastrocdn.com; 54.245.233.100): MD5:
7653f1815f563d0de16effffoca2e87a
MD5: 3c4c28ee8da612b86d0d25¢c9bab878b2
MD5: 26dcae966055a426344649947873d5f5
MD5: 4fad1ced75f400183b977e0a763e6e5a
MD5: 9f052ce63f1197aedf9ab6¢c677442076
MD5: 4949d65b597dd83b1e6e6b5feacff337
MD5: fb25222b269b58f78305dfc0e84f03d0

Once executed MD5: d4eb62529918bd18820809d34d8a443b
phones back to: hxxp.//0s.50ftwarescdn.com (54.245.235.34)
hxxp://download.my-apps-repository.com (69.16.175.10)
hxxp.://re2.pw (64.79.83.242)
hxxp://60ftwares.com (64.79.83.254)
hxxp://marketsmaster.org (37.221.160.39)
hxxp://img.5oftwarescdn.com (199.58.87.155)
hxxp.//cdneu.50ftwarescdn.com (146.185.27.45)
hxxp://cdnus.b5oftwarescdn.com (199.58.87.155)
hxxp.//wajam.com (198.199.14.15)

Once executed MD5: 42c826634ee1479de99b2a354475574d
phones back to: hxxp://download.my-apps-repository.com
(69.16.175.42)
hxxp.//0s.5oftwarescdn.com (54.245.233.100)
hxxp.//re2.pw (64.79.83.242)
hxxp://50ftwares.com (64.79.83.254)



hxxp.//marketsmaster.org (37.221.160.39)
hxxp://img.5oftwarescdn.com (199.58.87.151)
hxxp://cdneu.50ftwarescdn.com (65.254.40.36)
hxxp://cdnus.b5oftwarescdn.com (199.58.87.155)
hxxp.//wajam.com (198.199.14.10)

Webroot SecureAnywhere users are proactively protected from
these threats.
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Spamvertised ‘Error in calculation of your
tax' themed emails lead to malware -
Webroot Blog
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Cybercriminals continue populating their botnets through the
persistent spamvertising_of tens of thousands of legitimately looking
malicious emails, impersonating popular brands, in an attempt to
trick socially engineered users into clicking on the malicious links
found within the emails.

We've recently intercepted an actively circulating spamvertised
campaign which is impersonating HM’s Revenue & Customs
Department and enticing users into clicking on the malware-serving
links found in the emails.

More details:
Sample screenshot of the spamvertised email:

Malicious URL redirection chain: hxxp./shotoku.ed.jp/attc.html -
> hxxp://85.143.166.215/2p/p.exe

Related malicious MD5s known to have been downloaded
from the same IP (85.143.166.215): MD5:
¢c1d33139ad48ff5bb58273396eea364b
MD5: da9ce0b472be4568d5749eabfc6d6099
MD5: 552b4880e0ab13784ab2c0ba06f4e1fd
MD5: 3d6807e96cfcae7816234d06cb65df0c
MD5: 94ca63cd8a32096e5eddfd262e88d705
MD5: 1f8¢347071f2dcabe45469dd9db98039
MD5: 0dfb50204737f8df26a899dcb47c42ce

Detection rate for the sampled malware: MDS5:
2192aeb3c4707015ef3bc3e2e8cab6da9 — detected by 3 out of 51
antivirus scanners as Mal/Zbot-QU

Once executed, the sample starts listening on ports 2661 and
5668.
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Once executed, the sample creates the following Mutexes on

the affected

CTF.TimListCache.FMPDefaultS-1-5-21-

15647161642-507921405-839522115-1004MUTEX.DefaultS-1-5-21-
15647161642-507921405-839522115-1004 Local\{OBB5ADEF-9D8E-
F058-DBC9-BE58FA349D4A} Local\{911F9FCD-AFAC-6AF2-DBC9-

BE58FA349D4A}
BE58FA349D4A}
BE58FA349D4A)
BE58FA349D4A}
BE58FA349D4A}
BE58FA349D4A}
BE58FA349D4A}
BE58FA349D4A}
BE58FA349D4A}
BE58FA349D4A}
BE58FA349D4A)
BO6D3016937F}

BO6D5417937F}

BOBD6C14937F}
BO6D4414937F}

BOBDA814937F}
BOBDIC14937F}
BO6D7015937F}

BOBDA015937F}
BO6DDC15937F}
BO6D2C12937F}
BO6D7C12937F}
BO6DB413937F}
BO6DD013937F}
BOBDA816937F}
BO6DD812937F}
BOBDC412937F}
B06D2C13937F}
B06D2810937F}

BO6D7012937F}

BO6D1411937F}

BE58FA349D4A}

Local\{D15F4CE9-7C88-2AB2-DBC9-
Local\{D15F4CEE-7C8F-2AB2-DBC9-
Local\{BOB9FAFC-CA9D-4B54-DBCY-
Local\{BOB9FAFD-CA9C-4B54-DBC9-
Global\{2E06BA86-8BAE7-D5EB-DBC9-
Global\{BOB9FAFD-CA9C-4B54-DBC9-
Global\{BOB9FAFC-CA9D-4B54-DBC9-
Global\{D15F4CEE-7C8F-2AB2-DBC9-
Global\{D15F4CE9-7C88-2AB2-DBC9Y-
Global\{OBB5ADEF-9D8E-F058-DBC9-
Global\{BFDEF9F0-C991-4433-11EB-
Global\{BFDEF9F0-C991-4433-75EA-
Global\{BFDEF9F0-C991-4433-4DE9-
Global\{BFDEF9F0-C991-4433-65E9-
Global\{BFDEF9F0-C991-4433-89E9-
Global\{BFDEF9F0-C991-4433-BDE9-
Global\{BFDEF9F0-C991-4433-51E8-
Global\{BFDEF9F0-C991-4433-81E8-
Global\{BFDEF9F0-C991-4433-FDES-
Global\{BFDEF9F0-C991-4433-0DEF-
Global\{BFDEF9F0-C991-4433-5DEF-
Global\{BFDEF9F0-C991-4433-95EE-
Global\{BFDEF9F0-C991-4433-F1EE-
Global\{BFDEF9F0-C991-4433-89EB-
Global\{BFDEF9F0-C991-4433-F9EF-
Global\{BFDEF9F0-C991-4433-E5EF-
Global\{BFDEF9F0-C991-4433-0DEE-
Global\{BFDEF9F0-C991-4433-09ED-
Global\{BFDEF9F0-C991-4433-51EF-
Global\{BFDEF9F0-C991-4433-35EC-
Global\{DDB39BDC-ABBD-265E-DBC9-
Global\{BB67AFC4-9FA5-408A-DBC9-



BES58FA349D4A} Global\{BFDEF9F0-C991-4433-79EC-
B06D5811937F} Global\{2E1C200D-106C-D5F1-DBC9-
BES58FA349D4A}

It drops the following MD5s on the affected hosts: MD5:
1dc247518c06ab38441a226dc9a63cf4

It then phones back to the following C&C servers:
174.89.110.91
86.131.158.222
98.202.88.224
77.239.59.243
23.98.42.224
23.98.64.182
130.37.198.100
99.73.173.219
138.91.18.14
94.88.99.85
109.153.212.95
143.225.154.3
213.120.146.245
37.57.41.161
76.22.162.44
221.193.254.122
37.203.28.115
75.1.220.146
191.234.52.206
168.63.62.72
168.61.87.1
137.135.218.230
58.72.156.251
114.189.115.181
191.236.81.175
137.116.225.57
2.135.155.255
71.49.172.208
138.91.187.61
137.117.72.80
37.213.4.238



93.77.3.231
220.227.80.53
81.130.195.125
204.80.1.48
105.237.41.92
119.150.7.131
188.10.35.153
14.99.133.100
89.44.180.213
188.25.71.232
137.117.197.32
168.62.182.150
23.96.34.43
109.64.20.153
118.96.3.224

Related malicious MD5s known to have phoned back to the
same C&C servers: MD5: b7383b0464ad36f2ed8a6481df2ad9a2

MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:

98bda54bf4dcffbe606b0c5dbfdf769d
4bb673a1445b945a96b155ec8b83fc27
6b8ecdbfe7594678e3005e6d7e770d27
fa3551284c281abefada9c8e6¢f27ec9
44abf0f5ddb012c5a315f842e806d5e1
ccdbbafa7366c¢fd21e54f63f6f26241b
£3322d923826bc18d41dee67e1428e18
1dd70251fbfad01ee4dcba178d71b03a
f8d354d15501d7835ef6bbc9f1404ea4
e90f10b35c99b43bfaOcb9216d8bcee
ec97ed628d2a45be07412aed9d262b0c
194300c46b331ff59f5361560a5865f8
28ab4d1f4891c446434b58ff31b55a23

WEe'll continue monitoring the malicious campaign, and post
updates as soon as new developments take place.

Webroot SecureAnywhere users are proactively protected from
these threats.
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Malicious DIY Java applet distribution
platforms going mainstream - part two -
Webroot Blog
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In a cybercrime ecosystem , dominated by client-side exploits
serving_ Web malware exploitation kits, cybercriminals continue
relying on good old fashioned social engineering_tricks in an
attempt to trick gullible end users into knowingly/unknowingly
installing malware. In a series of blog posts, we've been highlighting
the existence of DIY (do-it-yourself) , social engineering
driven, Java drive-by type of Web based platforms , further
enhancing the current efficient state of social engineering driven
campaigns.

Let’'s take a peek inside yet another Web based DIY Java applet
distribution platform, discuss its features, and directly connect to the
Rodecap botnet , whose connections with related malicious
campaigns have been established in several previously published
posts.

More details:

Sample screenshot of the DIY Java applet distribution
platform:

Sample screenshot of the DIY Java applet distribution
platform’s Web based interface:

Sample screenshot of the DIY Java applet distribution
platform’s statistics:

The cross-platform (Windows, Mac, Linux) Web based DIY Java
applet distribution platform currently exploits a well known
vulnerability in Java v.7u21, for the purpose of dropping malicious
code on the exploited hosts, and supports detailed statistics for the
number of successful installations.

Malicious domain name reconnaissance: hxxp./ntent.com —
50.19.104.123; 216.146.46.11



http://www.facebook.com/sharer.php?u=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2014%2F05%2F08%2Fmalicious-diy-java-applet-distribution-platforms-going-mainstream-part-two%2F&t=Malicious%20DIY%20Java%20applet%20distribution%20platforms%20going%20mainstream%20%E2%80%93%20part%20two
http://www.linkedin.com/shareArticle?mini=true&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2014%2F05%2F08%2Fmalicious-diy-java-applet-distribution-platforms-going-mainstream-part-two%2F&title=Malicious%20DIY%20Java%20applet%20distribution%20platforms%20going%20mainstream%20%E2%80%93%20part%20two
http://twitter.com/share?text=Malicious%20DIY%20Java%20applet%20distribution%20platforms%20going%20mainstream%20%E2%80%93%20part%20two&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2014%2F05%2F08%2Fmalicious-diy-java-applet-distribution-platforms-going-mainstream-part-two%2F&via=Webroot
https://www.webroot.com/blog/2013/12/27/cybercrime-trends-2013-year-review/
https://www.webroot.com/blog/2013/05/02/a-peek-inside-a-cve-2013-0422-exploiting-diy-malicious-java-applet-generating-tool/
https://www.webroot.com/blog/category/mal-effects/social-engineering/
https://www.webroot.com/blog/tag/DIY/
https://www.webroot.com/blog/2012/01/13/inside-a-clickjackinglikejacking-scam-distribution-platform-for-facebook/
https://www.webroot.com/blog/2013/03/08/new-diy-unsigned-malicious-java-applet-generating-tool-spotted-in-the-wild/
https://www.webroot.com/blog/2013/01/11/malicious-diy-java-applet-distribution-platforms-going-mainstream/
http://www.abuse.ch/?p=5520

Known to have phoned back to the same IP (50.19.104.123) as
the original hosting location: MD5:
f1f19a389a5705287b694a1302f1b05c
MD5: 9a04f31b23a3df208a04c61f267d26ed
MD5: 48703ab141b117be45af84aa423ee847
MD5: e96d37bcbb8fd089b41d459218460c76
MD5: cfbab5f6f377d0c9055a4206ffd422fb1
MD5: f1f19a389a5705287b694a1302f1b05c
MD5: 9a04f31b23a3df208a04c61f267d26ed
MD5: 5d41b87ea2dd897dce8467d3d37012a1

Known to have been downloaded from the same IP
(216.146.46.11) are also the following malicious MD5s: MD5:
9a04fa3a72706559493a61a804806801
MD5: 63d56c0eb1eddc098c3a8236146a8dc5
MD5: 919b71d88938defae7bf544580023af0
MD5: 6fad9b57db0f373ca8cdd6750be4 730
MD5: 8fe4f12df5e8753b752046890df43c9a
MD5: 2¢c33da5f8f459d1f42db27fdda3aeb3a

Known to have phoned back to the same IP (216.146.46.11)
are also the following malicious MD5s: MD5:
2fab0721d5432d1ed71404c78723a789
MD5: 7d2c3f91¢c1e19359f508a1e89af5ac9c
MD5: d366088e4823829798bd59a4d456a3df
MD5: d448f1e0be73af1151d50774e5¢cdd737
MD5: bdea9256185bedd9ce70a667a9c5dd03
MD5: 3aa11e4f754ef1631aad1125e59d3aba
MD5: 64ed05b562fd38f15a27b3edbc5b9903
MD5: aef8e4b09e108ae8619133008341c09f
MD5: 2a323898d15ab57f855bdd0420887cd9
MD5: 005b9¢62b51f92dca97129f30864dab8
MD5: d7¢6371797a85cbd1b23¢739¢c9e0b421

Once executed MD5: f1f19a389a5705287b694a1302f1b05c
phones back to: hxxp://buildingpower.net (178.63.70.81)
hxxp://prettypower.net (208.91.197.23)
hxxp://prettycountry.net (184.168.221.51)
hxxp://doublefamous.net (210.157.1.134)



hxxp://stillpower.net (50.19.104.123)
hxxp://eveningletter.net (112.78.117.97)

hxxp://outsidecountry.net
hxxp://buildingcentury.net
hxxp://eveningcentury.net
hxxp://buildingfamous.net
hxxp://eveningfamous.net
hxxp://eveningpower.net
hxxp://buildingcountry.net
hxxp://eveningcountry.net
hxxp://storecentury.net
hxxp://mightcentury.net
hxxp://storefamous.net
hxxp://mightfamous.net
hxxp://storepower.net
hxxp://mightpower.net
hxxp://storecountry.net
hxxp://mightcountry.net
hxxp://doctorcentury.net
hxxp://prettycentury.net
hxxp://doctorfamous.net
hxxp://prettyfamous.net
hxxp://doctorpower.net
hxxp://doctorcountry.net
hxxp://fellowcentury.net
hxxp://doublecentury.net
hxxp://fellowfamous.net
hxxp://fellowpower.net
hxxp://doublepower.net
hxxp://fellowcountry.net
hxxp://doublecountry.net
hxxp://brokencentury.net
hxxp://resultcentury.net
hxxp://brokenfamous.net
hxxp://resultfamous.net
hxxp://brokenpower.net
hxxp://resultpower.net



hxxp://brokencountry.net
hxxp://resultcountry.net
hxxp://preparecentury.net
hxxp://desirecentury.net
hxxp://preparefamous.net
hxxp://desirefamous.net
hxxp://preparepower.net
hxxp://desirepower.net
hxxp://preparecountry.net
hxxp://desirecountry.net
hxxp://strengthcentury.net
hxxp://stillcentury.net
hxxp://strengthfamous.net
hxxp://stillfamous.net
hxxp://strengthpower.net
hxxp://strengthcountry.net
hxxp://stillcountry.net
hxxp://movementsurprise.net
hxxp://outsidesurprise.net
hxxp://movementbeside.net
hxxp://outsidebeside.net
hxxp://movementletter.net
hxxp://outsideletter.net
hxxp://movementdifferent.net
hxxp://outsidedifferent.net
hxxp://buildingsurprise.net
hxxp://eveningsurprise.net
hxxp://buildingbeside.net
hxxp://eveningbeside.net
hxxp://buildingletter.net
hxxp://buildingdifferent.net
hxxp://eveningdifferent.net
hxxp://storesurprise.net
hxxp://mightsurprise.net
hxxp://storebeside.net
hxxp://mightbeside.net
hxxp://storeletter.net



hxxp://mightletter.net
hxxp://storedifferent.net
hxxp://mightdifferent.net
hxxp://doctorsurprise.net
hxxp://prettysurprise.net
hxxp://doctorbeside.net
hxxp://prettybeside.net

Once executed MD5: 9a04f31b23a3df208a04c61f267d26ed
phones back to: hxxp://strengthnation.net (192.0.80.250)
hxxp://buildingpower.net (178.63.70.81)
hxxp://prettypower.net (208.91.197.23)
hxxp://prettycountry.net (184.168.221.51)
hxxp://doublefamous.net (210.157.1.134)
hxxp://stillpower.net (50.19.104.123)

hxxp://resultsoldier.net
hxxp://brokenplease.net
hxxp://resultplease.net
hxxp://brokencondition.net
hxxp://resultcondition.net
hxxp://preparenation.net
hxxp://desirenation.net
hxxp://preparesoldier.net
hxxp://desiresoldier.net
hxxp://prepareplease.net
hxxp://desireplease.net
hxxp://preparecondition.net
hxxp://desirecondition.net
hxxp://stillnation.net
hxxp://strengthsoldier.net
hxxp://stillsoldier.net
hxxp://strengthplease.net
hxxp://stillplease.net
hxxp://strengthcondition.net
hxxp://stillcondition.net
hxxp://movementcentury.net
hxxp://outsidecentury.net
hxxp://movementfamous.net



hxxp://outsidefamous.net
hxxp://movementpower.net
hxxp://outsidepower.net
hxxp://movementcountry.net
hxxp://outsidecountry.net
hxxp://buildingcentury.net
hxxp://eveningcentury.net
hxxp://buildingfamous.net
hxxp://eveningfamous.net
hxxp://eveningpower.net
hxxp://buildingcountry.net
hxxp://eveningcountry.net
hxxp://storecentury.net
hxxp://mightcentury.net
hxxp://storefamous.net
hxxp://mightfamous.net
hxxp://storepower.net
hxxp://mightpower.net
hxxp://storecountry.net
hxxp://mightcountry.net
hxxp://doctorcentury.net
hxxp://prettycentury.net
hxxp://doctorfamous.net
hxxp://prettyfamous.net
hxxp://doctorpower.net
hxxp://doctorcountry.net
hxxp://fellowcentury.net
hxxp://doublecentury.net
hxxp://fellowfamous.net
hxxp://fellowpower.net
hxxp://doublepower.net
hxxp://fellowcountry.net
hxxp://doublecountry.net
hxxp://brokencentury.net
hxxp://resultcentury.net
hxxp://brokenfamous.net
hxxp://resultfamous.net



hxxp://brokenpower.net
hxxp://resultpower.net
hxxp://brokencountry.net
hxxp://resultcountry.net
hxxp://preparecentury.net
hxxp://desirecentury.net
hxxp://preparefamous.net
hxxp://desirefamous.net
hxxp://preparepower.net
hxxp://desirepower.net
hxxp://preparecountry.net
hxxp://desirecountry.net
hxxp://strengthcentury.net
hxxp://stillcentury.net
hxxp://strengthfamous.net
hxxp://stillfamous.net
hxxp://strengthpower.net
hxxp://strengthcountry.net
hxxp://stillcountry.net

Once executed MDS5: 48703ab141b117be45af84aad423ee847
phones back to: hxxp://mx1.games-olympic.org (95.163.104.68)
hxxp://list.newsleter.org (95.163.104.93)
hxxp://seek.newsleter.org (208.115.109.53)
hxxp://bt.newsleter.org (208.115.109.53)
hxxp://fw.newsleter.org (85.143.166.221)

Hence, the Rodecap connection. MD5:
48703ab141b117bed45af84aa423ee847 phones back to
newsleter.org which is a well known Rodecap C&C, which we've
also seen in two previously profiled spamvertised malware-serving
campaigns, including a direct connection to a cybercrime-friendly
managed service , offering SMTP servers for rent.

Webroot SecureAnywhere users are proactively protected from
these threats.
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DIY cybercrime-friendly (legitimate) APK
injecting/decompiling app spotted in the wild
- Webroot Blog

facebook linkedin twitter

With millions of Android users continuing to acquire new apps
through Google Play, cybercriminals continue looking for efficient
and profitable ways to infiltrate Android’s marketplace using a variety
the ubiquitous for the cybercrime ecosystem, affiliate network
based revenue sharing scheme , segmented cybercrime-friendly
underground traffic exchanges , as well as mass and efficient
compromise of legitimate Web sites , for the purpose of hijacking
legitimate traffic, the market segment for Android malware
continues flourishing.

We’ve recently spotted, yet another, commercially available DIY
cybercrime-friendly (legitimate) APK injecting/decompiling_app -
The tool is capable of facilitating premium-rate SMS fraud on a
large scale through the direct modification of legitimate apps to be
later on embedded on Google Play through compromised/data
mined publisher accounts .

Let's take a peek at the tool, discuss its features, and relevance in
an Android malware market segment which is largely dominated by
DIY mobile malware generating revenue sharing affiliate based
networks.

Sample screenshot of the DIY cybercrime-friendly (legitimate)
APK injecting/decompiling app:

Basically, the tool is capable of directly injecting premium-rate type
of SMS functions into a legitimate app. Once infected, the next step
is to socially engineering a gullible end user into installing it which
can be easily accomplished by taking advantage of a legitimate
marketplace’s reputation. It's currently priced at $1,403.
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Despite the availability of built-in protection features on Android
devices, such as the prevention of installation of apps from
unknown sources , and advanced item validation checks , we'’re
certain that cybercriminals will continue to efficiently populate the
Android marketplace with rogue/malicious/fraudulent apps .
Despite the centralized nature of the Android app marketplace, in
2014, among the most popular traffic acquisition tactics

remains cybercrime-friendly traffic exchanges as well as
injected/embedded legitimate Web sites participating in massive
Web malware based campaigns for the purpose of hijacking/abusing
legitimate traffic.

We’ll continue monitoring the development of the tool, and post
updates as soon as new developments take place.
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Legitimate software apps impersonated in a
blackhat SEO-friendly PUA (Potentially
Unwanted Application) serving campaign -
Webroot Blog

facebook linkedin twitter

Deceptive vendors of PUAs (Potentially Unwanted
Applications)_ continue relying on a multitude of traffic acquisition
tactics, which in combination with the ubiquitous for the market
segment ‘visual social engineering_‘, continue tricking tens of
thousands of users into installing the privacy-violating applications.
With the majority of PUA campaigns, utilizing legitimately looking
Web sites, as well as deceptive EULAs (End User License
Agreements), in 2014, the risk-forwarding practice for the actual
privacy-violation, continues getting forwarded to the socially
engineered end user.

We’ve recently intercepted a rogue portfolio consisting of
hundreds of thousands of blackhat SEO friendly, legitimate
applications, successfully exposing users to the Sevas-S PUA,
through a layered monetization relying on OpenCandy/Conduit
affiliate based revenue sharing networks.

More details:

Sample screenshot of the Sevas-S/OpenCandy PU serving
Web site:

Deceptive portfolio domain name reconnaissance:
hxxp.//joydownload.com — 54.235.94.58

Detection rate for a sample Sevas-S/OpenCandy PUA: MDS5:
a8fb69cf527df4a731333c06129faf3a — detected by 15 out of 51
antivirus scanners as PUP.Optional.OpenCandy; Sevas-S Installer

Serial number: 4B 35 AC 22 3F4 DB 03 D3 B4 C5 36 89 83 A4
B53
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Related Sevas-S certificate numbers: 52 74 71 e5 38 62 e2 f9
Oab 45 ed 4a cb 8f 4c2
6b 59 cd e153f9d6b8052599e50547 7¢c 19

Deceptive PUA vendor’s domain name reconnaissance:
hxxp.//sevas-s.com — 107.23.223.98

Known to have been downloaded from the same IP
(107.23.223.98) are also the following PUAs: MD5:
e1a49¢c030ca2f679b70d92ec3637bf1e

MD5: ce9f84f734cbb6a29eee377112d9e5cf

Once executed, the sample phones back to:
api.opencandy.com — 204.232.180.209
media.opencandy.com — 54.231.2.241; 54.231.0.65
cdn.opencandy.com — 87.248.203.254
installs.sevas-s.com — 107.23.223.98
d3.sevas-s.com — 5.79.64.239
sp-installer.conduit-data.com — 54.83.197.43
sp-storage.conduit-services.com — 23.67.3.152
sp-download.conduit-services.com — 199.101.114.124
sp-storage.spccinta.com — 23.66.234.207
sp-settings.conduit-services.com — 23.67.3.152
mediahelper.org — 23.21.66.175
servicemap.conduit-services.com — 23.67.3.152
sp-alive-msg.conduit-data.com — 23.23.100.240
sp-autoupdate.conduit-services.com — 23.67.3.152
sp-ip2location.conduit-services.com — 199.101.114.209

Related Sevas-S download locations: d2.sevas-s.com -
198.7.58.217
d3.sevas-s.com — 5.79.64.239
d4.sevas-s.com — 162.210.192.105
d5.sevas-s.comv — 207.244.67.208
d6.sevas-s.com — 207.244.67.198
d7.sevas-s.com — 207.244.67.199

Go through related assessments of PUA (Potentially
Unwanted Applications) campaigns intercepted in the wild:

Rogue ads target EU  users, expose them to



https://www.webroot.com/blog/2013/06/17/rogue-ads-target-eu-users-expose-them-to-win32toolbar-searchsuite-through-the-kingtranslate-pua/
https://www.webroot.com/blog/2013/06/19/rogue-oops-video-player-attempts-to-visually-social-engineer-users-mimicks-adobe-flash-players-installation-process/

‘Oops Video Player’ attempts to visually social engineer users,
mimicks Adobe Flash Player’s installation process Rogue ‘Free
Mozilla Firefox Download’ ads lead to ‘InstallCore’ Potentially
Unwanted Application (PUA) Rogue ‘Free Codec Pack’ ads lead to
Win32/InstallCore Potentially Unwanted Application (PUA) iLivid ads
lead to ‘Searchqu Toolbar/Search Suite’ PUA (Potentially Unwanted
Application) Rogue ads lead to SafeMonitorApp Potentially
Unwanted Application (PUA) Deceptive ads targeting_German users
lead to the “W32/SomotoBetterinstaller’ Potentially Unwanted
Application (PUA) Rogue ads lead to the ‘Free Player
Win32/Somoto Potentially Unwanted Application (PUA) Rogue ads
targeting_German users lead to Win32/InstallBrain PUA (Potentially.
Unwanted Application) Rogue ads lead to the ‘Mipony_Download
Accelerator/FunMoods  Toolbar’  PUA  (Potentially Unwanted
Application) Rogue ads lead to the ‘EzDownloaderpro’ PUA

SpyAlertApp PUA (Potentially Unwanted Application)

Related domains known to have responded to the same IP
(mediahelper.org; 23.21.66.175): 2download.co
cpuz.2download.co
directx.2download.co
mediahelper.org
2download.co
youtube-to-mp3-converter.org
youtubeconverterhd.co.uk
youtubetomp3format.com

Related MD5s known to have been downloaded from the
same IP (23.21.66.175): MD5:
ebbbd7ce83192d5505489fe738b547e8
MD5: 8e29d732e07a67858d10ee6b85230df7
MD5: 5f7e3f9758aa425fdc602f4b03cdfa2e
MD5: 2462a20¢c590399755577761bfb9cf919
MD5: 9b860b6e48c6266f09935¢c6245fea623
MD5: 9affdce21391343f83d84bea830e90a0

Known to have phoned back to (204.232.180.209) are also the
following malicious MD5s: MD5:
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e3d95855¢c85654de83286f1b6ad4a421

MD5: 0a3617a094b5a73e8bdd2655ff257a7b
MD5: 234047e53ba58255cc24fd7e38b385bc
MD5: 8eac6af7ffd80e5731cc7c5bbffadeae
MD5: 69e1d70d315¢c502f5d963f2ed5f39ae4
MD5: f64e14110f8f5871011d3f3cc0566539
MD5: 28bf2ec685291297970b56b48b113e32
MD5: ea70d275f6de4229bfad9bda9ad5d380
MD5: 72b64cc54e107a8df3f1b6047a5d9¢c97
MD5: 2f18fad5471733f1924a8b6bdfd52867
MD5: aa49205590c65803c5a47d21fad6f09d
MD5: 5d230f2dfadbccbe38c3b103ab275429
MD5: 5fd51587e1e0aeaeb6deaab6883c2034b7
MD5: cb9ea2692f0aa50d3967fb690717642a
MD5: a66bec592f954fe04efd06e64f9ad96a

Known to have phoned back to the same IP (54.231.2.241) are
also the following malicious MD5s: MD5:
f33¢c86664d84fbbc8e05c4a7ec7941db
MD5: 92f312b8ce0248e11e83afbc891ef710
MD5: 7dba9a415756f20632a66dce2eaffcal
MD5: ec0de726447384b03bb99¢c2b940c9957
MD5: 20532744bd920846f097b42cb3d044e8
MD5: 9a77df392689b193c2d0eb1f8d7b9312
MD5: 4d4d0544d53f00fcebe7ce76f97dc480
MD5: 749be75d111c51e274b2bb65668592bf
MD5: 6aaee6759cd9795ab619cf1dfc022260
MD5: a8fb69cf527df4a731333c06129faf3a
MD5: 8f140e54e26b081cad542065aefe8d3b
MD5: 42¢c3418efcdb5b6bb8d7561f14ad2187
MD5: dec13aa433387f7644d5042cd2f10c4d
MD5: 6138dcbf580b1463dbf53863cdc8531a

Webroot SecureAnywhere users are proactively protected from
these PUAs.

About the Author
Blog Staff


https://www.webroot.com/us/en/home/products/complete
https://www.webroot.com/blog/author/webroot-blog-staff/

The Webroot blog offers expert insights and analysis into the latest
cybersecurity trends. Whether you’re a home or business user, we're
dedicated to giving you the awareness and knowledge needed to
stay ahead of today’s cyber threats.

facebook linkedin twitter


http://www.facebook.com/sharer.php?u=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2014%2F05%2F02%2Flegitimate-software-apps-impersonated-blackhat-seo-pua-potentially-unwanted-application-serving-campaign%2F&t=Legitimate%20software%20apps%20impersonated%20in%20a%20blackhat%20SEO-friendly%20PUA%20%28Potentially%20Unwanted%20Application%29%20serving%20campaign
http://www.linkedin.com/shareArticle?mini=true&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2014%2F05%2F02%2Flegitimate-software-apps-impersonated-blackhat-seo-pua-potentially-unwanted-application-serving-campaign%2F&title=Legitimate%20software%20apps%20impersonated%20in%20a%20blackhat%20SEO-friendly%20PUA%20%28Potentially%20Unwanted%20Application%29%20serving%20campaign
http://twitter.com/share?text=Legitimate%20software%20apps%20impersonated%20in%20a%20blackhat%20SEO-friendly%20PUA%20%28Potentially%20Unwanted%20Application%29%20serving%20campaign&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2014%2F05%2F02%2Flegitimate-software-apps-impersonated-blackhat-seo-pua-potentially-unwanted-application-serving-campaign%2F&via=Webroot

Managed DDoS WordPress-targeting, XML-
RPC API abusing service, spotted in the wild
- Webroot Blog
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With WordPress continuing_to lead the CMS market segment ,
with the biggest proportion of market share, cybercriminals are
actively capitalizing_on the monocultural insecurities posed by this
trend , in an attempt to monetize the ubiquitous (for the cybercrime
actively seeking new and ‘innovative’ ways to abuse this trend,
cybercriminals are also relying on good old fashioned
reconnaissance and ‘hitlist’ building_tactics , in an attempt to
achieve an efficiency-oriented ‘malicious economies of scale’ type of
fraudulent/malicious process.

We’ve recently spotted a managed WordPress installations-
targeting, XML-RPC API abusing_type of DDos (Denial of Service)
attack service, whose discovery intersects with a recently launched
mass widespread WordPress platform targeting campaign.

Sample screenshot of the managed DDoS WordPress-
targeting XML-RCP API abusing service:

In addition to offering a variety of DDoS attack methods, the
service is also offering multiple ‘value-added’ features, such as
popular hosting/VolP platforms resolving services. Priced between
$4.99 and $99.99 for different packages, it also currently accepts
PayPal and Bitcoin , and is capable of delivering over 40 Gbps of
DDoS bandwidth. Its key differentiation factors include Source
Banner reconnaissance scanning capability, as well as the direct
abuse of a well known WordPress platform abuse vector, namely,
the XML-RPC API pingback type of DDoS attack vulnerability.

Sample screenshot of a prospective service’s customer Web
based interface:

Sample screenshot of the service’s DDoS capabilities:
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Related screenshots of the promoted service’s DDoS
bandwidth capacity:

Despite the evident malicious ‘innovation’ on behalf of the
adversaries behind the XML-RPC APl pingback based DDoS
attack campaign, on a large scale, cybercriminals continue largely
relying on DIY (do-it-yourself)_types of DDoS malware/botnet
generating tools, successfully leading to the growth of the ever-green
market segment for managed DDoS attacks. To mitigate the risk of
falling victim to such widespread WordPress CMS targeting
campaigns , WordPress owners are advised to go through the
official WordPress hardening_guide , as well as to take advantage
of Sucuri’s free DDoS scanning service .

WEe’ll continue monitoring the development of the service, and post
updates as soon as new developments take place.
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stay ahead of today’s cyber threats.

facebook linkedin twitter



https://www.webroot.com/blog/tag/diy/
https://www.webroot.com/blog/2014/02/12/rogue-wordpress-sites-lead-to-client-side-exploits/
http://codex.wordpress.org/Hardening_WordPress
http://labs.sucuri.net/?is-my-wordpress-ddosing
https://www.webroot.com/blog/author/webroot-blog-staff/
http://www.facebook.com/sharer.php?u=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2014%2F03%2F31%2Fmanaged-ddos-wordpress-targeting-xml-rpc-api-abusing-service-spotted-wild%2F&t=Managed%20DDoS%20WordPress-targeting%2C%20XML-RPC%20API%20abusing%20service%2C%20spotted%20in%20the%20wild
http://www.linkedin.com/shareArticle?mini=true&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2014%2F03%2F31%2Fmanaged-ddos-wordpress-targeting-xml-rpc-api-abusing-service-spotted-wild%2F&title=Managed%20DDoS%20WordPress-targeting%2C%20XML-RPC%20API%20abusing%20service%2C%20spotted%20in%20the%20wild
http://twitter.com/share?text=Managed%20DDoS%20WordPress-targeting%2C%20XML-RPC%20API%20abusing%20service%2C%20spotted%20in%20the%20wild&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2014%2F03%2F31%2Fmanaged-ddos-wordpress-targeting-xml-rpc-api-abusing-service-spotted-wild%2F&via=Webroot

DIY automatic cybercrime-friendly ‘redirector
generating’ service spotted in the wild - part
two - Webroot Blog
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Cybercriminals continue actively abusing/mixing legitimate and
purely malicious infrastructure , on their way to take advantage of
clean IP_reputation , for the purpose of achieving a positive ROI
(return on investment) out of their fraudulent/malicious activities, in
terms of attribution and increasing the average lifetime for their
campaigns . Acting as intermediaries within the exploitation/social
engineering/malware-serving_chain , the market segment for this
type of cybercrime-friendly services continues flourishing, with more
vendors joining it, aiming to differentiate their UVP (unique value
proposition) through a variety of ‘value-added’ services.

We’ve recently spotted yet another managed/on demand
redirector generating__service , that's empowering potential
cybercriminals with the necessary infrastructure for the purpose of
launching (layered) fraudulent/malicious (multiple) redirector enabled
attacks, capable of bypassing popular Web filtering solutions. Let’s
profile the service, discuss its relevance within the cybercrime
ecosystem, and provide actionable intelligence on the static
redirectors managed by it.

More details:
Among the key differentiation factors of the service — a market
segment standard in 2014 — is the automatic domain reputation

checking feature, allowing prospective cybercriminals to quickly
increase the average lifetime of their campaigns, as well as the
ability to generate new redirectors on demand. The service is
currently offering three types of pricing schemes — $50 for thirty
thousand redirects as a starting package, $150 for one hundred
thousand redirects, followed by a bonus package, offering two
hundred thousand redirects for the same price as the starting
package.


http://www.facebook.com/sharer.php?u=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2014%2F03%2F28%2Fdiy-automatic-cybercrime-friendly-redirectors-generating-service-spotted-wild-part-two%2F&t=DIY%20automatic%20cybercrime-friendly%20%E2%80%98redirector%20generating%E2%80%99%20service%20spotted%20in%20the%20wild%20%E2%80%93%20part%20two
http://www.linkedin.com/shareArticle?mini=true&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2014%2F03%2F28%2Fdiy-automatic-cybercrime-friendly-redirectors-generating-service-spotted-wild-part-two%2F&title=DIY%20automatic%20cybercrime-friendly%20%E2%80%98redirector%20generating%E2%80%99%20service%20spotted%20in%20the%20wild%20%E2%80%93%20part%20two
http://twitter.com/share?text=DIY%20automatic%20cybercrime-friendly%20%E2%80%98redirector%20generating%E2%80%99%20service%20spotted%20in%20the%20wild%20%E2%80%93%20part%20two&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2014%2F03%2F28%2Fdiy-automatic-cybercrime-friendly-redirectors-generating-service-spotted-wild-part-two%2F&via=Webroot
https://www.webroot.com/blog/2013/12/16/newly-launched-http-based-botnet-setup-service-empowers-novice-cybercriminals-bulletproof-hosting-capabilities-part-three/
http://www.brightcloud.com/platform/bcss-overview.php
https://www.usenix.org/legacy/event/leet09/tech/full_papers/moore/moore.pdf
https://www.webroot.com/blog/tag/black-hole-exploit-kit/
https://www.webroot.com/blog/2013/08/19/diy-automatic-cybercrime-friendly-redirectors-generating-service-spotted-in-the-wild/

Priced at $2 for a thousand redirects, $50 for thirty thousand
redirects, and $150 for one hundred thousand redirects, the service
is perfectly positioned to continue acquiring new customers. Among
applied by cybercriminals in 2014 remains the use of layered
multiple (bulletproof) redirector enabled malware/exploits serving
campaigns, actively seeking to bypass Web/spam filtering solutions.

Sampled cybercrime-friendly redirectors (parked at
178.19.99.72) used by the service: 1000kazino.ru
100kazino.ru
10kazino.ru
240nline-zone.ru
2584.ru
4922.ru
4942 .ru
4life-24.ru
7448517 .ru
absolute-med.ru
ac4u.ru
adapex.ru
adfclan.ru
aion-knight.ru
akcii-forex.ru
alderaan.ru
amyrsk.ru
anika-sh.ru
animeflv.ru
aniramen.ru
annapavlushkova.ru
antisopa.ru
ard26.ru
avtomatigrat.ru
avtomatikazino.ru
avtomatkazino.ru
avtomaty-sloty.ru
avtomatyigrat.ru
avtomatykazinoigrat.ru


https://www.webroot.com/blog/2013/12/27/cybercrime-trends-2013-year-review/

avtomatyvegas.ru
azartmaniakazino.ru
azartnyeigry-avtomaty.ru
azartnyeigryavtomaty777.ru
azartnyeigrycasino.ru
azartnyeigrykazino.ru
azartnyeigrysloty.ru
azartnyeslots.ru
azartnyesloty.ru
bablomoney.ru
bananascasino.ru
banda-kino.ru
banda-kinos.ru
bandaikino.ru
bandavkino.ru
banditkinos.ru
basenijist.ru
basicmassag.ru
bastion-mebel.ru
bbi-russia.ru
bc2server.ru
beauty-perfect.ru
belmetal.ru
bereginja-moskow.ru
bertoni-kid.ru
bestbukmekery.ru
bestfx4you.ru
bestinvestsistem.ru
bestkazinos.ru
bestslotscasino.ru
bestslotsgame.ru
betacasino.ru
beznesmans.ru
bigcazinos.ru
bigdengi4.ru
bigforexbinar.ru
bigkazinos.ru



bigrabotat.ru
bigslots.ru
binarnyyforex.ru
bittorrent-x.ru
biznessss.ru
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Not surprisingly, in addition to the cybercrime-as-a-service type of
managed underground market propositions, the market segment for
cybercrime-friendly redirectors is also largely populated by DIY (do-
it-yourself)_ tools, setting up the foundations for competing offers,
with- new market entrants actively acquiring these
commercially/publicly available applications.

Sample screenshot of a DIY cybercrime-friendly redirector
generating tool:

We expect that in a post-Black Hole Web malware exploitation
kit dominated cybercrime ecosystem, vendors of market leading
exploitation kits would continue implementing additional ‘value
added’ type of redirector services, further increasing the average life
cycle of their customers’ campaigns.

Webroot SecureAnywhere users are proactively protected from
these threats.
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Deceptive ads expose users to the
Adware.Linkular/Win32.SpeedUpMyPC.A
PUAs (Potentially Unwanted Applications) -
Webroot Blog
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Rogue vendors of Potentially Unwanted Applications (PUAs)
continue tricking tens of thousands of gullible users into installing
deceptive and privacy violating applications. Largely relying on
‘'visual social engineering’ tactics and basic branding concepts, the
majority of campaigns convincingly present users with legitimately
looking ToS (Terms of Service))EULA (End User License
Agreements) which socially engineered users accept, thereby
assuming the responsibility for the potential privacy-violating
activities taking place on their host.

We've recently spotted yet another PUA campaign, relying on
deceptive “Download Now” types of ads, enticing users into
downloading the bogus GetMyFiles (Adware.Linkular) application, as
well as the rogue SpeedUpMyPC (Win32.SpeedUpMyPC.A) PUA.
Let’s profile the campaign, and provide actionable intelligence on the
infrastructure behind it.

More details:
Sample screenshot of Adware.Linkular download page:

Sample screenshot of Win32.SpeedUpMyPC.A download
page:

Sample redirection chain: hxxp:./ad.propellerads.com/ck.php?
oaparams=2__bannerid=91608 _zoneid=605 OXLCA=1__cb=_o
adest=http%3A%2F%2Fwww.getmyfilesnow.info%2F % 3Fpid%3D88
7%26context%3D%24{SUBID} -> hxxp.//www.getmyfilesnow.info/?
pid=887&context=4912867270

Domain name reconnaissance: getmyfilesnow.info —
54.208.165.36
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getmyfilesnow.com — 174.142.147 .2
coollinks.us — 174.142.147.5
linkular.com — 208.109.216.125

Detection rate for the PUA: MD5:
0d60941d1ec284cab2e861e05df89511 — detected by 6 out of 51
antivirus scanners as Adware.Linkular

Known to have responded to 54.208.165.36, are also the
following PUA samples: MD5:
e3d7a5dda69a83a4dbffb195fe41e68f
MD5: 3f9e510e2ebe20141dbb8b61ea15e21b
MD5: 9a4dd0724d8d241d748c6b2d4658a996
MD5: 567545¢c3947667913853ab34bdf38e3b
MD5: 83d21d9a6a1df8a4b4beb6190dbe8266
MD5: a08a35a241b0c7aabed7dda7ae8bab1e
MD5: 07aae60ce06590a3b8a4e86d0b94335a
MD5: 9ab73e226bfd9393b13423490d3ed77d
MD5: 75ec259b97e67f1174820beeedcafa29

Once executed, the sample phones back to:
hxxp://107.23.152.80/api/software/?
$=887&0s=win32&output=1&v=2.2.2&I=1033&np=0&osv=5.1&b=ie&
bv=8.0.6001.18702&c=12&cv=2.2.2.1768

Known to have been downloaded from the same IP
(107.23.152.80) are also the following PUAs: MD5:
a3f2dca9cf2fbf0b6221db476b9d889c
MD5: 8f021a07e83f2b455aad969268fbcba7
MD5: 57d1a9c5de77ac85e79ad675df7753dc

Compete Inc’s Certificate Serial ID: 4A 4A CA EO 72 F8 06 5D
9C 03 E2 A224 09 75 B0
AdvanceMark’s Certificate Serial ID: 52 32 D1 95 19 B6 63 90 12
01 6365 2B E1 E8 9E
Linkular LLC, 2012’s Certificate Serial ID: 27 C7 OF 80 92 79 A3

Responding to 107.23.152.80 is also the rogue
mspowerpack.com : which redirects to
hxxp://www.uniblue.com/cm/foxlingo/speedupmypc/banner1/downloa
d (Win32.SpeedUpMyPC.A).
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Known to have been downloaded from the same IP
(107.23.152.80) are also the following PUAs: MD5:
a3f2dca9cf2fbf0b6221db476b9d889c
MD5: 8f021a07e83f2b455aad969268fbcba7
MD5: 57d1a9c5de77ac85e79ad675df7753dc

Sample detection rate for the Win32.SpeedUpMyPC.A PUA:
MD5: 0a8ecb11e39db5647dcad9f0cc938c99 — detected by 3 out of
51 antivirus scanners as PUP.Optional.SpeedUpMyPC

Known to have been downloaded from uniblue.com
(176.34.125.17; 46.137.104.179; 50.19.240.60; 54.217.212.162;
54.246.105.117) are also the following PUAs: MD5:
178e9cf3¢c95c0867104f14310bec10cf
MD5: 573a55f36b0ff521ac5012a7ae935a04
MD5: 3eede5ccdee74b45fbbbas507181efaeb
MD5: 563750b3b4a7f00115¢83708a7e95d39
MD5: a59e9a0ce57365bbef2042f52d622539
MD5: abc3534ef2b1086330151ef42423d208
MD5: d41ea1f04ef610566b0ad4750b2040e7

Uniblue Systems’s Certificate Serial ID: 38 B5S E3 OA ED 74 F6
CD05D8 F20F 18 E8 91 E2

Webroot SecureAnywhere users are proactively protected from
these PUAs.

About the Author
Blog_Staff

The Webroot blog offers expert insights and analysis into the latest
cybersecurity trends. Whether you're a home or business user, we'’re
dedicated to giving you the awareness and knowledge needed to
stay ahead of today’s cyber threats.

facebook linkedin twitter



https://www.virustotal.com/en/file/eb14a3e1aa2fab53c557f26130b7c1a59280d7fbb331675de7aae59526fe8328/analysis/1395717259/
https://www.webroot.com/us/en/home/products/complete
https://www.webroot.com/blog/author/webroot-blog-staff/
http://www.facebook.com/sharer.php?u=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2014%2F03%2F25%2Fdeceptive-ads-expose-users-adware-linkularwin32-speedupmypc-puas-potentially-unwanted-applications%2F&t=Deceptive%20ads%20expose%20users%20to%20the%20Adware.Linkular%2FWin32.SpeedUpMyPC.A%20PUAs%20%28Potentially%20Unwanted%20Applications%29
http://www.linkedin.com/shareArticle?mini=true&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2014%2F03%2F25%2Fdeceptive-ads-expose-users-adware-linkularwin32-speedupmypc-puas-potentially-unwanted-applications%2F&title=Deceptive%20ads%20expose%20users%20to%20the%20Adware.Linkular%2FWin32.SpeedUpMyPC.A%20PUAs%20%28Potentially%20Unwanted%20Applications%29
http://twitter.com/share?text=Deceptive%20ads%20expose%20users%20to%20the%20Adware.Linkular%2FWin32.SpeedUpMyPC.A%20PUAs%20%28Potentially%20Unwanted%20Applications%29&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2014%2F03%2F25%2Fdeceptive-ads-expose-users-adware-linkularwin32-speedupmypc-puas-potentially-unwanted-applications%2F&via=Webroot

Commercially available database of 52M+
ccTLD zone transfer domains spotted in the
wild - Webroot Blog
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For years, cybercriminals have been building ‘hit lists’ of
potential targets through automated and efficiency-oriented
aim is to fraudulently/maliciously capitalize on these databases
consisting of both corporate and government users . Seeking a
positive return on their fraudulent/malicious activities, cybercriminals
standardization , systematic releasing of DIY (do-it-yourself)
cybercrime-friendly applications — all to further ensure a profitable
outcome for their campaigns. Thanks to the active implementation of
these TTPs, in 2014, the market segments for spam-ready
managed services /blackhat SEO (search engine optimization)
continue to flourish with experienced vendors starting to ‘vertically
integrate’ within the cybercrime ecosystem which is an indication of
an understanding of basic business/economic processes/theories.

We’ve recently spotted a cybercrime-friendly service that’s offering
commercial access to 50M+ ccTLD zone transfer domains whose
availability could lead to a widespread mass abuse. Let’s profile the
service and discuss its relevance/potential for abuse in the overall
threat landscape.

More details:

Sample screenshots of the commercial database of 50M+
ccTLZ done transfer domains, spotted in the wild:

The commercially available database currently consists of 52M+
international ccTLD zone transfer domains, empowering
cybercriminals with the necessary ‘touch points’ for launching
dictionary attacks, active email and phone number harvesting
campaigns , ultimately leading to segmented email/domain/phone
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databases, resulting in, both, targeted/mass Web site hacking
campaigns . Next to the potential for data mining these databases,
leading to a higher probability for launching successful APT
(advanced persistent threat) type of campaign, potential
cybercriminals are also perfectly positioned to exploit the mass
reconnaissances process for the purpose of embedding
malicious scripts /Web shells /anonymity based gateways ,
through basic Web server/CMS fingerprinting.

For years, cybercriminals have been actively abusing their
(fraudulently) obtained access to compromised/hacked databases
, successfully exfiltrating_sensitive content , further resulting in the
evident rise of services directly contributing to the overall growth of
the cybercrime ecosystem. According to Verion’s most recent ‘2013
Data Breach Investigations Report ', the use of stolen credentials,
next to malware campaigns , resulted in the majority of data
breaches for the organization’s participating in their sample.

We’ll continue monitoring the development of the service and post
updates as soon as new developments/market competitors take
place/enter the market.
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Managed anti-forensics IMEI modification
services fuel growth in the non-attributable
TDoS market segment - Webroot Blog
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Everyday cybercriminals actively take advantage of basic OPSEC
(Operational Security)_ tactics, aiming to risk-forward their
fraudulent/malicious online activity to a third-party, while
continuously seeking to launching their malicious/fraudulent
campaigns in an anonymous fashion. Having successfully matured
from, what was once a largely immature market segment to today’s
growing market segment, in terms of active implementation of
OPSEC concepts , the blackhat market is prone to continue
expanding, further providing malicious and fraudulent adversaries
with the necessary capabilities to remain beneath the radar of law
enforcement and the security industry.

In a series of blog posts we've published throughout 2013, we
proactively highlighted the emergence of the TDoS (Telephony
Denial of Service)_ attacks in the context of cybercriminals’ growing
non-attributable capabilities to target and exploit (basic)
vulnerabilities in telephone/mobile systems internationally .
Largely relying on fraudulently obtained SIM cards and
compromised accounting data at legitimate VolP providers , as
well as active utilization of purely malicious infrastructure , TDoS
vendors constantly seek new tactics to apply to their OPSEC
procedures.

Having proactively profiled the TDoS market segment throughout
2013, we’re also keeping eye on value-added services/features,
namely, the  modification of a  mobile  device/USB
dongle’s International Mobile Station Equipment Identity (IMEI), for
the purpose of adding an additional layer of anonymity to the
fraudulent/DoS process. Let’'s profile several vendors offering IMEI
modification services and discuss their relevance within the TDoS
market segment.
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More details:

Sample screenshots of the IMEI modification process by
multiple vendors of the anonymity and non-attribution centered
service:

What's particularly interesting about these services is the fact that
they rely on automatically-generated IMEI codes which
provide plausible deniability when launching malicious or
fraudulent attacks. The services that we're currently aware of rely on
DIY (do-it-yourself)_type of valid IMEIl generating applications.
Priced at $450, a sampled application targets both Windows and
Linux users and is exclusively targeting Huawei USB dongles, with
the company currently possessing a 55% international market
share for datacards . We expect that cybercriminals will start
applying this OPSEC tactic to their fraudulently obtained SIM
cards/datacards, in an attempt to add an additional layer of OPSEC
to their campaigns.

We’ll continue monitoring the TDoS market segment and post
updates as soon as new developments take place.
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A peek inside a modular, Tor C&C enabled,
Bitcoin mining malware bot - Webroot Blog
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Cybercriminals continue to maliciously ‘innovate’, further
confirming the TTP (tactics, techniques and procedure) observations
we made in our Cybercrime Trends — 2013 assessment back in
December, 2013, namely, that the diverse cybercrime ecosystem is
poised for exponential growth. Standardizing the very basics of
fraudulent and malicious operations, throughout the vyears,
cybercriminals have successfully achieved a state of ‘malicious
economies of scale, type of economically efficient model |,
successfully contributing to international widespread financial and
intellectual property theft. Thanks to basic cybercrime disruption
concepts, such as modular DIY (do-it-yourself)_ commercial and
publicly obtainable malware/botnet generating tools. In 2014, both
sophisticated and novice cybercriminals have everything they need
to reach an efficient state of fraudulent/malicious operation.

We've recently spotted a commercially obtainable modular, Tor
C&C enabled , Bitcoin mining_malware/botnet generating tool.
Let’s discuss its features, key differentiation factors and take a peek
inside it's Web-based command and control interface.

More details:

Sample screenshots of the modular, Tor C&C enabled, Bitcoin
mining malware/botnet generating tool’s Web based interface:

Priced at $250, and coded in C, the malware/botnet generating
tool supports all Windows versions (XP up to 8.1 on x86/x64 hosts),
and possesses the cybercrime ecosystem’s standard anti-debugging
features. It also encrypts the plugins (modules), with AES-128-CBC.
As a related key differentiation feature, it also applies a decent
degree of OPSEC (Operational Security)_to the bot's Web-based
command and control interface. A few examples are brute-force
protection for the admin’s panel and SQL injection protection for the
Web based interface. The OPSEC features introduced by the vendor
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are an_indication for decent situational awareness on behalf of
the vendor in terms of the industry’s response to large scale botnet
infrastructures over the years.

Not surprisingly, the vendor is also Tor-aware in the context of
what we believe is a perceived value-added feature in terms of
OPSEC. Compared to alternative competing malware/botnet
generating tools/platforms within the cybercrime ecosystem, this
bot's command and control domain structure is generated
using a Domain Generation Algorithm (DGA)_within the Tor
network. While Tor can provide additional protection for domain
hosting, it also has flaws. Case in point, the Sefnit botnet , which
despite its reliance on Tor for C&C communications which gave it a
boost in terms of OPSEC/growing infected population, ironically, also
introduced a potentially exploitable third-party software, a vulnerable
Tor client in this case.

Featured modules/plugins: — DDoS bot functionality
— Form grabbing features — tested against major Web properties
— Socks5 module
— Passwords stealing module
— (Experimental) task-capable Bitcoin/Litecoin mining feature

Despite its experimental state, the bot's vendor is also
emphasizing on the fact that the prospective cybercriminal can also
take advantage of any of the commercially/publicly obtainable
stealth Bitcoin mining_tools , like the ones we’ve been extensively
profiling in a series of blog posts.

WEe'll continue monitoring this bot’'s development and will post
updates as soon as new developments take place.
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Socks4/Socks5 enabled hosts as a service
introduces affiliate network based revenue
sharing scheme - Webroot Blog

facebook linkedin twitter

Thanks to the commercial and public availability of DIY (do-it-
yourself)_modular malware/botnet generating tools, the diverse
market segment for Web malware exploitating_kits , as well as
traffic acquiring/distributing cybercrime-friendly traffic
exchanges , cybercriminals continue populating the cybercrime
ecosystem with newly launched services offering APl-enabled
access to Socks4/Socks5 compromised/hacked hosts . Largely
relying on the ubiquitous affiliate network revenue sharing/risk-
forwarding_scheme , vendors of these services, as well as products
with built-in Socks4/Socks5 enabled features, continue acquiring
new customers and gaining market share to further capitalize on
their maliciously obtained assets.

We’ve recently spotted a newly launched affiliate network for a
long-run — since 2004 — compromised/hacked hosts as a service.
Let’s profile the service, discuss its key differentiation factors, and
take a peek inside its Web based interface.

More details:

Sample screenshot of the Socks4/Socks5 cybercrime-friendly
service:

Supplying fellow cybercriminals with access to
compromised/hacked hosts with clean IP reputations empowers
them to further commit fraudulent/malicious activities while risk-
forwarding the responsibility for their actions to the hundreds of
thousands of gullible and socially engineered users across the globe.
The service currently has an inventory of 13,798 Socks4/Socks5
enabled hosts and is capable of supplying over 10,000 new hosts on
a daily basis. The service's vendor is ‘naturally’ implying that the
hosts can be directly utilized for a variety of fraudulent and malicious
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the Web based interface for the affiliate network.
Sample screenshots of the affiliate network’s main site:

Sample screenshots of the Web based affiliate based
interface:

Socks4/Socks5 enabled hosts continue to represent a key driving
force behind the growth of the cybercrime ecosystem in terms of
non-attributable stepping-stones capabilities and clean IP
reputation based managed services. These services further
empower vendors of automatic account registration tools with the
necessary foundation to continue efficiently abusing legitimate Web
properties . Based on our observations, the overall supply of
Socks4/Socks5 enabled hosts is also contributing to the
development of a vibrant market segment with more vendors
pushing_new Socks4/Socks4-specific releases that utilize this
fraudulently generated infrastructure . We expect this market
segment will continue flourishing with more vendors/services

popping-up on everyone’s radar.

We’'ll continue monitoring the development of the service/market
segment and post updates as soon as new developments take
place.
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SM+ harvested Russian mobile numbers
service exposes fraudulent infrastructure -
Webroot Blog
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Cybercriminals continue adapting to the exponential penetration of
mobile devices through the systematic release of DIY (do-it-
yourself)_mobile number harvesting_tools , successfully setting up
the foundations for commercial managed /on demand mobile
phone number harvesting_services , ultimately leading to an influx
of mobile malware/spam campaigns. In addition to boutique based
DIY operations, sophisticated, ‘innovation’ and market development-
oriented cybercriminals are actively working on the development of
commercially available Android-based botnet generating_tools ,
further fueling_growth into the market segment .

In a series of blog posts, we've been profiling multiple cybercrime-
friendly services/malicious Android-based underground market
releases, further highlighting the professionalization of the market

We’ve recently spotted a service offering 5M+ harvested and
segmented Russian mobile phone numbers on a per business
status/gender/driving license basis. What's particularly interesting
about this service is the fact that it exposes a long-run fraudulent
Win32:SMSSend serving infrastructure (SEVAHOST-AS Seva-Host
Ltd (AS49313 ), segmented harvested mobile phone numbers of
Sochi citizens, a fake (paid) medical leave/absence service targeting
Sochi citizens, and a portfolio of rogue mobile apps leading to the
exposure of a mobile botnet, surprisingly relying on an identical
hardware/bot ID.

More details:

Sample screenshot of the 5M+ harvested mobile phone
numbers service:

The service’s main URL responds to 91.228.155.210.
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Parked on the same IP (91.228.155.210) are also the following
fraudulent/cybercrime-friendly ¥ domains: hxxp://instagramm-
registration.ru

Related rogue game MD5s known to have been (historically)
hosted at the same IP (91.228.155.210): MD5:
68c1¢11d86bc272e9a975400e2991e41
MD5: 3ccf8cfc88d7228e8e4345d389ceS56ef
MD5: 6bf0482a0bd8fcf19a88e7a03abd69ef
MD5: 232¢c501fec973e8923143e41b520f698
MD5: 5601f871f3f1873c1da971358799f088
MD5: 94abca6d4ec24fdbe1ec74f40b4a77cd
MD5: 126bc6cb8e58c¢7859768d9390c726774
MD5: 966e3bbd0f77463403bb200454544cd4

The following malicious MD5s are also known to have phoned
back to the same IP (91.228.155.210): MD5:
6e6a09ec8235705f314ed2fae8fab01a
MD5: 676dc0a061886bf537e01ddceb6c9230

The existence of the secondary services (segmented mobile
phone numbers belonging to Sochi citizens/paid medical leave
services), parked on the same IP as the original 5M+ harvested
mobile phone numbers offering service, is a decent example of
market segmentation in the context of an event-based type of
underground market offering targeting the Sochi Olympics. Not
surprisingly, cybercriminals have already taken advantage of this
segment, and in a true fraudulent/malicious nature, have launched
social engineering driven Android-based malware serving_SMS
spam campaigns (MD5: 361e92c344294d8b4fce0c302f61716a).

Sample screenshot of the fraudulent Instagram site parked on
the same IP (91.228.155.210):

Redirection chain for the rogue Instagram app site:
hxxp://instagramm-registration.ru/  -> hxxp://domainusers.biz/?
page=lending&type=soft&size=1&ext=rar&link=http.//tds-link-
asqg.biz/?
tds=1275&page=search&parent=similar&key=Instagram_registration
_(soft).zip&key=programma_instagram_register_PC ->
hxxps.//www.tcsbank.ru/credit/form/cash/?


http://www.securelist.com/en/blog/8180/Mobile_scammers_target_sports_fans

utm_source=troywell_apr_cc&utm_medium=aft.apr&utm_content=ne
twork&utm_campaign=creditcard&wm=10tx&sid=701411425&prx=70
1411425

Redirectors domain name reconnaissance: domainusers.biz —
91.202.63.117
tds-link-asg.biz — 91.202.63.119

Name server reconnaissance for the redirectors:

NS11.LIMONBUCKS.COM — 91.217.85.34 — Email:
sevacash@gmail.com — SEVAHOST-AS Seva-Host Ltd (AS49313)
NS12.LIMONBUCKS.COM — 91.217.85.37 - Email:

sevacash@gmail.com

Name servers resonnaissance of the rogue/fraudulent mobile
apps serving rogue affiliate network operating the redirectors:
ns1.sevadns.com - 91.217.85.35 - hxxp://sevadns.com ->
hxxp://seva-hosting.com (91.217.85.35)
ns1.sevadns.com — 91.217.85.36

A peek inside sample statistics from the rogue mobile apps
serving affiliate network:

Known to have phoned back to (91.202.63.119; tds-link-asg.biz )
is also the following malicious MDS5:
bf0074d6e2745925ec8ef3225a2052e1 . Known C&C -
hxxp.//91.202.63.119/showthread.php?
J6m=452416&nmhn=401c4ab9717ac07af8449176f3b07cfb&o=8,f4a
acf34b635ccbe03dcc87bcb2e7¢c49 . Responding to the same IP, is
also the Web site of the mobile traffic/rogue apps serving_affiliate
network .

Known C&C domain responding to the same IP: majdong.ru
(91.202.63.119)

Related DNS requests performed by the sample (MDS5:
bf0074d6e2745925ec8ef3225a2052e1 ) : edreke.ru
edreke.ru.ovh.net

Name servers reconnaissance: Name server. ns1.zippro.ru —
37.221.164.2
Name server: ns2.zippro.ru — 37.221.164.3
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Known to have phoned back to the same C&C server
majdong.ru (91.202.63.119) are also the following malicious
MD5s: MD5: 9a05f7572ff50115fb22a4b3841ab137
MD5: 00adadb8e8a1d73c444134f2d1c1fbal
MD5: 651397e89d4b5687d1c8ce4834dc4234
MD5: bf0074d6e2745925ec8ef3225a2052¢1

Known to have been downloaded from the same IP
(ns1.zippro.ru — 37.221.164.2) are also the following malicious
MD5s: MD5: b58b0539818762becd4f5051a3¢c81b46
MD5: a385f6362f5ceb69db4c03ed324dfc34

Known to have phoned back to (ns1.zippro.ru — 37.221.164.2)
are also the following malicious MD5s: MD5:
c6e5¢c1508ace1dfed450f8f69b11f1e6
MD5: f5399127b908f5a3ad994cale681cb26
MD5: aad3f6de5ae8c595797c55716a83adde

Known to have been downloaded from the same IP
(ns2.zippro.ru — 37.221.164.3) are also the following malicious
MDS5s: MD5: 522¢729109ba4a51b5f361d33b5b3edb
MD5: 243934ec2546¢54¢1cb6d9309896a035
MD5: 578d5a1f50b968d01e553f7¢c94e12b235
MD5: b7baa6ccf6d9242b7e5d599830fa12b1

Known to have phoned back to (ns2.zippro.ru — 37.221.164.3)
are also the following malicious MD5s: MD5:
ac3477ad87db7cfe4373cb2135eb1387
MD5: be49f224212ac9e05ae6b67b299350f2
MD5: a6f82de33bf03e8cb197cbc426942dca
MD5: 3204e633b6892171830004aedc5b6907
MD5: e31e8f4805768c326e28c68a6f406acc
MD5: d9920001704950e4f4c18d6e2ec30aae
MD5: 132cec7617f656db385d7acf31cd3393
MD5: be49f224212ac9e05ae6b67b299350f2
MD5: a6f82de33bf03e8cb197cbc426942dca
MD5: 93dfb678ecd06d27e59f96f2f30a52d5

Based on our analysis, we were able to successfully identify an
identical pseudo-random hardware ID/bot ID, that we were also able



to connect to related W32.SMSSend campaigns, further confirming
that cybercriminals continue to actively multi-task in 2014 .

Related W32.SMSSend hardware ID/bot ID campaigns using
the same pseudo-random ID:
401c4ab9717ac07af8449176f3b07cfb

Sample fraudulent W32.SMSSend MD5s relying on the same
pseudo-random ID known to have phoned back to
64.120.227.154/185.15.209.17: MD5:
ac3477ad87db7cfe4373cb2135eb1387
MD5: be49f224212ac9e05ae6b67b299350f2
MD5: a6f82de33bf03e8cb197cbc426942dca
MD5: 93dfb678ecd06d27e59f96f2f30a52d5
MD5: 3204e633b6892171830004aedc5b6907
MD5: e31e8f4805768c326e28c68a6f406acc
MD5: d6e06c98db7a0d38440d300accf8c730
MD5: d74528f426054fdcaca65a7e25b0d8dd
MD5: d1aa5e38fabe1811dfa113c6185c665e
MD5: 97141a85483998dff7e4aa04ce39b4f3
MD5: c6f2f67ddb2da9cebd9a669d964df6a7
MD5: 405b25f0834ad6¢c50ddfa203ac3112b4

Webroot SecureAnywhere users are proactively protected from
these threats.

About the Author
Blog _Staff

The Webroot blog offers expert insights and analysis into the latest
cybersecurity trends. Whether you’re a home or business user, we'’re
dedicated to giving you the awareness and knowledge needed to
stay ahead of today’s cyber threats.
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Multiple spamvertised bogus online casino
themed campaigns intercepted in the wild -
Webroot Blog
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Regular readers of Webroot’'s Threat Blog are familiar with our
series of posts detailing the proliferation of social engineering
driven, privacy-violating campaigns serving W32/Casino variants.
Relying on affiliate based revenue sharing__ schemes
and spamvertised campaigns as the primary distribution vectors
, the rogue operators behind them continue tricking tens of
thousands of gullible users into installing the malicious
applications.

We’ve recently intercepted a series of spamvertised campaigns
distributing W32/Casino variants. Let's profile the campaigns,
provide actionable intelligence on the rogue domains involved in the
campaigns, as well as related MD5s known to have interacted with
the same rogue infrastructure.

More details:

Sample screenshots of the landing pages for the rogue
casinos:

Spamvertised URLs: hxxp://bit.ly/1brCoxg
hxxp://bit.ly/1bQRudq
hxxp://bit.ly/1mLQr5lI
hxxp://bit.ly/MCOyaL
hxxp://bit.ly/1ec3UMN
hxxp://bit.ly/1hN6Vbd
hxxp://bit.ly/1mQ3XFu
hxxp://bit.ly/17DJ4pZ
hxxp://bit.ly/1ec2JNa
hxxp://bit.ly/1fBY6d5

W32.Casino PUA domains reconnaisance:
hxxp://rubyfortune.com — 78.24.211.177
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hxxp://grandparkerpromo.com — 95.215.61.160
hxxp://kingneptunescasino1.com — 67.211.111.169
hxxp://riverbelle1.com — 193.169.206.233
hxxp://europacasino.com — 87.252.217.13
hxxp://vegaspartnerlounge.com — 66.212.242.136

Sample detection rates for the W32/Casino PUA: MDS5:
b80db6ec0e6c968499ce01232fbfdc5¢c — detected by 3 out of 50
antivirus scanners as as W32/Casino.P.gen!Eldorado
MD5: 8326886267203e07145f63adf2e8f0a1 — detected by 3 out of
50 antivirus scanners as Heuristic.BehavesLike.Win32.Suspicious-
DTR.S
MD5: a2a545adf4498e409f7971f326333333 — detected by 3 out of
50 antivirus scanners as W32/Casino.P.gen!Eldorado
MD5: 1cd6db7edbbc07d1c68968f584c0ac82 — detected by 3 out
of 49 antivirus scanners as W32/Casino.P.gen!Eldorado

Once executed the sample phones back to: clatz.fileslldl.eu —
87.248.203.254

Known to have been downloaded from the same IP
(87.248.203.254) are also the following W32/Casonline variants:
MD5: 06c6b0381cde4720a5204ac38a5f22b9
MD5: 1022bef242c7361866f7af512ec893e0
MD5: ¢c1a6055f5d240d3681febc6bd77701eb
MD5: e5fd6aa437b3520f35337d2dd7139f9a
MD5: 6f6713077249800818f26b7469eaf175
MD5: 6ebdf6f7187effe7b52463cf7241297a
MD5: 6ed118798a19a5dbf63a9279f33e0542
MD5: 6b651437a4553b91139178a930247035
MD5: e1beeae4d07942c7fcabeea945c9bdcd
MD5: 6ab968f86300ca677e9700f7c2dee8be
MD5: 6a872111b70e401cf083a7d27b45a74e
MD5: f85fa2bb2dff0333650db371e323e962

Webroot SecureAnywhere users are proactively protected from
these threats.

About the Author
Blog_Staff
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Commercial Windows-based compromised
Web shells management application spotted
in the wild - part two - Webroot Blog
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Sticking to good old fashioned TTPs (tactics, techniques and
procedures)_, cybercriminals continue mixing purely malicious
infrastructures with legitimate ones , for the purpose of abusing
the clean IP reputations of networks, on their way to achieving
positive ROI (return on investment)_ for their fraudulent activities.
For years, this mix of infrastructures has lead to the emergence of
the ‘malicious economies of scale’ concept, in terms of efficient
abuse of legitimate Web properties , next to the intersection of
cybercriminal online activity, and cyber warfare .

In a series of blog_posts , we've been emphasizing on the level of

cybercrime-friendly tools and services, compromised/hacked Web
shells in particular. Largely utilized for the hosting of
fraudulent/malicious content, in addition to acting_as stepping
stones for the purpose of providing a cybercriminal with the
necessary degree of anonymity when launching campaigns, the
concept continues representing an inseparable part of the
cybercrime ecosystem, due to the ever-green public/OTC (over-
the-counter)_ marketplace for high page-ranked Web shells .

We’ve recently spotted a newly released commercial Windows-
based compromised/hacked Web shells management application
that empowers potential cybercriminals with the necessary
capabilities to maintain and manage their portfolio of Web shells.
Let’s take a peek at the application, and discuss some of its features.

More details:

Sample screenshots of the Windows based
compromised/hacked Web shells management application:
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Some of its core features include: — Web shell validation
— Signatures-based detection/removal of competing_shells —
Domains count on a per compromised/hacked Web shell basis for
the purpose of monetizing the data by selling it to prospective
buyers — Removal/modification of .htaccess

Priced at $100, the application’s key differentiation factor is the
ability to detect and remove competing shells through a signatures-
based process. This once again puts the spotlight on the ‘Tragedy
of Commons ‘ theory, in the broader context of today’s over-
populated underground marketplace , and the flawed notion that
specific vendors believe that the more cybercriminals join the
ecosystem, the less revenue will flow back their way. Thanks to the
ever-green market segment for hacked/compromised Web shells
accounting data, as well as the systematic remote exploitation of
vulnerable Web applications /CMS (content management
systems)_, cybercriminals remain in a perfect position to continue
monetizing these TTPs, for the purpose of launching
fraudulent/malicious campaigns.

We’ll continue monitoring the development of the tool.
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Managed Web-based 300 GB/s capable DNS
amplification enabled malware bot spotted in
the wild - Webroot Blog
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Opportunistic cybercriminals continue ‘innovating’ through the

systematic release of DIY (do-it-yourself) , Web-based,
botnet/malware generating tools, seeking to monetize their coding
‘know-how’ and overall understanding of

abusive/fraudulent/malicious TTPs (tactics, techniques and
procedures) - all for the purpose of achieving a positive ROl with
each new release.

We've recently spotted a newly released, Web-based DNS
amplification enabled DDoS bot , and not only managed to connect
it to what was once an active DDoS attack, but also, to the abuse of
a publicly accessible open DNS resolver which has been set up for
research purposes. Let’'s discuss some of its features and take a

peek at the bot's Web-based command and control interface.
More details:

Sample screenshots of the administration panel of the Web-
based DNS amplification DDoS enabled malware bot:

Just like we've seen with previous cybercrime-friendly releases,
cybercriminals continue to stick to proven risk-forwarding_tactics ,
consisting of pitching releases ‘for educational purposes only’, with
the idea to be only utilized as a tool for performing stress testing
scenarios.

Written in C, the bot is relies on its own obfuscation and packing
algorithm. Packed, the binary’s size is approximately 30kb. Next to
the active use of the Hardware ID licensing system, the bot’'s C&C
communications are also encrypted by default. It includes a built-in
DNS scanner, for finding mis-configured DNS servers, to be used in
high-bandwidth powered DNS amplification DDoS attacks which are
utilized by a number of threat actors . Priced at $2,500, the vendor
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is also applying an additional OPSEC vector to the proposition, in
the context of offering the option to host the actual archive,
encrypted, on a server of choice based on the customer’s
preferences, with the actual passphrase communicated in a secure
fashion. It also offers a cybercrime-friendly bulletproof hosting
option for hosting of the bot's C&C. Among the value-added features
offered by the vendor, is the ability to access a pre-configured VPN
server to be exclusively used when accessing the bot’s interface.

What's particularly interesting about this bot is the fact that the
vendor’'s demo included a live demonstration of the abuse of a
publicly accessibly open DNS resolver, set up for research purposes.
In combination with, both, the built-in mis-configured DNS scanner,
high power managed/rented bulletproof server, as well as the active
abuse of data obtained from publicly obtainable sources, we're
positive that the bot is poised to quickly gain marker share.

As always, we’ll continue monitoring the development of the tool.
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Deceptive ads expose users to
PUA.InstallBrain/PC Performer PUA
(Potentially Unwanted Application) - Webroot
Blog
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Deceptive ads continue to represent the primary distribution vector

that we track. Primarily relying on ‘visual social engineering’ tactics,
gullible end users fall victims to these privacy-violating applications,
largely due to the fact that they instantaneously agree to the terms in
the End User’s Agreement presented to them.

We've recently spotted yet another variant of the InstallBrain
family of Potentially Unwanted Applications (PUA's), tricking users
into installing a bogus PC performance boosting application. Let’s
assess this campaign and provide actionable intelligence on the
domains/IPs and related privacy-violating MD5s known to have
shared the same infrastructure as the initial PUA profiled in this post.

More details:
Sample screenshot of the landing page:

Sample detection rate for PurpleTech Software Inc’s PC
Performer: MD5: {85a9d94027c2d44f33¢c153b22a86473 -
detected by 10 out of 50 antivirus scanners as PUA.InstallBrain!

Once executed, the sample phones back to: hxxp://inststats-
1582571262.us-east-1.elb.amazonaws.com — 23.21.180.138
hxxp://api.ibario.com — 50.22.175.81
hxxp://107.20.142.228/service/stats.php?sv=1
hxxp://174.36.241.169/events

Domain name reconnaissance: api.ibario.com — 50.22.175.81;
96.45.82.133; 96.45.82.197; 96.45.82.69; 96.45.82.5
thepcperformer.com — 96.45.82.5; 96.45.82.69; 96.45.82.133;
96.45.82.197
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Certificate Serial Number: 043990240F90A4

Known to have responded to the same C&C server
(23.21.180.138) are also the following MD5s: MD5:
b800f82c629071204f3b6269d1e0035f
MD5: f52f3aaa4a2110703fb07a116b776500
MD5: 8447db94t58e177f639947498a57d4c5
MD5: 696e77da62c46b21569f44029b32d5e4
MD5: a05d4b59b78754343ea44e10cd8f033¢c
MD5: d9519e08fce5e4676a18ab8d967e5637
MD5: b2cd692bb0850a9¢c90686d6268b515fb
MD5: d9519e08fce5e4676a18ab8d967e5637

Known to have phoned back to the same IP (50.22.175.81) are
also the following MD5s: MD5:
929e73980f38e888cd8a6fc8bf47ec27
MD5: 7995¢42bb868b2bcf8ba5741a1cb108d
MD5: f9a72d16d8cb4490b3bed9e2559b96da
MD5: 34bfa81f4aee300f64a42e3ff310139f
MD5: 28644086db2b113585e9ed4105913f28
MD5: 414da62a25283c6¢970eb9e37d708297
MD5: 790e98e29fa4170a9fe1de7d2379212a
MD5: cf5891ce42879fb3576¢c2c93513f8ae4
MD5: bd4607cef78cb092752889ea6597dc15
MD5: 0aa60ccb65c57ef4766b653680641¢c15
MD5: 56ae3dfd1aeOecfaad39d4e9e87212d1
MD5: fe0aa2dc1038b249da0fd84aa6ab90b6
MD5: 7644a2d6b142417bbc4b7dca8549f408

Webroot SecureAnywhere users are proactively protected from
these threats.
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Spamvertised 'You received a new message
from Skype voicemail service' themed emails
lead to Angler exploit kit - Webroot Blog
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We've just intercepted a currently circulating malicious spam
campaign  that's attempting to trick potential botnet victims into
thinking that they've received a legitimate Voice Message
Notification from Skype . In reality though, once socially engineered
users click on the malicious link found in the bogus emails, they’re
automatically exposed to the client-side exploits served by the
Angler exploit kit.

More details:
Sample screenshot of the spamvertised email:

Sample exploitation chain: hxxp./crestspahh.com:80/1.html ->
hxxp://merdekapalace.com/1.txt ->
hxxp://www.shivammehta.com/1.txt ->
hxxp://nedapardaz.com/theme/it/browser/ Izf .php?
source_pid=38896815737B1F0316DB020740&swap_src=7D&them
e-lid=1

Malicious domain names reconnaissance: crestspahh.com —
184.106.55.74
merdekapalace.com — 202.71.103.21
shivammehta.com — 181.224.129.14
nedapardaz.com — 38.69.132.17

Known to have responded to the same IP (38.69.132.17) are
also the following malicious domains: atlasexperts.com
betagroupco.com
emdadimam.ir
farahost.com
mazmaz.org
messinan.com
nedapardaz.com
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partonab.com
saragolmakani.com
tcdgroup.ir
tcdgroup.org
valafan.com
ballast.ir
ebara-iran.com
mazmaz.net
mooiran.com
tadarokacc.com
tcdgroup.ir

Detection rate for a sample client-side exploit: MDS5:
48af1ab43fed4ce38c32879bd276d4319 — detected by 2 out of 50
antivirus scanners as JS/Exploit-Blacole.aj

What's particularly interesting about this campaign is that it shares
the same malicious infrastructure (redirectors) as the recently
profiled Evernote themed malicious campaign
(merdekapalace.com and shivammehta.com in particular). Next to
the direct connection between these campaigns, which appear to
have been launched by the same gang, we were also able to
establish interesting related connections between the malicious
infrastructure operating behind the managed spam-ready SMTP
servers for rent service which we profiled back in October, 2013,
as well as the Rodecap botnet .

Known to have been downloaded from the same IP (38.69.132.17
) is also the following malicious MDS5:
a09dd5c454693a0cc9d877dff371b9fc — Worm.Win32.Cridex.pox.
Here comes the interesting part, known to have phoned back to the
same IP (38.69.13217 ) (on 2013-07-24) is also
MDS5: bc445781be2960d96b9bcf5d215b1405 — betagroupco.com
in particular. The same MD5 is also known to have phoned back to
the related C&C, newsleter.org (Rodecap botnet ), which we've
also once observed as a related phone back C&C server used by the
related malicious MD5s known to have directly communicated with
the same IP (92.53.125.90 ), back then the responding IP for the
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Web site of the managed spam-ready SMTP servers for rent
service .

Webroot SecureAnywhere users are proactively protected from
these threats.
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Spamvertised ‘Image has been sent’
Evernote themed campaign serves client-
side exploits - Webroot Blog
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Cybercriminals continue to populate their botnets , with new
infected hosts, through the persistent and systematic
spamvertising_ of tens of thousands of fake emails which
impersonate popular and well known brands — all in an attempt to
socially engineer prospective victims into interacting with the scam.

We've recently intercepted a currently circulating malicious spam
campaign, impersonating Evernote, serving client-side exploits to
prospective victims who click on the links found in the fake emails.

More details:
Sample screenshot of the spamvertised email:

Sample redirection chain:  hxxp./nortonfire.co.uk/1.html
(82.165.213.55) -> hxxp.//merdekapalace.com/1.txt — 202.71.103.21
->  hxxp.//www.shivammehta.com/1.txt — 181.224.129.14 ->
hxxp://ypawhygrawhorsemto.ru:8080/z4qI9huka0

Domain name reconnaissance for the fast-fluxed
ypawhygrawhorsemto.ru: 37.59.36.223
180.244.28.149
140.112.31.129
31.222.178.84
54.254.203.163
78.108.93.186
202.22.156.178
54.254.203.163
78.108.93.186
140.112.31.129
202.22.156.178
31.222.178.84
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37.59.36.223
180.244.28.149

Responding to 78.108.93.186, are also the following malicious
domains: ypawhygrawhorsemto.ru — 78.108.93.186
jolygoestobeinvester.ru — 78.108.93.186
afrikanajirafselefant.biz — 78.108.93.186
bakrymseeculsoxeju.ru — 78.108.93.186
ozimtickugryssytchook.org — 78.108.93.186
bydseekampoojopoopuboo.biz — 78.108.93.186

Name servers used in the campaign: Name server:
ns1.ypawhygrawhorsemto.ru — 173.255.243.199
Name server: ns2.ypawhygrawhorsemto.ru — 119.226.4.149
Name server: ns3.ypawhygrawhorsemto.ru — 192.237.247.65
Name server: ns4.ypawhygrawhorsemto.ru — 204.232.208.115

Second sample redirection chain:
hxxp://www.smithpointarchery.com/1.html -  65.61.11.74 ->
hxxp://merdekapalace.com/1.txt — 202.71.103.21 ->
hxxp.//www.shivammehta.com/1.txt - 181.224.129.14 ->

hxxp://opheevipshoopsimemu.ru:8080/dp2w4dvhe2 — 31.222.178.84

Detection rate for a sample served client-side exploit: MD5:
c81b2b9fbee87c6962299f066b983a46

Domain name reconnaissance for the fast-fluxed
opheevipshoopsimemu.ru: 31.222.178.84

180.244.28.149

78.108.93.186

140.112.31.129

78.129.184 4

54.254.203.163

202.22.156.178

37.59.36.223

Name servers part of the campaign’s infrastructure: Name
server: ns1.opheevipshoopsimemu.ru. 173.255.243.199
Name server: ns2.opheevipshoopsimemu.ru. 119.226.4.149
Name server: ns3.opheevipshoopsimemu.ru. 192.237.247.65
Name server: ns4.opheevipshoopsimemu.ru. 204.232.208.115


https://www.virustotal.com/en/file/c8e571de80affa42d3d062ba387a9d14716e869a9826e1048cdf17cc98771e46/analysis/

Webroot SecureAnywhere users are proactively protected from
these threats.
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DoubleClick malvertising campaign exposes
long-run beneath the radar malvertising
infrastructure - Webroot Blog
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Today, at 2014-02-12 12:16:20 (CET), we became aware of a
possible evasive/beneath the radar malvertising based g01pack
exploit kit attack, taking place through the DoubleClick ad network
using an advertisement featured at About.com. Investigating further,
we were able to identify the actual domains/IPs involved in the
campaign, and perhaps most interestingly, managed to establish a
rather interesting connection between the name servers of one of the
domains involved in the attacks, and what appears to be a fully
operational and running Ukrainian-based ad platform, Epom in this
particular case.

Actual URL.:
hxxp://ad.doubleclick.net/N479/adi/abt.education/education_biology;
p=1;svc=,site=biology;t=0;bt=9;bts=0;pc=4,0e=is0-8859-
1,auc=1,fd=2;fs=1,sp2=0;90=9;a=kw=,chan=education;syn=abouttil
e=1,r=1,;dcopt=ist;sz=728x%90,u=DBIIS70bOkWAXwch41309;dc_ref=
http:/biology.about.com/library/glossary/bldefmenlawia.htm;ord=1DBI
IS70bOkWAXwch41309

Malvertising domains/URLs/IPs involved in the campaign:
adservinghosti.com — 212.124.112.232; 212.124.112.226 (known
to have responded to the same IP is also cpmservicel.com );
212.124.112.229; 74.50.103.41; 68.233.228.236
ad.onlineadserv.com — 37.59.15.44; 37.59.15.211
hxxp://188.138.90.222/ad.php?id=31984&cuid=55093&vf=240

IP reconnaissance: 188.138.90.222 — The following domains are
also known to have responded to the same IP: rimwaserver.com ;
notslead.com ; adwenia.com — Email: philip.woronoff@yandex.ru
(also known to have responded to 188.138.74.38 in the past; as well
as digenmedia.com )
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Based on BrightCloud’s database , not only s
adservinghost1.com already flagged as malicious, but also, we're
aware that MDS5: dc35b211b5eb5bd8af02c412e411d40e
(Rogue:Win32/Winwebsec) is known to have phoned back to the
same |IP as the actual domain, hxxp://212.124.112.232/cb_soft.php?
g=dcee08c46ea4d86769a92ab67ff5aafa in particular.

Here comes the interesting part. Apparently, the name servers
of adservinghosti.com are currently responding to the same
IPs as the name servers of the Epom ad platform.
NS1.ADSERVINGHOST1.COM - 212.124.126.2
NS2.ADSERVINGHOST1.COM - 74.50.103.38

The following domains are also currently responding to
212.124.126.2, further confirming the connection: ns1.epom.com
ads.epom.com
api.epom.com
directads.epom.com
ns1.adshost1.com
ns1.adshost2.com
ns1.adshost3.com

The following domains are also responding to the same IP as
the Epom.com domain at 198.178.124.5: automob.com
autos.net.ua
epom.com
formanka-masova.cz
ipfire.com — Email: kaandvc@gmail.com; Email:
satilikdomain@live.com
smartkevin.com

WEe'll be keeping an eye on this beneath the radar malvertising
infrastructure, and post updates as soon as new developments
emerge.
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'Hacking for hire' teams occupy multiple
underground market segments, monetize
their malicious 'know how' - Webroot Blog
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In a series of blog_posts published throughout 2012, we've been
highlighting the existence of a vibrant underground market
segment , namely, that of ‘hacking for hire’ services, email hacking
in particular. Commercially available as a service for years , the
practice’s growth was once largely fueled by the release of DIY
acquired by prospective cybercriminals, quickly became the
foundation for a successful business model. How have things
changed nowadays, in terms of tactics, techniques and
procedures ? Profoundly.

Case in point, we've been tracking two such ‘hacking for hire’
services, both of which offer a diversified portfolio of malicious
services to prospective customers, such as email hacking, Web site
hacking_, DDoS for hire , DDoS protection, and grade modification.
What type of tactics, tools and procedures do they rely on? Let’s find
out.

Thanks to the persistent supply of CAPTCHA-solving_capable
brute-forcing tools, commercially available DIY malware/botnet
generating_tools , as well as custom coded phishing pages as a
service type of underground market propositions, cybercriminals
have everything they need at their disposal to monetize their ‘know
how’ through this type of service. Among the key success factors for
their campaigns, email hacking in particular remains the ‘first hand’
intelligence that they obtain from their prospective customers, in
respect to the potential targets, to be later on used in successful
social engineering campaigns.

The first ‘hacking for hire’ service charges $50 for a single day of
persistent DDoS attack, $300 for a week, and $1000 for a month.
Web site hacking is pitched at $500. Email hacking is offered at
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$200, and $500 for corporate users, followed by $35 for a day worth
of DDoS protection, and $150 for a month worth of DDoS protection.
The service also offers a free test of its DDoS capabilities. The
availability of the rest of the services offered through the portfolio,
such as Web site hacking_, is largely made possible due to the
public/commercial availability of DIY Web site hacking tools like
the ones we've extensively profiled in the past. In terms of DDoS for
hire, the commercial availability is made possible not just due to the
ease of ‘generating’ a botnet in 2014, but also through a cost-
effective acquisition approach relying on the outsourcing_of the
botnet generation process , then monetizing the (outsourced)
botnet’s infected population through a variety of schemes, all of
which result in the cybercriminals’ successfully ‘breaking-even’ out of
their initial investment. We expect that these types of services —
email hacking in particular due to its volume-based driven business
model — will continue proliferating, with the cybercriminals behind
them continuing to professionalize, standardize, and ultimately
aiming to further streamline the customer acquisition process.

As always, we're keeping an eye on this market segment, and will
be posting updates as soon as new developments emerge.
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Malicious campaign relies on rogue
WordPress sites, leads to client-side exploits
through the Magnitude exploit kit - Webroot
Blog
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In a cybercrime ecosystem populated by commercially available
WordPress brute-forcing and mass vulnerable WordPress
installation scanning tools, cybercriminals continue actively
capitalizing on the platform’s leading market share within the
Content Management System’s market segment . Successfully
exploiting tens of thousands of installations on a daily basis, for the
purpose of utilizing the legitimate infrastructure to achieve their
fraudulent/malicious campaign objectives, the tactic is also largely
driven by the over-supply of compromised/accounting_data |,
usually embedded within sophisticated Web-based attack
platforms like the ones we’ve profiled in the past.

We’ve recently intercepted a malicious campaign exclusively
relying on rogue WordPress sites, ultimately serving client-side
exploits to users through the Magnitude Web malware exploitation
kit . Despite its relatively low profile in terms of proliferation — we
believe the campaign is in its early stages — it exposes a pseudo-
randomly generated sub-domains based fraudulent infrastructure
that is worth keeping an eye on.

Sample rogue WordPress sites participating in the campaign:
hxxp://glinkinart.com/wp-includes/class-wp-ajax.php
hxxp://nextgenerationvcf.com/wp-includes/class-wp-ajax.php
hxxp://gilesbytitle.com/wp-includes/class-wp-ajax.php
hxxp://webclaritydev1.com/wp-includes/class-wp-ajax.php
hxxp://studyithere.com/wp-includes/class-wp-ajax.php
hxxp://virtualpmllc.com/wp-includes/class-wp-ajax.php
hxxp://caretubedin.com/wp-includes/class-wp-ajax.php
hxxp://asiandredgecon.com/wp-includes/class-wp-ajax.php
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hxxp://allurearquitetura.com/wp-includes/class-wp-ajax.php
hxxp://fallinshadow.com/wp-includes/class-wp-ajax.php
hxxp://best-luxury-escapes.com/wp-includes/class-wp-ajax.php
hxxp://drmpeter.com/wp-includes/class-wp-ajax.php
hxxp://webclaritydev1.com/wp-includes/class-wp-ajax.php
hxxp://paradigm-markets.com/wp-includes/class-wp-ajax.php
hxxp://balancekw.com/wp-includes/class-wp-ajax.php
hxxp://web-wide-banners.com/wp-includes/class-wp-ajax.php
hxxp://torgtov.com/wp-includes/class-wp-ajax.php
hxxp://theglossproject.com/wp-includes/class-wp-ajax.php
hxxp://sedonawildflowerinn.com/wp-includes/class-wp-ajax.php
hxxp://webclaritydev1.com/wp-includes/class-wp-ajax.php
hxxp://theglossproject.com/wp-includes/class-wp-ajax.php
hxxp://sedonawildflowerinn.com/wp-includes/class-wp-ajax.php
hxxp://glinkinart.com/wp-includes/class-wp-ajax.php
hxxp://topmedigap.com/wp-includes/class-wp-ajax.php
hxxp://torgtov.com/wp-includes/class-wp-ajax.php

Sample exploitation chain: hxxp://glinkinart.com/wp-
includes/class-wp-ajax.php -> hxxp://fag-seo.ru/1/a (109.236.87.219)
-> hxxp://huatongchuye.com/lang/en/pay/apay.php (128.134.244.74)
->
hxxp://ad54.feb5.e12.b1.40ce76b.15d.4b23cc.392.sjtfonaoavll.blowf
aster.pw -> hxxp://190.162.183.78:33816/11957/0pyvniriz/index.php

Sample pseudo-randomly generated sub-domains, currently
parked  within 184.172.109.156; 184.172.109.157 and
66.55.157.197:
hxxp://ad54.feb5.e12.b1.40ce76b.15d.4b23cc.392.sjtfonaoavll.blowf
aster.pw
hxxp://19d5.5¢5¢ce0.d91.b32d89b.a1f7.764ca4.d0.aazwmkkekfgm.bl
owfaster.pw
hxxp://a38363.5f612.76.5245.1b062b8.4b.eb367.c.cakfcdhymp.rema
insfilled.pw
hxxp://925164.77.2944.790b6ca.54b9.76e8.d5.b8f.cnsmikyrjlv.eyesp
roperties.pw/
hxxp://86¢9.b6.4b52b.78.1deb.68.1914308.fdc6c7.myugnpbtpcfq.set
tledevices.pw
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Related domains known to have responded to 109.236.87.219
in the past: ns3.regdom.name
ns4.regdom.name
fag-seo.ru
nextgenasic.com
masterperevodov.ru
51region.net
adelante-tour.com
advokati24.ru
20asicminersoft.com
atakent.ru
bazagibdd.com
boxinghit.ru
canfamilypharmacy.com
ci.gmfcloan.com
fag-seo.ru
filmgadaika.ru
forumcnc.ru
freetraffcounter.com
gtabSnew.info
hardwarez.in
hd720pfilm.ru
hyiper.in
jomlajavascript.ru
jqueryjsscript.ru
login-odnoklassniki.ru

Related domains known to have responded to 128.134.244.74
in the past: bigfish.im
huatongchuye.com

ginghuo.net
quanxiejiu.com
rsjy.org
huatongchuye.com
Detection rate for a sample exploit: MDS5:

03c9f22080a3f8cfbfc80d78483c1e21 — detected by 4 out of 45
antivirus scanners as HEUR:Exploit.Java.Generic


https://www.virustotal.com/en/file/e53bae3c56d32ce78ed8cf6220b13dc8f44b8eeb9683784836ed1a7464c20845/analysis/

Webroot SecureAnywhere users are proactively protected from
these threats.
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Managed TeamViewer based anti-forensics
capable virtual machines offered as a service
- Webroot Blog
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part of the cybercrime ecosystem, especially in the context of
preventing law enforcement agencies from tracking down the
activities of fraudulent and malicious adversaries online.
Throughout the years , the industry has witnessed active utilization
of malware-infected hosts (Socks4/Socks5 ) as anonymization
‘stepping stones’ and the use of cybercrime-friendly VPN
providers , bypassing internationally accepted data retention
regulations, as some of the primary anonymization tactics used by
cybercriminals. Nowadays, this set of tactics has evolved into a
diversified mix of legitimate and purely malicious infrastructure that
provides value-added services such as APIs supporting
Socks4/Socks5 services , DIY_ real-time Socks4/Socks5
syndicating_tools , and the development of hybrid based type of
anonymous ‘solutions’ . These services empower cybercriminals
with the necessary ‘know-how’ to conceal their activities online, and
there is a as clear attempt to standardize this ‘know-how’ through the
distribution of commercial OPSEC training_manuals .

With digital forensics playing a crucial role when assessing
cybercrime incidents, in the context of attribution, and ‘case-building’,
it shouldn’t be surprising that, for years, sophisticated adversaries
have been actively applying off-the-shelf anti-forensics tactics,

utilization of these tactics successfully undermines the currently
accepted techniques for attributing cybercrime campaigns to the
correct parties.

We've been tracking an extremely sophisticated — in terms of its
potential application when orchestrating fraudulent and malicious
campaigns — TeamViewer-based managed service that offers virtual
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machines pre-loaded with a district set of anti-forensics tools,
including many private versions. This service empowers a potential
cybercriminal with the necessary point'n’click capabilities to
completely anonymize the virtual machine. By modifying the host’s
hardware specifications, the service completely anonymizes its
interaction with the Internet. System settings can be set through
sophisticated patching/hooking of legitimate applications to mimic

any given set of preferences — including the pseudo-random
generation of preferences — such as the following:
Windows ID

Internet Explorer’s Serial Number
Windows Media Player’s ID
Processor’'s Name
Computer’s ldentification
System’s build

System’s Country Settings
Language formats
Keyboard language
Browser’s language
Geographical Location
System’s TimeZone
System’s Time

Browser’s Resolution
Browser’s Language
Browser’s Version

Mobile Device’s Version
Flash Version

Sample screenshots of a sample virtual box accessed
through TeamViewer, showcasing the inventory of anti-forensic
tools/applications available at the disposal of potential
cybercriminals:

Thanks to these virtualized TeamViewer accessed machines, in
combination with the utilization of, both, commercially obtainable
Virtual Private Network (VPN) software (HMA Pro as showcased by
the vendor in this particular case), next to good old fashion
cybercrime-friendly Socks4/Socks5 enabled malware-infected hosts



for the purpose of ‘proxifying’ the, now, anti-forensics empowered
connection (the service showcased by the vendor is already listing
13,5627 malware-infected hosts, the majority of which are U.S
based), the cybercriminals using the service are now empowered
with sophisticated anti-forensics capabilities allowing them to
successfully execute fraudulent and malicious campaigns while
making attribution virtually impossible.

Go through related posts, detailing the anonymization tactics,
techniques and procedures (TTPs) of cybercrimnals,
throughout the years:

Cost of Anonymizing_a Cybercriminal’s Internet Activities — Part Two
The Cost of Anonymizing_a Cybercriminal’s Internet Activities — Part
Three The Cost of Anonymizing_a Cybercriminal’s Internet Activities
— Part Four

The price? The disturbingly low $35 for a week, with additional
‘rent schedules’, based on negotiations. This service is a great
example of the ongoing diversification within, what we can best
describe as, the stagnated market segment for bulletproof
hosting services . With vendors constantly looking for new ways to
differentiate their value-added propositions, now that virtually every
cybercriminal can easily purchase access to such type of hosting, in
fact, even enjoy a decent degree of underground market
transparency, in the context of having a cost-effective choice to pick
up from.

As always, we're keeping an eye on the future development of the
service, in particular, the anticipated emergence of competing
propositions.
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Market leading 'standardized cybercrime-
friendly E-shop'’ service brings 2500+
boutique E-shops online - Webroot Blog
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extensively profiled in our “A Peek Inside a Boutique Cybercrime-
Friendly E-Shop” series, continues further expanding as a market
segment within the underground marketplace. Driven by the
proliferation of public/commercially obtainable DIY (do it yourself)
type of malware/botnet generating tools along side the ongoing
standardization of the monetization process offered by
opportunistic cybercriminals acting as intermediaries between those
possessing the fraudulently obtained assets and their prospective
customers, the market segment is prone to expand.

Having already profiled a managed hosting service, empowering
novice cybercriminals possessing compromised/hacked accounting
information with efficient ways to monetize the stolen data, we
continue finding factual evidence that further confirms an ongoing
standardization of the monetization process. In this post, I'll discuss
a market leading managed hosting service that is currently hosting
2500+ boutique E-shops offering access to a vast amount of
compromised/hacked accounting data, with hosting services,
through a convenient Web-based E-shop management interface.

Sample screenshot of the entry page for the managed
cybercrime-friendly managed E-shop hosting service:

Sample screenshots of the Web based management interface,
that potential cybercriminals get access to for the purpose of
configuring their E-shops+sample E-shop:

Next to its core feature, basically consisting of a sub domain
based on the cybercriminal’s preferences, the service also allows
potential customers to use their own domains, insisting they use a
Russian domain registration service and CloudFlare as the DNS



http://www.facebook.com/sharer.php?u=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2014%2F02%2F07%2Fmarket-leading-standardized-cybercrime-friendly-e-shop-service-brings-2500-boutique-e-shops-online%2F&t=Market%20leading%20%E2%80%98standardized%20cybercrime-friendly%20E-shop%E2%80%99%20service%20brings%202500%2B%20boutique%20E-shops%20online
http://www.linkedin.com/shareArticle?mini=true&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2014%2F02%2F07%2Fmarket-leading-standardized-cybercrime-friendly-e-shop-service-brings-2500-boutique-e-shops-online%2F&title=Market%20leading%20%E2%80%98standardized%20cybercrime-friendly%20E-shop%E2%80%99%20service%20brings%202500%2B%20boutique%20E-shops%20online
http://twitter.com/share?text=Market%20leading%20%E2%80%98standardized%20cybercrime-friendly%20E-shop%E2%80%99%20service%20brings%202500%2B%20boutique%20E-shops%20online&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2014%2F02%2F07%2Fmarket-leading-standardized-cybercrime-friendly-e-shop-service-brings-2500-boutique-e-shops-online%2F&via=Webroot
https://www.webroot.com/blog/2013/01/07/a-peek-inside-a-boutique-cybercrime-friendly-e-shop-part-six/
https://www.webroot.com/blog/tag/diy/
https://www.webroot.com/blog/2014/01/24/newly-launched-managed-compromisedhacked-accounts-e-shop-hosting-service-standardizes-monetization-process/

provider. The monthly price for hosting an E-shop is 333 rubles
($9.55). The simplistic Web-based interface provides cybercriminals
with an easy way to integrate their compromised/hacked accounting
data into the service. Not surprisingly, due to the relatively low price,
the service has already positioned itself as a market leader in the
newly emerging standardized monetization model, having already
empowered 2500+ boutique E-shops with the necessary
infrastructure. The evident standardization of the monetizing process
is a trend aiming to directly/indirectly centralize what was once a
largely decentralized market segment, case in point, virtually all the

tracked throughout 2012.

The market leading service discussed in this post is currently
relying on CloudFlare’s legitimate infrastructure, something we
believe is definitely prone to change over time, largely due to the
trade off between centralization and the service’s ability to remain
online. As such, we expect them — including the competition — to
start exclusively utilizing the ubiquitous for the cybercrime
ecosystem, bulletproof hosting_providers.

As always, we’re keeping an eye on the future development of the
service, the E-shops it’s hosting, and will be posting updates as soon
as new developments take place.
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Cybercriminals release Socks4/Socks5
based Alexa PageRank boosting application
- Webroot Blog

facebook linkedin twitter

Since its inception in 1996, Alexa has positioned itself as primary
Web metrics data portal, empowering Web masters, potential
investors, and marketers with access to free analytics based on data
gathered from toolbars installed on millions of PCs across the world.
Successfully establishing itself as the most popular, publicly
accessible Web site performance benchmarking tool, throughout the
years, the Alexa PageRank has acted as a key indicator for the
measurement of a Web site’s popularity, growth and overall
performance, often used in presentations, competitive intelligence
campaigns, and comparative reviews measuring the
performance/popularity of particular Web sites.

Operating in a world dominated by millions of malware-infected
hosts, converted to Socks4/Socks5 for, both, integration within
automatic account registration tools , DoS tools , in between
acting as anonymization ‘stepping-stones’ , cybercriminals
continue utilizing this legitimate, clean IPs-based infrastructure for
purely malicious and fraudulent purposes. Their latest target?
Utilizing the never-ending supply of malware-infected hosts to
influence Alexa’s PageRank system. A newly released, commercially
available, DIY tool is pitching itself as being capable of boosting a
given domain/list of domains on Alexa’'s PageRank, relying on the
syndication of Socks4/Socks5 malware-infected/compromised
hosts through a popular Russian service.

Sample screenshot of the tool:

The multi-threaded tool, pitched at $100, is capable of supporting
HTTP/Socks4/Socks5 malware-infected hosts, and also has the
ability to validate the active/non-active state of the proxy in question.
Due to Alexa’s popularity, and vast database of domain related data,
for years cybercriminals, and spammers in particular, have been
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abusing the Web site in an attempt to harvest domain lists — which
they didn't manage to obtain through good old school fashioned
zone transfer techniques — to later on attempt to launch dictionary
harvest attacks in an effort to build spam hitlists.

Sample screenshot of a tool used to harvest domain data
through the Alexa service, that we’re aware of:

What would a superficially boosted Alexa PageRank be used for
by a cybercriminal? A boosted Alexa PageRank can increase the
probability of a successful sale for the given domain, a default
feature/commonly accepted practice for the majority of underground
market/OTC (over-the-counter) Web shells including E-shop
services that we've profiled in the past.

We’ll continue monitoring the development of the application.
About the Author
Blog Staff

The Webroot blog offers expert insights and analysis into the latest
cybersecurity trends. Whether you’re a home or business user, we'’re
dedicated to giving you the awareness and knowledge needed to
stay ahead of today’s cyber threats.

facebook linkedin twitter



http://en.wikipedia.org/wiki/Directory_Harvest_Attack
https://www.webroot.com/blog/2013/08/02/new-hacked-shells-as-a-service-empowers-cybercriminals-with-access-to-high-page-rank-ed-web-sites/
https://www.webroot.com/blog/author/webroot-blog-staff/
http://www.facebook.com/sharer.php?u=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2014%2F02%2F04%2Fcybercriminals-release-socks4socks5-based-alexa-pagerank-boosting-application%2F&t=Cybercriminals%20release%20Socks4%2FSocks5%20based%20Alexa%20PageRank%20boosting%20application
http://www.linkedin.com/shareArticle?mini=true&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2014%2F02%2F04%2Fcybercriminals-release-socks4socks5-based-alexa-pagerank-boosting-application%2F&title=Cybercriminals%20release%20Socks4%2FSocks5%20based%20Alexa%20PageRank%20boosting%20application
http://twitter.com/share?text=Cybercriminals%20release%20Socks4%2FSocks5%20based%20Alexa%20PageRank%20boosting%20application&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2014%2F02%2F04%2Fcybercriminals-release-socks4socks5-based-alexa-pagerank-boosting-application%2F&via=Webroot

Cybercriminals release new Web based
keylogging system, rely on penetration
pricing to gain market share - Webroot Blog

facebook linkedin twitter

In need of a fresh example of penetration pricing_, within the
cybercrime ecosystem, used by a cybercrime-friendly vendor in an
attempt to quickly gain as much market share as possible in the
over-supplied market segment for keylogging-specific systems ?
We’re about to give you a very fresh one.

A newly released, commercially available PHP/MySQL based,
keylogging-specific malware/botnet generating system, with full
Unicode support, is currently being offered for $50, with the binary
re-build priced at $20, in a clear attempt by the vendor to initiate
basic competitive pricing strategies to undermine the market
relevance of competing propositions. Just like the Web based
DDoS/passwords-stealing_tool that we profiled yesterday, this
most recently released keylogging system is once again acting as a
very decent example of a “me too” type of underground market
release, whose overall success in the short term would mostly rely
on basic branding, and whose long term success relies on the
systematic introduction of new features.

To get a better view of the tool’s core functions, let’s take a peek at
its administration panel.

Sample screenshots of the Web based command and control
interface:

The vendor behind the release is applying the KISS (Keep It
Simple Stupid) strategy, namely relying on good old fashioned
keylogging concepts, including the automatic taking of screenshots
from the Desktops of infected hosts, as well as the self-destruction
option for the keylogger. The actual logs are then stored in text files,
which would be later on ‘processed’ by the cyberciminals using log
parsing tools popular within the cybercrime ecosystem, ultimately
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supplying E-shops with a steady flow of compromised accounting
data, as well as utilizing it as a foundation to launch related malware
disseminating_attacks .

As always, we're closely monitoring the future development of the
keylogging system.

Meanwhile, readers interested in knowing more about keyloggers
can watch the following_video , featuring Grayson Milbourne,
Webroot’s Security Intelligence Director, part of the Webroot Threat
Vlog_series, as well as another informative video demoing what
happens when Webroot misses a potentially undetected
keylogging_application . Hint: we've got you covered!
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Newly released Web based DDoS/Passwords
stealing-capable DIY botnet generating tool
spotted in the wild - Webroot Blog
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Driven by the never ending supply of newly released DIY (do it
yourself)_ underground market releases, in combination with the
systematically rebooted life cycles of releases currently in circulation,
cybercriminals continue actively developing new cybercrime-friendly
malware generating/botnet building applications. Motivated by the
desire to further continue the monetization of this ever-green market
segment, a key driving force behind the consequential rise of E-
shops offering access to compromised accounting data like those
we've extensively profiled at Webroot’s Threat Blog in the past, these
cybercriminals continue to ‘innovate’ and reboot the life cycles of
known releases through the systematic and persistent introduction of
new features.

We’ve recently spotted a newly released, commercially available
Web-based DDoS /Passwords stealing-capable DIY type of botnet
generating tool, whose general availability is prone to empower
potential cybercriminals with DDoS attack capabilities, as well as an
efficient platform for the mass harvesting of accounting data, both of
which will be inevitably monetized through the wusual, now
standardized monetization channels . Let’s take a peek inside the
tool's command and control interface, and discuss its key
differentiation features in the broader context of their applicability in
the overall threat landscape.

Sample screenshots of the Web-based command and control
admin interface, detailing the key features of the
malware/botnet generating tool:

Types of DDoS attack modes supported: — HTTP
— Slowloris
— Download
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— TCP flood
— UDP flood

Key differentiation features: — Multi-lingual keylogging
capabilities
— Command shell
— File extension based file stealing capabilities
— Loader capabilities
— USB/Archive spreading
— Competing bots killer
— Anti VMWare
— Detection of process monitoring applications
— Bot protection features

Based on the tool’s description, the average size of the binary is
50kb and works on all versions of Windows from XP to 8.1 (x32/64).
The price of the full package, including support for unlimited
domains, is $250 and $10 for each rebuild, $20 for updates. The
price of the actual builder is currently set at $650, with WebMoney as
the primary accepted payment method. The commercial availability
of these DIY Web-based malware/botnet generating tools is a great
example of a cyclical pattern, with the developers periodically
introducing new releases on the underground marketplace in an
attempt to gain market share through basic branding concepts.
Although the proliferation of these “me too” malware/botnet releases
lacking key differentiation factors doesn’t necessarily translate into
malicious ‘innovation’, their introduction to the underground
marketplace automatically generates revenue for the developers,
whose releases also gain market share that, in the long term, is
proportional to the persistence and sophistication of the features
newly introduced by the vendor. In combination with the commercial
availability of DIY malware crypting_services , and the ubiquitous
for the cybercrime ecosystem bulletproof hosting providers, these
DIY malware/botnet generating tools represent a key driving force
behind the proliferation of new malware families internationally,
successfully undermining signature based antivirus scanning .

We’ll continue monitoring the development of the tool.
About the Author
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Newly launched managed
‘compromised/hacked accounts E-shop
hosting as service' standardizes the
monetization process - Webroot Blog
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Regular readers of Webroot’s Threat Blog are familiar with our “A
" series,
originally started in 2012, highlighting the trend emerging at the time
of boutique based E-shops selling access to compromised/hacked
accounts. Popping up on our radars on systematic basis, this
maturing market segment is already entering in a new life cycle
stage in early 2014. The current stage is the direct result of the
ongoing efficiency-oriented mentality applied by cybercriminals over
the years in the face of the active implementation of tactics such as,
for instance, templatization , ultimately leading to standardization
of key cybercrime ecosystem processes, resulting in improved
return on investment /stolen assets liquidity for their fraudulent
operations.

Among the key enablers for the emergence of the market segment
for compromised/hacked accounting data is the general and
commercial availability of DIY (do it yourself)._  malware
generating/botnet building tools, empowering novice cybercriminals
with ‘know-how’ which was once only available to sophisticated
attackers. The direct availability of these tools, in combination with
the active data mining_performed on behalf of botnet operators
for the purpose of intercepting, then monetizing valuable accounting
data, further strengthened the long-term potential of the market
segment, resulting in what we’re currently observing as professional
attempts to standardize the monetization process . Over the
years, we’'ve also observed the active monetization of
compromised/hacked accounting data, with the cybercriminals
behind these campaigns either selling access to it to prospective
buyers, or directly abusing_it for fraudulent/malicious purposes,
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further highlighting the existence of this ever-green monetization
scheme.

A newly launched managed ‘compromised/hacked accounts E-
shop hosting as a service’ aims to standardize this very same
monetization process by providing virtually anyone wanting to
achieve stolen assets liquidity for their compromised/hacked
accounting data a DIY, self-service type of automatic E-shop setup
service. Thanks to its features, potential cybercriminals looking for
efficient ways to monetize the fraudulently obtained data can have a
cybercrime-friendly E-shop live in 24 hours, with value-added
services including ‘hardened servers’ and anti-DDoS protection.
Let’'s take a peek inside the service and find out just how easy it is
for cybercriminals to monetize compromised/hacked accounting data
in 2014, thanks to the ongoing standardization of the process.

Sample screenshots of the managed “compromised/hacked
accounts E-shop hosting as a service”:

Sample metrics empowering a potential cybercriminal with
statistics for the most popular assets purchased through his
managed E-shop:

Sample screenshot of a currently active cybercrime-friendly
E-shop, currently listing 115,346 active Twitter accounts offered
for sale:

Sample screenshots of the purchasing process — the service
supports Webmoney and Yandex payments — :

Sample screenshot of the pricing scheme:

The price for 1 month worth of managed services is 300 rubles
($8.79), 285 rubles ($8.35) for 2 months worth of managed service,
and 270 rubles ($7.91) for 6 months worth of service. We expect to
continue observing new market entrants, competing with these types
of services, eventually leading to their inevitable reliance on the
ubiquitous (for the cybercrime ecosystem) bulletproof hosting
providers .

We're constantly monitoring the market segment for
compromised/hacked accounting data, and will be naturally posting
updates as soon as new developments/trends emerge.


https://www.webroot.com/blog/tag/bulletproof-hosting/
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Fully automated, APl-supporting service,
undermines Facebook and Google's
'SMS/Mobile number activation® account
registration process - Webroot Blog
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Operating in a world dominated by millions of malware-infected
hosts acting as proxies for the facilitation of fraudulent and
malicious activity, the Web’s most popular properties are constantly
looking for ways to add additional layers of authentication to the
account registration process of prospective users, in an attempt to
undermine automatic account registration tactics. With CAPTCHA
under automatic fire from newly emerging_ CAPTCHA
solving/breaking_services , re-positioning the concept from what
was once the primary automatic account registration prevention
mechanism, to just being a part of the ‘authentication mix’ these
days, in recent years, a new (layered) authentication concept got the
attention of the Web’s ‘most popular’. Namely, the introduction of
SMS/Mobile number account verification, a direct result of wide
adoption of mandatory prepaid SIM card registration

internationally , in the context of preventing crime and terrorism.

Naturally, the bad guys quickly adapted to the new authentication
mechanism, and in a true ‘malicious economies of scale’ fashion,
undermined the concept, successfully continuing to populate any
Web property with hundreds of thousands of bogus accounts,
degrading the quality of the services offered, as well as directly
abusing the one-to-one/one-to-many trust model in place. How do
they do it? What type of tactics do they rely on in an attempt to
bypass the mandatory prepaid SIM cards registration process, in
order to secure a steady flow of tens of thousands of non-
attributable SIM cards , at any given moment in time, empowering
them to bypass the SMS/Mobile number activation account
registration process? Let’s find out.
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The practice, largely relying on the notion that, if a potential user
would be required to present a valid ID to his/her mobile operator in
order to get a SIM card, he/she would think twice before engaging in
fraudulent, potentially malicious activities, in combination with limiting
the number of SIM cards issued per person (for instance 10 prepaid
SIM cards in Singapore , and 18 SIM cards per person in
Vietnam ), is sadly, fundamentally flawed due to a couple of
reasons .

For years, the underground marketplace has been
systematically supplying high-quality fake
IDs/passports/diplomas/certificates and virtually any other kind of
documentation, largely relying on a pool of talented designers,
flawed secure printing_supply chain logistics in terms of the easy
to obtain blank plastics/document templates/holograms, as well as
the actual equipment necessary to produce them in batches. This
allows a cybercriminal/cybercriminal syndicate, to secure non-
attributable access to virtually anything that requires a valid ID as
means of authentication. That, ‘naturally’, includes compromised
credit card details — sometimes required as an alternative to ID for
the purpose of obtaining a SIM card — which in 2014, represents
nothing more that a_commoditized underground market item |,
largely due to the oversupply driven by the emergence of
sophisticated crimeware releases , the evolution of ATM
skimming__technologies, and the bypassing__of two-factor
authentication/OTP , empowering novice cybercriminals with the
necessary ‘know-how’ needed to obtain them. Yet another largely
overlooked fraudulent tactic used to secure a decent supply of non-
attributable SIM cards/mobile numbers, is the reliance on insiders,
most commonly dealers of mobile operator services, monetizing the
access to the operator’'s databases, for fraudulent/malicious
purposes.

Sadly, it wouldn’t be fraudulent/malicious operations in 2014 if they
didn’t already manage to synchronize all levels of the fraudulent
ecosystem, resulting in the commercial availability of APlIs-
supporting, 100% automated supply of non-attributable mobile
numbers in a virtual, Web based environment, for the purpose of
automatically bypassing the SMS/Mobile number activation
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authentication process of Russia’s most popular social networks, as
well as the Facebook and Google account activation process. Which
is exactly what the service that I'll discuss in this post, is doing.

In addition to the 100% automation of the SMS/Mobile number
activation process, thanks to a steady supply of non-attributable
mobile numbers, and the fact that the service is guaranteeing that
the number’s owner can never connect its use with that of the
service’s core functionality, the service is also pitching itself as
integration-ready with an extremely popular automatic account
registration tool that specializes in bypassing the SMS/Mobile
number account activation process.

Sample screenshots of the customer’s panel showcasing the
automatic SMS/Mobile number activation service’s core
features:

The service is already listing tens of thousands of available mobile
numbers, to be abused in upcoming SMS/Mobile number account
activation campaigns. Thanks to its API, it is also endorsing a DIY
automatic account registration tool that's exclusively specializing in
SMS/Mobile number based type of registrations. The actual mobile
numbers are Russia, Ukraine and Belarus “based”.

Sample screenshots of the automatic SMS/Mobile number
account verification bypassing tool in action, exclusively
relying on the service’s API:

Another aspect of the fraudulent/malicious ecosystem behind the
rise and commercially availability of this type of service, adapting to
current automatic account registration protection mechanisms, is the
reliance on insiders (dealers) of mobile operator services, for the
purpose of supplying an endless stream of non-attributable mobile
numbers. We’re currently aware of such insider activity, and we'’re
positive that a lot of similar activity is taking place under the radar.

Sample screenshot of the administration panel of a mobile
service operator dealer’s admin account, showcased for the
purpose of offering anonymous, on demand non-attributable
mobile numbers, to assist in fraudulent/malicious activities:



As always, we're actively monitoring this underground market
segment, and will be posting updates, as soon as new developments
take place.
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Newly Launched reCAPTCHA-Solving
Service Targets Google's reCAPTCHA |
Webroot

facebook linkedin twitter

It can be easily argued, that CAPTCHA (Completely Automated
Public Turing_test to tell Computers and Humans Apart)_, is the
modern day’s ‘guardian of the Web’, in the context of preventing the
mass, systematic, and efficient abuse of virtually each and every

Web property there is.

Over the years, CAPTCHA developers continued to strike
a balance between the actual usability and
sophistication/resilience to attacks , while excluding the beneath
the radar emergence of a trend, which would later on prove to
successfully exploit a fundamental flaw in the very concept of the
CAPTCHA process. Namely, the fact that, the very same humans it
was meant to differentiate against the automated bots, would start to
efficiently monetize the solving process, relying on the ‘human
factor’, instead of applying scientific based type of attack methods.

Acquired by Google in 2009, reCAPTCHA, quickly emerged as a
market leader in the space, leading to good old fashioned
(eventual) exploitation of monocultural type of flaws , applied
not just by security researchers , but naturally, by cybercriminals
as well. How do cybercriminals bypass the Web’s most popular
CAPTCHA ? Do they rely on human-factor type of attacks, or
continue aiming to scientifically break it, like it is most commonly
assumed by CAPTCHA developers? Based on the average
response times that we’re aware of, a newly launched CAPTCHA-
solving/breaking service, that's exclusively targeting Google
reCAPTCHA, might have actually found a way to automate the
process, as we're firm believers in the fact that, no ‘CAPTCHA
solving junkie’, can solve a reCAPTCHA in less than a second. Let’s
take a peek inside the service, discuss its relevance in the
CAPTCHA-solving/breaking market segment, and why its reliance on
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an affiliate network type of revenue sharing scheme, is poised to
help the service, further acquire high-end customers, namely
vendors of blackhat SEO/spam tools.

Despite the numerous and persistent attempts we’ve observed
over the years, on behalf of efficiency-oriented cybercriminals,
relying on machine-learning_ CAPTCHA breaking__ attack
scenarios , further fueling growth of the ever-green underground
market segment for automatically  registered bogus
accounting data , in 2014, based on our situational awareness |,
low-waged human CAPTCHA-solvers, remain the primary attack
tactic of choice. A fact which naturally leads to a vibrant fraudulent
ecosystem, whose existence continues empowering market leading
blackhat SEO (search engine optimization) and spamming_tools |,
with real-time CAPTCHA-solving capabilities, consequently account
registration/Web property abuse capabilities. Largely relying on an
APIl-based type of platforms, as well as the non-stop supply of clean
IPs through the use of compromised hosts as proxies , the
CAPTCHA-solving market segment continues getting populated by
new entrants, the bulk of whose CAPTCHA-solving activities, gets
outsourced to 24/7/365 operating CAPTCHA-solving_farms , like
the ones | extensively researched back in 2007 , and 2008.

What's new in 20147 As we’ve been monitoring a newly launched
CAPTCHA solving/breaking service for a few days now, it's time to
take a peek inside its customer’s interface, to showcase its unique
differentiation factors.

Sample screenshots from within the customer’s interface of
the reCAPTCHA solving/breaking service:

Average time for solving a reCAPTCHA using the service:

Related screenshots from within the customer’s panel,
demonstration the degree of automation offered to customers:

Sample screenshots confirming the ongoing integration of
the managed reCAPTCHA solving/breaking service, within
popular blackhat SEO/spamming tools:

Sample percentage  statistics for solved/unsolved
reCAPTCHAs using the service in action:
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We believe that the service is relying on a machine-learning
approach — based on the statistics obtained for the average time
required to solve/break a reCAPTCHA which in this case is less than
second — primarily syndicating clean IPs, through managed
services offering an endless supply of malware-infected hosts
(Socks4/Socksb), in an attempt to adapt to reCAPTCHAs challenge-
response machine learning detection process, which works in a fairly
simple way. The higher the probability/indication that a request is
made in an automated fashion/bad IP reputation, the harder the
CAPTCHA challenge presented to the human/bot. Therefore, we
believe, that, it is the overall availability of malware-infected hosts
within the underground marketplace, that's acting as a crucial
success factor for the service’s success, which, of course, should not
exclude the machine learning approach which we believe is taking
place as well.

The key to success embraced by this new CAPTCHA
solving/breaking market segment entrant? Not surprisingly, the
ubiquitous for the cybercrime ecosystem in terms of proven growth
factors, affiliate network based type of revenue sharing schemes
. In this particular case, vendors of blackhat SEO/spamming tools
are asked to contact the service, in order to get their unique
perimeters, with the service offering them 10% for every CAPTCHA
solved correctly on behalf of their customers. As always, the logical
degree of profitability of the service, will be proportional with its
ability to remain online , which sadly, wouldn’t be a problem in an
extremely vibrant underground market segment offering bulletproof
hosting_ services .

We’ll continue monitoring the development of the service, and post
updates as soon as new developments emerge.
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DIY Python-based mass insecure Wordpress
scanning/exploting tool with hundreds of
pre-defined exploits spotted in the wild -
Webroot Blog
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Throughout 2013 , we not only withessed the re-emergence of
proven mass, efficiency-oriented Web site hacking/exploitation
tactics, such as, the reliance on Google Dorks scanning_, good
old fashioned brute-forcing_, but also, the introduction of new
concepts, successfully utilizing/standardizing_, both, compromised
accounting _data , and server-farm level access , in an attempt to
fraudulently monetize the hijacked traffic from legitimate Web sites.

As we’ve seen on numerous occasions throughout the years,
despite sophisticated ‘innovations’, cybercriminals are no strangers
to the KISS (Keep It Simple Stupid) principle. Case in point in terms
of Content Management Systems (CMSs) is WordPress, whose
market share is naturally proportional with attention the platform is
receiving from fraudulent/malicious adversaries. In this post, [l
discuss a DIY type of Python-based mass WordPress
scanning/exploiting tool, available on the underground marketplace
since July 2013, emphasize on its core features, and overall
relevance in a marketplace dominated by competing propositions.

Sample screenshot of the tool in action:
Sample screenshots of the tool’s configuration file:
Sample tool output:

Among the first features worth emphasizing on, is a good old
fashioned Russian/Eastern European cybercriminal’'s mentality
namely the exclusion of Russian/Eastern European traffic from
the exploitation process — in direct contradiction with these
greed driven underground market propositions — through an
option, allowing the tool's customer to prevent Russian Web sites
from being scanned/exploited. In comparison with known tactics
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relying on the syndication of remotely exploitable vulnerabilities
, and utilizing them for scanning/exploitation through the use of
hundreds of publicly available/patched exploits, and is capable of
scanning tens of thousands of WordPress installations in a multi-
threaded fashion. Relevant examples of such type of mass abuse,
include 2010’s mass WordPress exploitation campaigns affecting,
GoDaddy and Network Solutions .

Price of the tool? $200.

WordPress user are advised to educate themselves on basic
WordPress hardening_practices , as well as to inquire whether or
not their WordPress hosting provider is issuing security patches in a
managed fashion.
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New TDoS market segment entrant
introduces 96 SIM cards compatible custom
GSM module, positions itself as market
disruptor - Webroot Blog
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In need of a good example, that malicious adversaries are
constantly striving to ‘innovate’, thereby disrupting underground
market segments, rebooting TTPs’ (tactics, techniques and
procedures)_life cycles, standardizing and industrializing their
fraudulent/malicious ‘know-how’? We’re about to give you a pretty
good one.

Regular readers of Webroot’'s Threat Blog, are no strangers to the
market segment. Primarily relying on the active abuse of legitimate
services , such as, for instance, Skype and ICQ_, as well as to the
efficient and mass abuse of non-attributable SIM cards , for the
purpose of undermining the availability of a victim’s/organization’s
mobile/communication’s infrastructure, the market segment
continues flourishing. Rather a trend, than a fad, established DDoS
(Distributed Denial of Service)_for hire vendors, are already busy
‘vertically integrating’ within the underground marketplace , by
starting to offer TDoS for hire services, either relying on a
partnership with a TDoS vendor, or through the reliance on an in-
house built infrastructure, established through the use of
public/commercially available TDoS tools.

Back in July, 2012, a relatively unknown underground market
entrant, publicly announced his ambitions to build a custom TDoS-
ready GSM module, capable of supporting between 100-200 non-
attributable SIM cards simultaneously, using custom coded
management software. In a true product customer-ization style, he
also started soliciting feedback, and touching base with potential
customers of the custom module, in between promising them a
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“‘democratic” pricing scheme for the upcoming release. Then came
the ‘innovation’. In November 2013, he made commercially available,
what we believe is the first such public/commercially available TDoS-
ready custom GSM module, whose very existence is poised to
further fuel the growth of the TDoS market segment, tip potential
competitors to the rise of the market segment, and directly contribute
to the emergence of new TDoS vendors.

Let's discuss the custom GSM module’s core functionalities,
pricing scheme, and why its vendor can easily claim the market
disruptor position in early 2014.

Sample screenshot of the 96 simultaneous SIM cards
supporting custom GSM module:

The package contains: — the actual GSM module, case for the
module, USB cable
— Custom coded driver
— Custom coded management software
— Documentation
— Service Guarantee and Maintainance in a true QA (Quality
Assurance) fashion
— Free of change customer support

The GSM module is capable of efficiently — through the
custom coded software — doing the following: — Receive SMS
messages
— Send SMS messages
— Call any number
— Notification for upcoming calls
— Check SIM card balance etc.

Key differentiation/market disruption (growth) factors: — The
vendor is offering his ‘know-how’ in the context of building similar
SIP/VolP-based custom modules
— Cybercrime-friendly community members of (community in
question) are offered discounts
— The vendor is actively looking for ways to further penetrate the
market segment, through affiliate based type of program

The price of the custom GSM module? 59,000 rubles or 1764
USD.



Despite being largely generalized as a widespread ‘unethical
competition’ tactic primarily taking place within Russia/Eastern
Europe, in 2013, the Department of Homeland Security (DHS), the
Federal Bureau of Investigation (FBI), issued a rare, eye-opening,
TDoS alert , raising awareness on a ransom based type of TDoS
campaigns, hitting call centers/emergency phone lines, indicating
that the market segment is definitely prone to expand oversees.

WEe'll continue to closely monitor the market segment, and post
updates as soon as new developments take place.
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Vendor of TDoS products resets market life
cycle of well known 3G USB
modem/GSM/SIM card-based TDoS tool -
Webroot Blog
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Driven by popular demand, the underground market segment for

with established vendors continuing to actively develop and release
new DIY (do-it-yourself)_ type of tools. Next to successfully
empowering potential customers with the necessary ‘know-how’
needed to execute such type of attacks, vendors are also directly
contributing to the development of the market segment with new
market entrants setting up the foundations for their business models,
using these very same tools, largely relying on the lack of situational
awareness/understanding of the underground market transparency
of prospective customers. Positioned in a situation as ‘price takers’,
they’'d be often willing to pay a premium to gain access to TDoS type
of attack capabilities, with the intermediary in a perfect position to
command a high profit margin, further improving the market
segment’s capitalization.

A well known (Russian) vendor of TDoS products continues
‘innovating’ and utilizing basic customer-ization concepts, thereby
introducing new features into well known TDoS ‘releases’, bug fixes,
and overly-continuing to actively maintain a decent portfolio of
multiple TDoS applications. Let's take a peek at the most recently
updated, 3G USB Modem/GSM/SIM card based of TDoS attack
application, dubbed by the vendor as the most effective and cost-
effective form of TDoS attack.

Sample screenshots of the 3G USB Modem/GSM/SIM card
based TDoS tool:

Sample screenshot of a sample inventory of 3G USB Modems
utilized for launching TDoS attacks:
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In combination with the commercial availability of non-
attributable SIM cards , both TDoS vendors, and customers
utilizing the technique in a DIY fashion, would continue taking
advantage of the concept, successfully undermining the availability
of a victim’s phone/corporate phone system. Moreover, in our
“‘Cybercrime Trends 2013 — Year in Review " analysis, we
indicated that the TDoS market segment is gaining the necessary
market traction, thanks to, for instance, proven DDoS (Distributed
Denial of Service) attacks vendors, ‘vertically integration’ by starting
to offer TDoS services next to their portfolio of DDoS type of attacks.

We’'ll continue monitoring the TDoS market segment and post
updates as soon as new developments emerge.
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The Webroot blog offers expert insights and analysis into the latest
cybersecurity trends. Whether you're a home or business user, we'’re
dedicated to giving you the awareness and knowledge needed to
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‘Adobe License Service Center Order NR'
and 'Notice to appear in court’' themed
malicious spam campaigns intercepted in
the wild - Webroot Blog

facebook linkedin twitter

Happy New Year, everyone! Despite the lack of blog updates over
the Holidays, we continued to intercept malicious campaigns over
the same period of time, proving that the bad guys never take
holidays. In this post, I'll profile two prolific, social engineering driven
type of malicious spam campaigns that we intercepted over the
Holiday season, and naturally (proactively) protected you from.

More details:

The first campaign successfully impersonates Adobe’s License
Service Center, in an attempt to trick users into thinking that they’ve
successfully purchased a Creative Suite 6 Design Standard software
license key.

Sample screenshot of the first spamvertised campaign:

Detection rate for the spamvertised attachment: MDS5:
10dbbaacedad4ddce944ebb9c777f24066 — detected by 40 out of 48
antivirus scanners as TrojanDownloader:Win32/Kuluoz.D.

The second campaign, attempts to trick users into thinking that
they’ve received a notice to appear in court.

Sample screenshot of the spamvertised attachment:

Detection rate for the spamvertised attachment: MDS5:
Cc77ca2486d1517b511973ad1c923bb7d — detected by 38 out of 47
antivirus scanners as TrojanDownloader:Win32/Kuluoz.D;
Backdoor.Win32.Androm.bket.

Once executed the sample phones back to:
hxxp://109.169.87.141/798475540DFA75FE5945D24FASCBF9A557
8EB29359 (picasa.com.fidelidadeciel0.com is also known to have
responded to 200.98.141.0)
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Two more MD5s are known to have responded to the same
C&C IP in the past, namely: MD5:
c77ca2486d1517b511973ad1c923bb7d MDS5:
c1c56f3ae9f9dad7e1cO0ebdb2cffa2a3

Webroot SecureAnywhere users are protected from these
threats.

About the Author
Blog_Staff

The Webroot blog offers expert insights and analysis into the latest
cybersecurity trends. Whether you’re a home or business user, we're
dedicated to giving you the awareness and knowledge needed to
stay ahead of today’s cyber threats.

facebook linkedin twitter


https://www.virustotal.com/en/file/bc55a78b008cce2102f3679adc4694211cf61710e2bcf49391365928a0e96519/analysis/
https://www.virustotal.com/en/file/8e9dcf22388c5479708575d206d9088466c18d37257057b449524b08802bd20f/analysis/
https://www.webroot.com/us/en/home/products/complete
https://www.webroot.com/blog/author/webroot-blog-staff/
http://www.facebook.com/sharer.php?u=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2014%2F01%2F07%2Fadobe-license-service-center-order-nr-notice-appear-court-themed-malicious-spam-campaigns-intercepted-wild%2F&t=%E2%80%98Adobe%20License%20Service%20Center%20Order%20NR%E2%80%99%20and%20%E2%80%98Notice%20to%20appear%20in%20court%E2%80%99%20themed%20malicious%20spam%20campaigns%20intercepted%20in%20the%20wild
http://www.linkedin.com/shareArticle?mini=true&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2014%2F01%2F07%2Fadobe-license-service-center-order-nr-notice-appear-court-themed-malicious-spam-campaigns-intercepted-wild%2F&title=%E2%80%98Adobe%20License%20Service%20Center%20Order%20NR%E2%80%99%20and%20%E2%80%98Notice%20to%20appear%20in%20court%E2%80%99%20themed%20malicious%20spam%20campaigns%20intercepted%20in%20the%20wild
http://twitter.com/share?text=%E2%80%98Adobe%20License%20Service%20Center%20Order%20NR%E2%80%99%20and%20%E2%80%98Notice%20to%20appear%20in%20court%E2%80%99%20themed%20malicious%20spam%20campaigns%20intercepted%20in%20the%20wild&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2014%2F01%2F07%2Fadobe-license-service-center-order-nr-notice-appear-court-themed-malicious-spam-campaigns-intercepted-wild%2F&via=Webroot

Cybercrime Trends 2013 - Year in Review -
Webroot Blog
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It's that time of the year! The moment when we reflect back on the
cybercrime tactics, techniques and procedures (TTPs) that shaped
2013, in order to constructively speculate on what’s to come for 2014
in terms of fraudulent and malicious campaigns, orchestrated by
opportunistic  cybercriminal adversaries across the globe.
Throughout 2013, we continued to observe and profile TTPs, which
were crucial for the success, profitability and growth of the
cybercrime ecosystem internationally, such as, for instance,
widespread proliferation of the campaigns, professionalism and the
implementation of basic business/economic/marketing concepts,
improved QA (Quality Assurance), vertical integration in an attempt
to occupy market share across multiple verticals, as well as the re-
emergence of known, and well proven cybercrime-friendly concepts
like standardization and DIY (do-it-yourself)_type of propositions.

Eager to learn more? Keep reading!

This comprehensive summary will answer the following
questions:

Which were the most prolific malware/client-side exploits
serving/social engineering driven campaigns, that popped up on our
radar, what exploitation tactics did they rely on, and what made me
so successful in the first place?

Which were the most commonly abused trusted/legitimate/reputable
company names throughout 2013?

Which was the most efficient concept through which cybercriminals
monetized their campaigns?

Why did the bad guys resurrect old school cybercrime-friendly
concepts in 2013, and were they successful in their re-
implementation?

Is it easier to become a cybercriminal in 2013, than it was in 20127
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What were the most noticeable examples of malicious/fraudulent
‘innovation’ introduced by the bad guys in 20137

Let’s list the cybercrime trends that shaped 2013, and discussing
each of them in-depth, to further elaborate on our observations.

Top Cybercrime Trends That Shaped 2013

The rise and fall of Paunch and the market leading Blackhole
Web malware exploitation kit — The Blackhole Web malware
exploitation kit , represented the primary growth factor for a huge
percentage of the successful client-side exploits serving campaigns
throughout 2013, until Paunch — the kit's author — and his gang got
arrested, leading to an evident decline in malicious Web activity,
which was once attributed to the sophistication and systematic
updates pushed to the kit's customers. Not only did the Blackhole
Web malware exploitation kit occupy the largest share of malicious
Web activity, but also, the ‘vertical market integration’ done by
Paunch in the face of his managed ‘value-added’ script/iframe
crypting sevice, further expanded the kit's author market share of
malicious Web activity throughout the year. Naturally, we've kept a
decent percentage of these back then circulating in the wild,
malicious campaigns, under close monitoring, and successfully
profiled and protected against the following campaigns, affecting
major trusted/legitimate/reputable brands — two instances of
Verizon Wireless themed campaigns, the BBB (Better Business
Bureau ), rogue bank reports themed campaign, rogue Ebay
purchase confirmations , AICPA , U.S Airways , two instances of

Transfer themed campaigns, Data Processing Service , CNN , and
the BBC , were all impersonated to participate in client-side exploits
serving and malware-dropping campaigns, relying on the Blackhole
Web malware exploitation kit. Despite the existence of competing
Web malware exploitation offerings, that continue to receive updates
and offer support in 2013, Blackhole Web malware exploitation kit's
leading market share attracted the necessary law enforcement
attention, ending an era of a monetized, efficiency-oriented client-
side exploitation process that has affected millions of users over the
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year. Due to the easy to anticipate demand for a quality and
sophisticated enough competing offering, we believe it's only a
matter of time that current market segment offerings will either reach
the sophisticated of the Blackhole kit, or a new market entrant will
once again lead the segment with its leadership market share
position in 2014.

The continued development of the TDoS (Telephony Denial of
Service) market segment — 2013 marked an important year in the
development of an extremely popular within Russia/Eastern Europe
segment. Thanks to a lethal combination of managed services, and
commercially available DIY (do-it-yourself) TDoS tools, unethical
competition and average cybercriminals continued launching TDoS
attacks against the competition, or prospective victims in an attempt
to deny them the ability to realize that they’re about to get virtually
robbed, with the practice when performed in a ‘perfect timing’
fashion, successfully undermining the phone/SMS based suspicious
transaction verification process where applicable. The market further
developed thanks to the ‘vertical integration’ applied by DDoS
(Distributed Denial of Service) vendors , who also started offering
TDoS attack capabilities to prospective customers. With the ease of
obtaining compromised SIP accounts at legitimate providers ,
their lack of implemented self-policing processes, as well as the
prevalence of DIY TDoS tools abusing legitimate services such as
Skype , ICQ_or a mobile carrier’'s mail2sms feature, cybercriminals
would remain in perfect position to continue launching this type of
attacks, in 2014.

The proliferation of PUAs (Potentially Unwanted Applications),
successfully infiltrating major ad networks — Potentially
green market segment, primarily driven by visual social engineering
campaigns, in an attempt to trick users into installing privacy-
violating applications on their hosts. Throughout 2013, we kept on a
short leas, a decent percentage of the most prolific PUA campaigns,
whose traffic acquisition tactics relied on unethical use of major ad
networks for the purpose of displaying catchy ads. Some notable
examples of PUA families that we kept track of, and protected our
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users against, included, but are not limited to — iLivid’s ‘Searchqu
Toolbar/Search Suite’ PUA , the SafeMonitorApp_PUA |
the KingTranslate PUA , the ‘Oops Video Player’ PUA , two
instances of InstallCore PUA pushed campaigns, two instances of
Somoto.Betterinstaller PUA , the InstallBrain PUA , the Bundlore
PUA , the Mipony/FunMoods Toolbar PUA ,
the EzDownloaderpro PUA , the SpyAlertApp_ PUA , and
the BubbleDock/Downware/DownloadWare PUA .

Managed cybercrime services continued professionalizing and
implementing basic business concepts in order to attract new
customers — Throughout 2013, we continued to observe an
increase in managed cybercrime-as-a-service type of propositions,
with the vendors behind the services, ‘innovating’ by filling in market
niches, and consequently developing new market segments that
we’ll continue to closely monitor in 2014, due to the natural
competition that will arise from the existence of these newly
launched services. Next to ubiquitous for the cybercrime ecosystem
managed services like script/iframe crypting_, DIY (do-it-yourself)
Web based malware crypting_as as service , or the recently
emerged ‘bulletproof botnet hosting+setting_up ‘ type of services
targeting primarily novice cybercriminals, the bad guys also
‘innovated’ in the context of launching never before (publicly)
released managed self-service type of products/services such as, for
instance — managed ransomware services , DIY automatic Web
site hacking_ services , hacked/compromised shells as a service

well as Operational Security (OPSEC) oriented propositions for non-
attributable SIM cards , whose destruction once utilized for
fraudulent/malicious activity could be requested as a service.

Evident increase in cybercrime-friendly affiliate networks for
cross-mobile-operating-system (OS) malware - In 2013, we
observed a logical development within the cybercrime ecosystem,
namely, the general availability of affiliate networks for mobile
malware , as a way for cybercriminals to create a win-win-lose
scenario for them, the network’s participants, an the prospective
victims. Taking into consideration efficiency, sophistication, and
revenue-sharing schemes, we expect to continue observing an
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increase in such type of affiliate networks, monetizing_malware
infected mobile devices , like the one we profiled earlier this year.
The re-emergence of cybercrime-friendly traffic exchanges, now
exclusively supplying ‘mobile traffic’ for malware conversion —
Underground market traffic exchanges have always been an
inseparable part of the traffic acquisition of the modern
cybercriminal. However, thanks to the fact that over the last couple of
years, these very same cybercriminals started specializing in related
traffic acqusition tactics such as malvertising, RFl (Remote File
Inclusion)/SQL __injections , blackhat SEO (search engine
optimization), direct compromise of high-trafficked Web sites |,
and social engineering driven spam campaigns, resulted in a modest
decline of sophisticated traffic exchanges like the ones we “got used
to” to observe over the years. It didn’t take long for the concept to re-
emerge, with an interesting twist. In 2013, we not just observed an
increase in the public availability of such traffic
exchanges/marketplaces , but also, the direct offering of ‘mobile
traffic’ to be later on converted to infected mobile devices , by
exposing_them to malicious/fraudulent content tailed to mobile
users only .

Mobile spammers continued developing new cybercrime-
friendly tools, signaling that the market segment is alive and
well — With SMS increasing, a logical question emerges in the mind
of the targeted recipient — how do the spammers know my mobile
number? Throughout 2013, we continued to actively monitor this
market segment, providing factual evidence on the prevalence of
DIY mobile humber harvesting_tools , DIY tools for cost-effective
validation that these numbers actually work, as well as managed

mobile numbers , potentially improving the success of their
campaigns, thanks to the basic targeted marketing that could be
applied to them. Thanks to the general/commercial availability of
these tools, mobile spammers would continue to be in a perfect
position to launch successful social engineering driven SMS/MMS
based campaigns.

Cybercriminals ‘innovated’ within the flourishing market
segment for fake IDs, passports, utility bills, certificates and



https://www.webroot.com/blog/2013/09/18/affiliate-network-mobile-malware-impersonates-google-play-tricks-users-installing-premium-rate-sms-sending-rogue-apps/
https://www.webroot.com/blog/2013/08/13/cybercrime-friendly-underground-traffic-exchange-helps-facilitate-fraudulent-and-malicious-activity/
http://ddanchev.blogspot.com/2013/09/rogue-iframe-injected-web-sites-lead-to.html
https://www.webroot.com/blog/2013/05/06/new-version-of-diy-google-dorks-based-mass-website-hacking-tool-spotted-in-the-wild/
https://www.webroot.com/blog/2013/11/01/peek-inside-google-dorks-based-mass-sql-injecting-tool/
http://ddanchev.blogspot.com/2013/02/dissecting-nbcs-exploits-and-malware.html
http://ddanchev.blogspot.com/2013/03/dissecting-nbcs-late-night-with-jimmy.html
http://ddanchev.blogspot.com/2013/09/dissecting-fireeyes-career-web-site.html
http://ddanchev.blogspot.com/2013/09/dissecting-fireeyes-career-web-site.html
https://www.webroot.com/blog/2013/08/29/cybercrime-friendly-underground-traffic-exchanges-help-facilitate-fraudulent-and-malicious-activity-part-two/
https://www.webroot.com/blog/2013/01/22/android-malware-spreads-through-compromised-legitimate-web-sites/
http://ddanchev.blogspot.com/2013/11/fake-chromefirefoxinternet.html
https://www.webroot.com/blog/2013/12/05/compromised-legitimate-web-sites-expose-users-malicious-javasymbianandroid-browser-updates/
https://www.webroot.com/blog/2013/02/07/mobile-spammers-release-diy-phone-number-harvesting-tool/
https://www.webroot.com/blog/2013/04/18/diy-russian-mobile-number-harvesting-tool-spotted-in-the-wild/
https://www.webroot.com/blog/2013/02/27/how-mobile-spammers-verify-the-validity-of-harvested-phone-numbers/
https://www.webroot.com/blog/2013/04/16/how-mobile-spammers-verify-the-validity-of-harvested-phone-numbers-part-two/
https://www.webroot.com/blog/2013/07/04/newly-launched-underground-market-service-harvests-mobile-phone-numbers-on-demand/

diplomas - The demand and supply for fake IDs, passports,
utility bills,_certificates and diplomas , continued to grow
throughout the year , with the cybercriminals behind this ever-
green cybercrime ecosystem market segment , actually
‘innovating’ with efficiency-oriented mentality in mind. Case in point —
a service for fake scanned documents , that possess a database
of passport-sized photos of real people, that fully randomizes the
scanned output from a technical perspective, in an attempt to
prevent the detection of an entire set of automatically, on-the-fly
generated fake documents while using it. The concept marked a new
milestone in the market segment, thanks to the utilization of the
ecosystem-wide, efficiency-oriented tactic, with QA (Quality
Assurance) elements in place. From a unique value proposition
(UVP) in 2013, the concept will inevitably get widespread adoption
across competing services, further undermining the remote
authentication process relying on scanned documents as the primary
means of verifying the identity of a user/customer.

Facebook themed malicious campaigns, including the
ubiquitous “Who’s Viewed Your Profile” privacy-invading
campaign, exposed millions of users to rogue applications,
privacy-violating browser extensions, Android/Windows
adware/malware — Popularity has always been proportional with a
decent degree of brand-associated malicious and fraudulent activity
online. In 2013, cybercriminals systematically and efficiently targeted
Facebook users, with multiple campaigns, exposing them to a
cocktail of malicious/privacy-violating cross-platform ‘releases’.
Multiple campaigns were launched, and naturally profiled and
disrupted. For instance, the fraudulent ‘Facebook Profile Spy’
themed campaign , the fraudulent ‘Rihanna & Chris Brown S3X
Video’ campaign , the spamvertised “Friend Confirmation
Request’ campaign , followed by yet another spamvertised “You
have friend suggestions, friend requests, and photo tags’
themed campaign , and the massive ‘Who's Viewed Your
Facebook Profile’ campaigns , that exposed over 1 million of
Facebook’s users to fraudulent and malicious content .

Hacked accounts and compromised-hosts-as-a-service type of
underground market propositions, continued proliferating — The
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steady supply_of hacked-PCs-as-a-service and compromised-
accounts-as-a-service , that we observed in 2013 , continues to
result in the inevitable commoditization of these underground
market items . We attribute this trend, to the general availability of
DIY/public/leaked and, of course, affordable commercially available
malware/botnet generating tools, empowering novice
cybercriminals , who'd later on seek profitable ways to monetize
the fraudulently obtained accounting_data /actual access to
hacked/compromised hosts . Naturally, this ongoing
commoditization is poised to lower down the prices of these items
, with only a small number of vendor commanding high prices,
largely relying on the customer's understanding/situational
awareness in terms of the undergound market’s transparency model.
Gamers got targeted through several cybercrime-friendly tools
and services selling direct access to their data mined/brute-
forced accounting data — Throughout 2013, gamers were the
targets of cybercriminals empowering fellow cybercriminals, not just
with DIY brute-forcing_/spamming tools, but also, actual access to
compromised accounting_data for the most popular gaming
platforms . The niche market segment, gained the attention of
cybercriminals, who relying on basic marketing concepts such as
segmentation, started monetizing it, while relying on proven TTPs,
such as platform/Web site specific data harvesting_, brute-forcing,
or plain simple data mining of a botnet’s ‘infected population’ for
accounting data.

‘Routine’ spam campaigns with malicious attachments
systematically rotating the impersonated brands, were an every
day reality — In 2013, we intercepted tens of millions of purely
malicious emails , whose reliance on good old fashioned social
engineering tactics, in combination with the systematic rotation of the
impersonated trusted and legitimate brands, empowered
cybercriminals with the necessary ‘infection rates’ to maintain their
botnets fully operational. Which brands got impersonated in these
campaigns? FedEx , two instances of BofA themed campaigns ,
ADP _, American Airlines , DHL , FedWire , two instances of
Citibank themed campaigns , Vodafone , NYC’s DMV , three
instances of Vodafone U.K themed campaigns , Westminster
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Hotel , iGO4 , two instances of iPhone themed campaigns , O2 |,
two instances of T-Mobile themed campaigns , Xerox , two
, as well as multiple generic spamvertised malware campaigns —
Changelog_ themed campaign , Helicopter Order themed
campaign , Magic Malwaware spam run , Export License
Payment , Unsuccessful Fax Transmission , Export License
Invoice , FW:File themed campaign , Important Company
Reports , Annual Form STD-261 themed campaign , and an
instance of the October’s Billing BAC themed campaign .

Money mule recruiters continued ‘innovating’ — With risk-
forwarding still representing an inseparable part of the cybercrime
ecosystem even in 2013, throughout the year we observed one
interesting ‘innovation’, once again, efficiency-driven cybercriminal’s
concept related to the processing_of Western Union themed
transfers , followed by another interesting, this time, a very
persistent and prolific high-profit margins oriented money mule
recruitment campaign , targeting company owners. These cases
lead us to believe that the ubiquitous risk-forwarding practie relying
on gullible mules, will continue to mature in terms of new value-
added service by major money mule recruitment syndicates,
whereas they’d still rely on legitimate cross-country based hosting
infrastructure for the actual recruitment pages/management
interfaces .

Spam-friendly bulletproof SMTP servers made a comeback — Yet
another trend that we observed in 2013, was the re-emergence of
the bulletproof cybercrime-friendly SMTP server as a service, a
surprising resurrection of an old, but proven tactic applied by
cybercriminals who’d want to establish ‘touch points’ with
prospective victims through email messages . Not only were
vendors filling in the re-emerging market niche, but also, some were
vertically integrating /adding related value-added services , in an
attempt to either position themselves as one-stop-Eshops or occupy
a bigger market share within the entire market segment.

DIY automatic account registration tools continued attracting
the attention of vendors filling in the niche market segment —
The automatic generation of rogue/bogus/fake accounts continued
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representing, continued representing a growing market segment,
with multiple tools getting released during the year, affecting popular
Web properties, such as, for instance, Youtube , Tumbir |,
Instagram , Russian and major international free email service
providers . The continued development of this market segment,
naturally, resulted in an anticipated increase in cybercrime-friendly
‘social media boost’ type of propositions , largely relying on a
combination of, both, legitimate/compromised accounts, as well as
automatically registered ones.

Event-based social engineering campaigns materialized in the
face of the Boston Marathon Explosion, the Fertilizer plant
explosion in Texas, as well as the an UNHCR-themed fraudulent
campaigns — Cybercriminals have never been strangers to the
concept of event-based social engineering attacks, in an attempt to
increase the click-through rates of their fraudulent and malicious
campaigns. On several occasions throughout 2013, we profiled such
type of campaigns, that were basically a timely response to a major,
newsworthy event, or a geopolitical situation. Case in point are the
Boston Marathon Explosion, the Fertilizer plant explosion in
Texas themed campaign , as well as the Syrian/UNHCR themed
fraudulent campaign .

Blackhat SEO (search engine optimization) continued getting
the necessary ‘innovation boost’ to remain a profitable
cybercriminal’s endavour — In 2013, blackhat SEO (search engine
optimization) continued representing a maturing market segment
within the ecosystem, with more products and services getting
released by cybercrime-friendly vendors. Still relying on an ever-
green market segment, namely, the market segment for
hacked/compromised shells as a service , blackhat SEO still
represented a major traffic acquisition tactic in the arsenal of the
average cybercriminal, looking for efficient ways to abuse the
World’s major search engines. From the commercial availability of
managed blackhat SEO services , the release of features-rich
Web-based DIY doorways management platforms , Windows
based hacked/compromised shells management tools
, hacked/compromised shells interaction tools , to the QA
(Quality Assurance)_oriented released aiming_to get rid of
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competing Web shells that could be located on the same host, that
the cybercriminal is using, the market segment would continue
flourishing in 2014, as well.

A market segment for stealth, subscription-based, commercially
available Bitcoin/Litecoin mining tools, emerged — 2013 marked
an important year in terms of the market valuation, and the natural
response courtesy of the cybercrime ecosystem, of the popular P2P
based E-currency, Bitcoin. Keeping a close eye on the developing
market segment, we profiled some of the market leading, stealth
Bitcoin miners , offering an inside peek through the eyes of the
prospective cybercriminal, on this way to monetize hosts he has
access to, by converting them into Bitcoin mining zombies. The
market is poised to continue expanding, with more vendors, and
subscription-based services continuing to pop-up on our radar, and
we expect the practice to get an even wider cybercrime ecosystem
adoption, in 2014.

Targeted attacks continued taking place, with prospective NATO
job applicants as the primary target in a sampled campaign -
Targeted attacks continued taking place in 2013, with multiple high-
profile targets, being the victim of specifically crafted emails targeting
current/potential employees of these organizations/companies. Case

information soliciting_campaign , which we connected to historical
Black Hole Exploit Kit malicious Web activity, indicating that the
cybercriminals behind it were either multi-tasking, or used to share
the same infrastructure during both campaigns.

The DDoS for hire market segment continued maturing, with
vendors starting the ‘vertically integrate’ by also offering TDoS
services — In between the multiple “DDoS for hire ” services that we
were tracking_during_the year , one made a largely anticipated
vertical integration move, namely, it added TDoS services to its
portfolio , in an attempt to position itself as one-stop-Eshop for a
Denial of Service Attacks. Driven by a decent supply of DIY
malware/botnet generating tools, possessing the standard/modular
DDoS functionality, we anticipate that DDoS for hire and TDoS would
continue proliferating in 2014.

Cybercriminals innovated in the form of sophisticated server-
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based mass iframe embedding platforms - In 2013,
cybercriminals demonstrated their ambitions to ‘go after the server’
instead of ‘going after the Web site’, by releasing two platform-based
type of cybercrime-friendly releases, namely, an iframe embedding
stealth Apache 2 module , as well as compromised FTP/SSH
account privilege-escalating_mass iFrame embedding_platform .
Despite the platforms’ evident sophistication, and potential to cause
efficient, widespread damage, the general availability of Google
Dorks based type of mass Web site hacking/compromise based
type of tools , will continue contributing to the active exploitation
of the “Long_ Tail’ of the Web , resulting in an extremely favorable,
choice/preferences driven type of market segment, allowing
cybercriminals to quick scale their attempts to compromise as many
Web sites, as possible.

Pharmaceutical scammers continued impersonating major
trusted, legitimate, and reputable brands — From Facebook , to
GMail and WhatsApp , in 2013, pharmaceutical scammers
continued enticing users into clicking on the fraudulent links found in
spam emails, exposing them to (supposedly) exclusive bargain
deals, whereas in reality, the customer is actually bargaining with his
health, as it's counterfeit pharmaceutical items, that the
cybercriminals are trying to sell. Despite the numerous take down
operations of pharmaceutical scam Web sites throughout the year,
performed by law enforcement across the World, cybercriminals
continue to enjoy a bulletproof type of hosting infrastructure for their
fraudulent propositions, largely made possible thanks to the services
of bulletproof hosting_providers , some of which have been
operating within the cybercrime ecosystem, for over a decade.
Rogue online casinos represented a decent proportion of spam
campaigns aiming to trick users into installing Potentially
Unwanted Applications (PUAs) on their hosts — Throughout the
year, we continued intercepted hundreds of thousands of emails,
enticing users into into joining rogue online casinos , by offering
them discounts, or entry bonuses. Naturally, the fraudsters behind
these campaigns, were tricking them into installing W32/Casonline ,

, that we’ve also extensively profiled in the past.
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The Android OS was under fire from DIY mobile malware
binding/generating tools that leaked into the wild, next to the
commercially available Android malware bots released in 2013 —
Cybercriminals were busy releasing DIY mobile malware
Android-compatible botnet operating_tools , further fueling
malicious mobile malware activity. With these tools, being the tip of
the iceberg in an ecosystem dominated by cybercrime-friendly
underground marker traffic exchanges, offering exclusive access to
mobile traffic only, in combination with proprietary mobile malware
releases, and social engineering campaigns at Google Play, relying
on data mined accounting data, cybercriminals are perfectly
positioned to continue capitalizing on Android’s growing market
share.

Greed-driven cybercriminals continued selling access to
Russian/Eastern European malware-infected hosts — \What was
once considered a \virtually impossible scenario, namely
Russian/Eastern European cybercriminals , selling access to
Russian/Eastern European malware-infected hosts , is today’s
reality, with several services that we’re currently aware of, doing
exactly the same. We expect that more cybercriminals will attempt to
achieve fraudulent assets liquidity, namely, attempt to monetize the
access to these hosts as quickly as possible, leading to more such
services in 2014.

The bulletproof cybercrime-friendly hosting market segment
continued growing to meet the never-ending demand — Thanks
to a mix of a purely malicious bulletproof hosting_infrastructure
, in @ combination with legitimate infrastructure, the market segment
for bulletproof hosting services, continues maturing, even in a_post-
Russian Business Network world , with the market segment
poised to grow, with the vendors continuing to add related ‘valued-
added’ features within their portfolios.

419 advance fee scammers remained pretty active — Two of the
most interesting cases of 419 advance fee fraudsters that we
intercepted throughout 2013, were the abuse of CNN’s ‘Email This’
feature , a practice conducted by 419-ers in the past, case in point,
the abuse of Dilbert.com and NYTimes.com , as well as ‘clever’
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Mass iframe injections continued taking place, with government
Web sites internationally falling victim to the efficiency-oriented
attacks — The good old fashioned mentality “Who’ll bother attacking
my low profile Web site?” has become totally irrelevant in 2013, with
cybercriminals relying on DIY based type of mass Web site
exploitation tools, or on sophisticated platforms. Throughout 2013,
we intercepted a variety of client-side exploits serving Web sites ,
a trend we expect to continue observing_in 2014, in particular
high-page ranked /high-profile Web sites .
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A peek inside the booming underground
market for stealth Bitcoin/Litecoin mining
tools - Webroot Blog
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The over-hyped market valuation of the buzzing P2P_E-currency,
Bitcoin , quickly gained the attention of cybercriminals
internationally who promptly adapted to its sky rocketing valuation by
releasing commercially available stealth Bitcoin miners, Bitcoin
wallet stealing malware, as well as actually starting to offer the
source code for their releases in an attempt to monetize their know-
how and expertise in this area. Throughout 2013, we profiled several
subscription based stealth Bitcoin mining tools, and predicted that it’s
only a matter of time before this still developing market segment
starts proliferating with more cybercriminals offering their stealth
Bitcoin releases to prospective customers. Not only are we
continuing to see an increase in terms of the number of tools offered,
but also, some cybercriminals are actually starting to offer the source
code for their releases, which, as we’ve seen in the past, has
resulted in an increase in ‘vallue-added’ releases on behalf of fellow
cybercriminals implementing features based on their perceived
value, or through interaction with prospective customers.

What are cybercriminals up to in terms of stealth Bitcoin miners
these days? Let’s profile several of the (international) underground
market share leading commercially available stealth Bitcoin miners,
emphasize on their features, as well as just how easy it is to
fraudulently mine Bitcoin/Litecoin these days, with the affected user
never really knowing what'’s taking place on their PC.

Go through previous research — including MD5s — profiling
commercially available stealth Bitcoin mining tools, released
throughout 2013:

New commercially available DIY invisible Bitcoin miner spotted in
the wild New subscription-based ‘stealth Bitcoin miner’ spotted in the
wild New subscription-based SHA256/Scrypt supporting_stealth DIY
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Bitcoin mining_tool spotted in the wild Yet another commercially
available stealth Bitcoin/Litecoin mining_tool spotted in the wild Yet
another subscription-based stealth Bitcoin mining_tool spotted in the
wild

Sample commercially available stealth Bitcoin/Litecoin
mining tool 01:

Sample commercially available stealth Bitcoin/Litecoin
mining tool 02:

Sample commercially available stealth Bitcoin/Litecoin
mining tool 03:

Sample commercially available stealth Bitcoin/Litecoin
mining tool 04:

Sample commercially available stealth Bitcoin/Litecoin
mining tool 05:

Sample commercially available stealth Bitcoin/Litecoin
mining tool 06:

Sample commercially available stealth Bitcoin/Litecoin
mining tool 07:

Sample commercially available stealth Bitcoin/Litecoin
mining tool 08:

A peek inside the administration panel of a sampled stealth
Bitcoin/Litecoin mining tool:

Sample screenshots of commercially available source code
for stealth Bitcoin/Litecoin mining tools:

Sample screenshots of a Bitcoin/Litecoin stealing tool:

Throughout all of 2013, we continued to observe an increase in
subscription based stealth Bitcoin/Litecoin mining applications with
the vendors behind them emphasizing on the value-added services
such as, for instance, maintaining the QA (Quality Assurance)
process as well as ensuring that the latest builds of the mining
applications remain undetected by antivirus scanners. Evasive
tactics that aim to make it harder to analyze these samples, including
the detection of Virtual Machines, and other researcher/analyst’s
virtual environments, also proliferated. Moreover, a decent



https://www.webroot.com/blog/2013/06/21/new-subscription-based-sha256scrypt-supporting-stealth-diy-bitcoin-mining-tool-spotted-in-the-wild/
https://www.webroot.com/blog/2013/07/22/yet-another-commercially-available-stealth-bitcoinlitecoin-mining-tool-spotted-in-the-wild/
https://www.webroot.com/blog/2013/09/27/yet-another-subscription-based-stealth-bitcoin-mining-tool-spotted-wild/

percentage of these commercially available stealth mining
applications include the abilty to remove competing mining
applications, indicating that the vendors are not just aware of each
other’s existence — international underground market transparency
— but also, that they’re trying to gain market share by removing
competing mining tools from the affected hosts. Not surprisingly,
we’re also aware of commercially available source code for stealth
mining tools that’s currently being offered, naturally acting as force-
multiplier for more upcoming releases, now that the source code has
been publicly offered.

We’'ll continue monitoring this developing market segment, and
post updates as soon as new developments take place.
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Fake WhatsApp 'Missed Voicemail' Emails
Lead To Pharmaceutical Scams | Webroot
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WhatsApp_users, watch what you click on! A currently circulating
fraudulent spam campaign is brand-jacking WhatsApp in an attempt
to trick its users into clicking on links found in the email. Once
socially engineered users fall victim to the scam, they're
automatically exposed to a fraudulent pharmaceutical site, offering
them pseudo bargain deals. Let's assess the fraudulent campaign,
and expose the fraudulent infrastructure supporting it.

Sample screenshot of the spamvertised email:
Sample screenshot of the landing pharmaceutical scam page:

Redirection chain: hxxp.//203.78.110.20/horizontally.html  ->
hxxp.//viagraphysician.com (109.201.133.58)

We’re also aware of the following fraudulent domains that are
known to have phoned back to the same IP (109.201.133.58):
67157d.pharmahimoft.pl
albertacanadatab.in
asaletabla.at
baruchelmedicine.in
bioportfoliotablet.com
biotechviagrahealthcare.com
buygenericspills.com
canadascanadarx.com
canadatab.in
canadaviagras.com
canadawelnesstoronto.com
carehealthtabletspills.ru
careteachers.com
cialismed.com
cialispharmdrone.com
contabdiet.com
dietpharmediterranean.com
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dietviagraweight.com
docherbal.in
drugrxmedicine.be

Name servers: ns1.viagraphysician.com — 178.88.64.149
ns2.viagraphysician.com — 200.185.230.32

The following fraudulent name servers are also known to
have participated in the campaign’s infrastructure at
178.88.64.149: ns1.wpdsasya.com
ns1.bioportfoliohealthcaretab.com
ns1.viagraphysician.com
ns1.androidherbaltablet.com
ns1.viagracialalec.in
ns2.viagracialalec.in
ns1.kgvghatm.eu
ns2.kgvghatm.eu
ns1.zwsxfwgn.eu
ns1.worgad.ru
ns1.iald.ru
ns2.iald.ru
ns1.fivere.ru
ns1.gabrue.ru
ns1.nagh.ru
ns1.lonoci.ru
ns1.menono.ru
ns1.xior.ru
ns1.uptras.ru
ns2.uptras.ru
ns1.qatt.ru
ns1.aprpharmacyrx.ru
ns2.aprpharmacyrx.ru
ns1.swoltz.ru

The following fraudulent name servers are also known to
have participated in the campaign’s infrastructure at
200.185.230.32: ns2.medicarepillmedicaid.com
ns1.tabdietmediterranean.com
ns2.viagraphysician.com



ns2.pharmacylevitrapharmacist.com
ns2.viagracialalec.in
ns2.kgvghatm.eu
ns1.zwsxfwgn.eu
ns2.worgad.ru
ns2.fivere.ru
ns1.gabrue.ru
ns2.nagh.ru
ns1.tabletsmedshealth.ru
ns2.menono.ru
ns2.xior.ru

ns2.uptras.ru
ns2.swoltz.ru

We expect that more legitimate brands will continue getting
targeted in such a way , with the fraudsters behind the campaign
continuing to earn revenue through pharmaceutical affiliate
programs .

Webroot SecureAnywhere users are protected from these
scams.
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Cybercriminals offer fellow cybercriminals
training in Operational Security (OPSEC) -
Webroot Blog
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In need of a fresh example that malicious and fraudulent
adversaries continue professionalizing, and standardizing
demanded cybercrime-friendly products and services, all for the sake
of monetizing their experience and expertise in the profitable world of
cybercrime? Publicly launched around the middle of 2013, a
product/training course targeting novice cybercriminals is offering
them a manual, recommendations for open source/free software, as
well as access to a private forum set up for customers only,
enlightening them to everything a cybercriminals needs to know in
order to stay secure and anonymous online. The standardized
OPSEC offering is targeting novice cybercriminals, and also has an
interesting discount based system, offering $10 discounts for every
feedback from those who've already taken the course.

Sample screenshots advertising the product/standardized
training course:

What does the OPSEC manual cover?

Basic host security
Setting up Virtual Machines
Setting up encrypted backups
Setting up and securely using email clients
Setting up a firewall
Basics of OpenVPN and i2p
Basics of Bitcoin use
How to configure popular browsers for maximum security and
anonymity
How to use Socks4/Socks5 servers (malware infected hosts)
How to anonymously use the most popular Web payment processes
such as WebMoney, Yandex etc.
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How to securely communicate online using free/public/community
tools

Next to the actual manual/standardized training course, the vendor
has also set up a cybercrime-friendly community to be exclusively
used by his customers, to further discuss related
anonymization/OPSEC tactics.

Sample screenshots of the ad promoting the cybercrime-
friendly community set up exclusively for customers:

The price for the training package? $40 for the manual, and
access to the forum, and $30 for the manual and access to the forum
in case the customer provides relevant feedback about the
product/training course. Over the years, we’'ve seen numerous
attempts to standardize knowledge, either through localization
(translating the original documents), or through similar training
courses aiming_ to educate cybercrime-friendly ‘knowledge
workers’. Although we expect to continue observing such knowledge-
based monetization attempts on behalf of cybercriminals, we’re
certain that the tactics, techniques and procedures (TTPs) that are
truly shaping the success of their fraudulent and malicious
campaigns, would not get a mention in such a standardized form.
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Newly launched ‘HTTP-based botnet setup
as a service’ empowers novice
cybercriminals with bulletproof hosting
capabilities — part three - Webroot Blog
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In a series of blog_posts throughout 2013, we emphasized on the
lowering of the entry barriers into the world of cybercrime, largely
made possible by the rise of managed services, the re-emergence of
the DIY (do-it-yourself)_trend , and the development of niche
market segments, like the practice of setting up and offering
bulletproof hosting_for a novice cybercriminal’s botnet generating
platform. The proliferation of these easy to use, once only found in
the arsenal of tools of the sophisticated cybercriminals, tools, is the
direct result of cybercrime ecosystem leaks, cracked/pirated
versions, or a community-centered approach applied by their
authors, who sometimes rely on basic ‘freemium’ marketing models,
namely, offering a free and paid/licensed version of their cybercrime-
friendly tools.

Not surprisingly, we continue to observe the development of the
niche market segment targeting novice cybercriminals, empowering
them with botnet setting up services, as well as bulletproof hosting
for their command and control infrastructure. In this post, I'll discuss
yet another such cybercrime ecosystem market proposition, that's
differentiating its unique value propositions (UVP) by vertically
integrating_— offering binding of Bitcoin miners and malware
crypting services — as well as offering the option to set up a dozen
of well known IRC/HTTP based botnet generating tools.

Sample screenshots of the cybercrime-friendly underground
market ad:

The PerfectMoney, Bitcoin, Skrill, WMZ, PayPal accepting service,
offers bulletproof hosting servers in Russia and Ukraine, as well as
the option to include “pre-rooted” malware infected hosts with each
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and every setup, as means to give novice cybercriminals a
performance boost, helping them setup the foundations for
successful campaigns. There are multiple ways through which such
services are made commercially available to novice cybercriminals.
The vendor could either setup a purely malicious infrastructure, and
basically ignore all abuse notifications, then promptly migrate the
customer’s base to a new location, upon getting blacklisted, or it can
rely on the popular franchise/affiliate-based type of partnership
with established hardcore cybercriminal bulletproof hosting
providers , outsourcing the very bulletproof process to experienced
cybercriminals, in between securing them new customers.

We expect to continue observing a steady increase of international
underground market propositions for one-stop cybercrime E-shops |,
with the vendors behind these services, continuing to directly lower
the entry barriers into the world of cybercrime.
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Tumblr under fire from DIY CAPTCHA-
solving, proxies-supporting automatic
account registration tools - Webroot Blog
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Next to the ubiquitous for the cybercrime ecosystem, traffic
acquisition tactics such as, blackhat SEO (search engine
optimization), malvertising, embedded/injected
redirectors/doorways on legitimate Web sites, establishing purely
malicious infrastructure , and social engineering_driven spam
campaigns , cybercriminals are also masters of utilizing_social
media for the purpose of attracting traffic to their
fraudulent/malicious campaigns. From the efficient abuse of
Craigslist , the systematic generation of rogue/bogus/fake
Instagram , YouTube , and email accounts , the process of
automatic account generation continues to take place, driving a
cybercriminal’s fraudulent business model, naturally, setting up the
foundations for upcoming malicious campaigns that could materialize
at any point in time.

In this post, I'll discuss a commercially available automatic account
registration tool that’'s successfully targeting Tumblr, emphasize on
its core features, and discuss tactics through which its users could
abuse access to these automatically registered accounts.

Sample screenshots of the commercial license-based tool in
action:

Next to its multi-threaded nature, the tool basically possesses
every feature an automatic account registration tool has these days.
Features like support for proxies (Socks4/Socks5 enabled malware
infected hosts ), and built-in API based support for one of the major
CAPTCHA-solving as a service type of cybercrime-friendly
propositions, are poised to ensure the success of any campaign
aiming to abuse Tumblr for automatic account registration purposes.
How would cybercriminals potentially abuse this access? They will
either start monetizing the inventory of automatically registered
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accounts to those who'd abuse it in a purely malicious way, or launch
a campaign on their own, while monetizing the traffic through an
affiliate network. The most recent example of such type of abuse
was mentioned in a blog_post at the Internet Storm Center (ISC)_,
where the cybercriminals were relying on Tumblr redirects for the
purpose of exposing users to malware and Facebook phishing
pages. The campaign is just the tip of the iceberg in an extensive
ecosystem built by cybercriminals for social engineering purposes.

WEe'll continue discussing emerging developments taking place
within this market segment for automatic account registration tools
and will report as soon as new developments take place.
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How cybercriminals efficiently violate
YouTube, Facebook, Twitter, Instagram,
SoundCloud and Google+'s ToS - Webroot
Blog

facebook linkedin twitter

With social media, now an inseparable part of the marketing
expenditures for every modern organization, cybercriminals quickly
adapted to the ongoing buzz, and over the last couple of years, have
been persistently supplying the market segment with social media
metrics performance boosts, in the the form of bogus likes,
plays. This process, largely made possible by the massively
undermined CAPTCHA bot vs human verification practice |,
results in automatically registered accounts , or the persistent
data mining_of malware-infected hosts for accounting data for
social media accounts, continues to scale, allowing both individuals
and organizations to superficially boost their social media reputation.
In this post, I'll discuss a recently sampled such service, offering an
unlimited number of likes, dislikes, comments, favorites, subscribers
and video/music plays, that's either monetizing automatically
registered accounts, compromised legitimate accounts, or what we
believe they’re doing, a mix of both in an attempt to meet the
demand for their services.

Sample screenshots of the service’s offerings:

Not only are such services violating the Terms of Service of the
targeted Web properties, they're also denying them access to
revenue streams, potentially undermining the core functionality of the
service, namely, an authenticated legitimate human. With more
services offering access to compromised social networking accounts
popping up on our radars, in combination with commercially
available API-supporting, CAPTCHA-bypassing automatic account
registration tools, we expect that cybercriminals would continue
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monetizing this persistent and efficient abuse of a social network’s
ToS.

We advise users to be suspicious when receiving social media
content from an entity they didn’t opt-in to receive updates/content
from — a sign for a possible compromised accounts that have been
abused by the type of service discussed in this post — and to enable
two-factor authentication, next to any additional security measures in
place, offered by the social network in question.
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Malicious multi-hop iframe campaign affects
thousands of Web sites, leads to a cocktail
of client-side exploits - part two - Webroot
Blog
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Ever since we exposed and profiled the evasive, multi-hop,
mass iframe campaign that affected thousands of Web sites in
November , we continued to monitor it, believing that the
cybercriminal(s) behind it, would continue operating it, basically
switching to new infrastructure once the one exposed in the post got
logically blacklisted, thereby undermining the impact of the campaign
internationally. Not surprisingly, we were right. The campaign is not
only still proliferating, but the adversaries behind it have also
(logically) switched the actual hosting infrastructure. Let’s dissect the
currently active malicious iframe campaign that continues to serving
a cocktail of (patched)_client-side exploits , to users visiting
legitimate Web sites.

Sample screenshot of one of the malicious scripts:

Redirection chain:
harshimadhaparia.com/libraries/domit/domit/all2.php ->
roiauctionsstore.com/templates/beez/1.php ->
hxxp.//www3.hotzofix.kjyg.com or hxxp.//www3.judtn3qyy1yv-
4.4pu.com -> hxxp://www1.gtyg4h3.4pu.com/i.html ->
hxxp://www1.gtyg4h3.4pu.com/nnnnvdd.html| ->
hxxp://www1.gtyg4h3.4pu.com/pdfx.htm/ ->
hxxp://www1.gtyg4h3.4pu.com/taftaf.html ->

hxxp://www1.gtyg4h3.4pu.com/fnts.html| -> find-and-go.com/?
uid=10088&isRedirected=1

Domain names reconnaissance: hxxp://www3.judtn3qyy1yv-
4.4pu.com — 188.116.34.246
hxxp://lwww1.gtyg4h3.4pu.com — 188.116.34.246
find-and-go.com — 78.47.4.178
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https://www.webroot.com/blog/2013/11/13/malicious-multi-hop-iframe-campaign-affects-thousands-of-web-sites-leads-to-cve-2011-3402/
http://www.zdnet.com/blog/security/seven-myths-about-zero-day-vulnerabilities-debunked/7026

Known to have responded to the same IP (188.116.34.246) are
also the following malicious domains:
hxxp://www1.a36p7sillle3u8.4pu.com
hxxp://www1.a80b5zb0gl0ci3.4pu.com
hxxp://www1.azpbn5279isyhovf5.4pu.com
hxxp://www1.b-2wx8s0z64i30k2j.4pu.com
hxxp://www1.dOokhcwq9mt1lupg3.4pu.com
hxxp://www1.e6nsivn331Iw8.4pu.com
hxxp://www1.evz4qr6.4pu.com
hxxp://www1.ftmfuugbx3hj13.4pu.com
hxxp://www1.g3bugxs3.4pu.com
hxxp://lwww1.gtyg4h3.4pu.com
hxxp://www1.h2gxs1vj3x73w0.4pu.com
hxxp://www1.hknbyl6lbm18-2.4pu.com
hxxp://lwww1.i-2kf613i.4pu.com
hxxp://lwww1.i-pf8jnyhg6tn43.4pu.com
hxxp://www1.iwywekgu03rpgvzw4.4pu.com
hxxp://www1.j1akhhmw3rzjdcvf.4pu.com
hxxp://www1.j5sIm5tom0yr9.4pu.com
hxxp://lwww1.jccydfg38zi34.4pu.com
hxxp://www1.jxkaOhpgxthfm2.4pu.com
hxxp://www1.k78xp1x3.4pu.com
hxxp://www1.17f5rmwvixmO01r.4pu.com
hxxp://www1.1tb8i8sy66i5.4pu.com
hxxp://www1.myf48ql3.4pu.com
hxxp://www1.n82dj5gko2ge2q.4pu.com
hxxp://www1.olf4wmrg6toj6.4pu.com
hxxp://www1.p-76pxg3d.4pu.com
hxxp://www1.pjpggbui1.4pu.com
hxxp://www1.px0wgrpg3ox769.4pu.com
hxxp://www1.px5qhf32.4pu.com
hxxp://lwww1.g-3bxzjy6qh9s6gve7.4pu.com
hxxp://www1.q9ux2132yf4u29wt.4pu.com
hxxp://www1.gnilrhnnny6go9.4pu.com
hxxp://www1.s-Onatmmjzkghy7.4pu.com
hxxp://www1.s15gn3g69g75f8.4pu.com
hxxp://www1.sus3cpv6c0if6.4pu.com



hxxp://lwww1.sxeyw560v0qyxtir-5.4pu.com
hxxp://www1.szkOzxdsfy72f3.4pu.com
hxxp://www1.tbt2r99ldyrr6.4pu.com
hxxp://www1.ur8sc240jzyjr5.4pu.com
hxxp://www1.y48939ggmhrhjw.4pu.com
hxxp://www1.y6vymtqeg345cg.4pu.com
hxxp://www1.y7odtngghhxzigjv.4pu.com
hxxp://lwww1.yec2nmr3.4pu.com
hxxp://www1.zk56z207.4pu.com
hxxp://www1.ztrazrOuggov1.4pu.com
hxxp:/lwww2.e0nn25vfmhyreuvtc.apfi.biz
hxxp://www2.nxzdez09py3jv6.apfi.biz
hxxp://www2.p8ipv5zy5Siiyt4.apfi.biz
hxxp://www2.9g4sji17b.apfi.biz
hxxp://www3.a8c798u76egdul.4pu.com
hxxp://www3.d4kzsrl9f9t4-3.4pu.com
hxxp://www3.flvbyvarxot5.4pu.com
hxxp://www3.g-3biuiylzma2hft.4pu.com
hxxp://lwww3.hotzofix.kjyg.com
hxxp://www3.j9hdbwok.4pu.com
hxxp://www3.k3dfewrOOvok.4pu.com
hxxp://www3.p0k80z7.4pu.com
hxxp://www3.q3bxxws9ispsz.4pu.com
hxxp://www3.t3rk5zajpzpm4i.4pu.com
hxxp://www3.u-6zklvj2w664480y9.4pu.com
hxxp://www3.vxqq241.4pu.com
hxxp://www3.xkdav1z3.4pu.com

Detection rates for the malicious scripts, dropped malicious
files: MD5: fe0e411c124ae75dad81f084244098c3 — detected by 1
out of 48 antivirus scanners as Mal/FakeAvJs-A
MD5: 89821fa040ddaa7e3c0c6e250cd67818 — detected by 9 out of
48 antivirus scanners as HEUR:Exploit. PDF.Generic;

Exploit:Win32/Pdfjsc.AKB
MDS5: b458e58€99d9464d931086e9d9c77501 — detected by 9 out
of 47 antivirus scanners as Script/PDF.Exploit;

HEUR_PDFJS.STREM
MDS5: 2ec944c70459¢c55280ece012224cfe66 — detected by 9 out of


https://www.virustotal.com/en/file/16e24584b83ef9ee25518107916956f5ad10495315855f54aaf621a4c13f78aa/analysis/
https://www.virustotal.com/en/file/04029ffb360c404614250b07135fe91771edd94959fb804a768609f8bdf91c13/analysis/
https://www.virustotal.com/en/file/00e483e7979965daa432982292d4e263abc70413f55763dd8efe2376161d3c97/analysis/
https://www.virustotal.com/en/file/689b986acc3bd38ac82bb7f44beea39398557ab922ceea914767a4924c77cf50/analysis/

46 antivirus scanners as Trojan.Script.Heuristic-pdf.gutwr

MD5: e892136518ab2ad4cale76bf8973d3fc5 — detected by 9 out of
46 antivirus scanners as Exploit:Win32/Pdfjsc.AKB

MDS5: b4113f99a2c68f7e051b351a846e1886 — detected by 3 out of
46  antivirus scanners as  TTF:CVE-2011-3402  [Expl];
Exploit.Win32.CVE-2011-3402.a

Webroot SecureAnywhere users are proactively protected from
these threats.
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Compromised legitimate Web sites expose
users to malicious Java/Symbian/Android
"Browser Updates" - Webroot Blog

facebook linkedin twitter

We've just intercepted a currently active malicious campaign,
relying on redirectors placed at compromised/hacked legitimate
Web sites , for the purpose of hijacking the legitimate traffic and
directly exposing it to multi mobile OS based malicious/fraudulent
content. In this particular case, a bogus “Browser Update “, which in
reality is a premium rate SMS malware .

Sample screenshot of the landing page upon automatic
redirection:

Landing page upon redirection: hxxp.//mobleq.com/e/4366
Domain name reconnaissance: mobleg.com — 91.202.63.75

Known to have responded to the same IP, are also the
following malicious domains: 700cams.com
adflyse.biz
android-loads.biz
androids-free.net
androiduptd.ru
androidwapupdate.info
antivirus-updatesup.ru
best-ponoz.ru
bests-cafe.ru
bilmobz.ru
bovkama.ru
chenyezhe.ru
clipsxxx-erotub.ru
critical-mobiles.ru
downapp.mobi
downloadit.biz
downloads-apk-games.ru


http://www.facebook.com/sharer.php?u=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2013%2F12%2F05%2Fcompromised-legitimate-web-sites-expose-users-malicious-javasymbianandroid-browser-updates%2F&t=Compromised%20legitimate%20Web%20sites%20expose%20users%20to%20malicious%20Java%2FSymbian%2FAndroid%20%E2%80%9CBrowser%20Updates%E2%80%9D
http://www.linkedin.com/shareArticle?mini=true&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2013%2F12%2F05%2Fcompromised-legitimate-web-sites-expose-users-malicious-javasymbianandroid-browser-updates%2F&title=Compromised%20legitimate%20Web%20sites%20expose%20users%20to%20malicious%20Java%2FSymbian%2FAndroid%20%E2%80%9CBrowser%20Updates%E2%80%9D
http://twitter.com/share?text=Compromised%20legitimate%20Web%20sites%20expose%20users%20to%20malicious%20Java%2FSymbian%2FAndroid%20%E2%80%9CBrowser%20Updates%E2%80%9D&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2013%2F12%2F05%2Fcompromised-legitimate-web-sites-expose-users-malicious-javasymbianandroid-browser-updates%2F&via=Webroot
https://www.webroot.com/blog/2013/01/22/android-malware-spreads-through-compromised-legitimate-web-sites/
http://ddanchev.blogspot.com/2013/11/fake-chromefirefoxinternet.html
http://ddanchev.blogspot.com/2013/11/a-peek-inside-customer-ized-api-enabled.html

ero-home-tube.net
ero-odkl.ru
exmoby18.ru
ffmobistream.ru
ffreemob.ru
filemobileses.ru
flv-criticalnews.ru
galaxy-comp.ru
game-for-androis.ru
gdz-allnews.ru
gosal.ru

imobit.ru
javamix-games.ru
jmobf.ru

jmobi.net
jsfilemobile.ru
jugar-online.ru
kinope4ka.com
lobimob.ru
luganets.ru
mabilkos.ru
market-soft-android.ru
marketandroidplay.ru
mitstoksot.tk
mobi-klik-ok.ru
mobicheck2.ru
mobidick7a1.ru
mobilabs.biz
mobileup-news.ru
mobiseks.ru
mobitraf.net
moblabes.ru
mobleq.com
moblik.net
moblius.ru
moblob.ru
mobqid.ru



mobsob.ru

mobuna.net

moby-aa.ru
mobyboom.ru

mollius.ru

mombut.ru

mp3-pesni.ru
mp3-pesnja.ru

mtr7.ru
muzico-server4.ru
neolemsan.ru

odmobil.ru
odnoklassniki-android1.ru
odnoklassniki-android7.ru
odnoklassniki-androidmobi.ru
odnoklassniki-mobile1.ru
olcocom.ru
old-games.ws
omoby.net

otdacham.ru
pornforjoin.ru
pornushniks.ru
relaxtube.ru

rrmobi.net

s1.krash.net

sexpirat.ru

sfsss.ru
sotsialniiklimat.ru
tampoka.ru

tstomoby.ru
tubevubes.ru
vkoterske.ru
vpleer-server3.ru
vzlomaandroid.ru
waprus.tk

wildmob.net
wwwmobitds.ru



xlovs.ru
Xxmassne.ru
xmoblz.ru

Detection rates for the multi mobile platform variants: MDS5:
adb7bedc2ad757a5a41e6172b450b617 — detected by 13 out of 46
antivirus scanners as HEUR:Trojan-SMS.AndroidOS.Stealer.a
MD5: 1a2b4d6280bae654ee6b9c8cfe1204ab — detected by 4 out of
48 antivirus scanners as Java.SMSSend.780; TROJ_GEN.F47V1117
MD5: 2ff587ffb2913aeel16ec5cae7792e2a7 — detected by 0 out of
48 antivirus scanners

Webroot SecureAnywhere users are proactively protected from
these threats.
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Commercial Windows-based compromised
Web shells management application spotted
in the wild - Webroot Blog

facebook linkedin twitter

For years, whenever | needed a fresh sample of pharmaceutical
scams, | always sampled the Web sites of major educational
institutions, where a thriving ecosystem relying on compromised
Web shells , continues to enjoy the high page ranks of the affected
Web sites for blackhat SEO (search engine optimization )
purposes. How are cybercriminals managing these campaigns?
What type of tools and tactics do they use? In a cybercrime
ecosystem that has logically migrated to Web-based platforms for a
variety of reasons over the last couple of years, there are still those
who’re keeping it old school, by releasing host-based DIY
cybercrime-friendly applications. In this post, I'll discuss a
commercially available Windows-based compromised/hacked Web
shells management application.

Sample screenshots of the application in action:

Among the tool’s unique features, is the ability to check the validity
of the supplied compromised/hacked shells, various modification
options like changing passwords and updating the redirectors, as
well as the ability to change .htaccess. Compared to a_similar
application , which we profiled in July, 2013, we believe that in its
current form, the tool profiled in this post doesn’t have the capacity to
be utilized for widespread, hard-to-detected mass abuse of
compromised/hacked shells.

In 2013, insecurely configured Web applications susceptible to
remote exploitation for fraudulent and malicious purposes — think
Remote File Inclusion — the active data mining of a botnet’s
infected population, as well as good old fashioned brute-forcing
attempts, continue supplying the market segment for
compromised/hacked Web shells, with new accounting data, most
commonly abused in a typical blackhat SEO style, with the actual


http://www.facebook.com/sharer.php?u=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2013%2F12%2F04%2Fcommercial-windows-based-compromised-web-shells-management-application-spotted-wild%2F&t=Commercial%20Windows-based%20compromised%20Web%20shells%20management%20application%20spotted%20in%20the%20wild
http://www.linkedin.com/shareArticle?mini=true&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2013%2F12%2F04%2Fcommercial-windows-based-compromised-web-shells-management-application-spotted-wild%2F&title=Commercial%20Windows-based%20compromised%20Web%20shells%20management%20application%20spotted%20in%20the%20wild
http://twitter.com/share?text=Commercial%20Windows-based%20compromised%20Web%20shells%20management%20application%20spotted%20in%20the%20wild&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2013%2F12%2F04%2Fcommercial-windows-based-compromised-web-shells-management-application-spotted-wild%2F&via=Webroot
https://www.webroot.com/blog/2013/08/02/new-hacked-shells-as-a-service-empowers-cybercriminals-with-access-to-high-page-rank-ed-web-sites/
http://ddanchev.blogspot.com/2013/04/whats-roi-on-going-to-virtual-blackhat.html
https://www.webroot.com/blog/2013/04/29/how-fraudulent-blackhat-seo-monetizers-apply-quality-assurance-qa-to-their-diy-doorway-generators/
https://www.webroot.com/blog/2013/10/01/peek-inside-blackhat-seo-friendly-doorways-management-platform/
https://www.webroot.com/blog/2013/07/11/new-commercially-available-mass-ftp-based-proxy-supporting-doorwaymalicious-script-uploading-application-spotted-in-the-wild/

campaigns monetized through an affiliate network . \We expect that
this trend will continue, in combination with what we believe is a
resurrection of a proven process for monetizing compromised
access to a legitimate Web site, namely, cybercrime-friendly traffic
exchanges .
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Cybercrime-friendly VPN service provider
pitches itself as being ‘recommended by
Edward Snowden’ - Webroot Blog

facebook linkedin twitter

We've recently spotted a multi-hop Russian cybercrime-friendly
VPN service provider — ad featured not syndicated at a well known
cybercrime-friendly community — that is relying on fake celebrity
endorsement on its way to attract new customers, in this particular
case, it’s pitching itself as being recommended by ex-NSA contractor
Edward Snowden. How have anonymization tactics evolved over the
last couple of years? Have the bad guys been ‘innovating’ on their
way to cover the malicious/fraudulent online activity orchestrated by
them? Let'd discuss some of the current trends in this ever-green
market segment within the cybercrime ecosystem.

Sample ad featured at the cybercrime-friendly community:

It didn’t take long for cybercriminals to realize the massive
potential for abusing already created botnets, in terms of utilizing
them as anonymization-based type of infrastructure .
Empowering them with the necessary foundations for launching

mixing the  malicious/legitimate logs-free anonymization
infrastructure , or setting up multi-hop cybercrime-friendly VPN
service providers, these practices added additional layers of
anonymity to their Internet activities, primarily relying on basic
‘risk-forwarding’ tactics . Next to the utilization of these concepts,
the massive/de-facto adoption of Socks4/Socks5 modular
features , found in a huge percentage of modern
malware/crimeware/platform  releases, helped  opportunistic
cybercriminals to quickly monetize the market segment, by
empowering others with the same capabilities through their
‘cybercrime-as-a-service " type of underground market
propositions.
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Throughout 2013, we continued to observe a decent supply of
‘hacked-PCs-as-a-service “, with some of the market-leading/well
known/reputable vendors, still in operation. Moreover, thanks to the
general availability of Socks4/Socks5 converted anonymization
hosts, we also continue to observe a decent supply of CAPTCHA-
based proxy-supporting DIY automatic account registration/brute-
forcing_tools, Denial of Service (Dos)_attack tools relying on
hacked/compromised PCs, as well as the now de-factor standard for
the cybercrime ecosystem, use of APIs for the purpose of supplying
fellow cybercriminals with access to fresh IPs with clean IP
reputation.

We expect to continue observing a mix between a purely malicious
infrastructure, in combination with legitimate logs-free infrastructure,
for the purpose of anonymizing a cybercriminals online activities,
successfully bypassing current data retention regulations in place.

About the Author
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The Webroot blog offers expert insights and analysis into the latest
cybersecurity trends. Whether you’re a home or business user, we're
dedicated to giving you the awareness and knowledge needed to
stay ahead of today’s cyber threats.
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Fake 'October’s Billing Address Code' (BAC)
form themed spam campaign leads to
malware - Webroot Blog
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Have you received a casual-sounding email enticing you into
signing a Billing Address Code (BAC) form for October, in order for
the Payroll Manager to proceed with the transaction? Based on our
statistics, tens of thousands of users received these malicious spam
emails over the last 24 hours, with the cybercriminal(s) behind them
clearly interested in expanding the size of their botnet through good
old fashioned ‘casual social engineering’ campaigns.

Sample screenshot of the spamvertised email:

Detection rate for the spamvertised malicious attachment :
MD5: 36a685cf1436530686d1967b4a9d6680 — detected by 20 out
of 46 antivirus scanners as Win32/TrojanDownloader.\Waski.A.

Once executed, the sample starts listening on ports 7442 and
1666.

It then creates the following Mutexes on the affected hosts:
Local\{BOBOFAFD-CA9C-4B54-DBC9-BE58FA349D4A}
Local\{BOBOFAFC-CA9D-4B54-DBC9-BE58FA349D4A}
Local\{D15F4CEE-7C8F-2AB2-DBC9-BE58FA349D4A}
Local\{D15F4CE9-7C88-2AB2-DBC9-BES58FA349D4A}
Local\{OBB5ADEF-9D8E-F058-DBC9-BE58FA349D4A}
Local\{911FOFCD-AFAC-6AF2-DBC9-BES8FA349D4A}
Global\{2E06BA86-8AE7-D5EB-DBC9-BES58FA349D4A}
Global\{BOBOFAFD-CA9C-4B54-DBC9-BES58FA349D4A}
Global\{BOB9FAFC-CA9D-4B54-DBC9-BE58FA349D4A}
Global\{D15F4CEE-7C8F-2AB2-DBC9-BE58FA349D4A}
Global\{D15F4CE9-7C88-2AB2-DBC9-BE58FA349D4A}
Global\{OBB5ADEF-9D8E-F058-DBC9-BE58FA349D4A}
Global\{BB67AFC4-9FA5-408A-DBC9-BE58FA349D4A}
Global\{9D48A1E2-9183-66A5-11EB-BO6D3016937F}
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Global\{9D48A1E2-9183-66A5-75EA-BO06D5417937F}
Global\{9D48A1E2-9183-66A5-4DE9-BO6D6C14937F}
Global\{9D48A1E2-9183-66A5-65E9-B06D4414937F}
Global\{9D48A1E2-9183-66A5-89E9-BO06DA814937F}
Global\{9D48A1E2-9183-66A5-BDE9-B06D9C14937F}
Global\{9D48A1E2-9183-66A5-51E8-B06D7015937F}
Global\{9D48A1E2-9183-66A5-81E8-BO6DA015937F}
Global\{9D48A1E2-9183-66A5-FDE8-BO6DDC15937F}
Global\{9D48A1E2-9183-66A5-0DEF-B06D2C12937F}
Global\{9D48A1E2-9183-66A5-5DEF-BO6D7C12937F}
Global\{9D48A1E2-9183-66A5-95EE-BO06DB413937F}
Global\{9D48A1E2-9183-66A5-F1EE-BO6DD013937F}
Global\{9D48A1E2-9183-66A5-89EB-BO6DA816937F}
Global\{9D48A1E2-9183-66A5-FOEF-BO6DD812937F}
Global\{9D48A1E2-9183-66A5-ESEF-B06DC412937F}
Global\{9D48A1E2-9183-66A5-0DEE-B06D2C13937F}
Global\{9D48A1E2-9183-66A5-09ED-B06D2810937F}
Global\{9D48A1E2-9183-66A5-51EF-BO6D7012937F}
Global\{9D48A1E2-9183-66A5-35EC-B06D1411937F}
Global\{9D48A1E2-9183-66A5-A9E8-B06D8815937F}
Global\{DDB39BDC-ABBD-265E-DBC9-BE5S8FA349D4A}
Global\{2E1C200D-106C-D5F1-DBC9-BES58FA349D4A}

Drops the following MD5s: MD5:
cf8ab39c0a2561eb9df2c22496d20b3b ; MD5:
75fe668007¢66601724af592f8ca8985 ; MD5:

6abdc5f7f9599e3971af4202cf4ed4da .

And phones back to the following C&C servers:
offensivejokescolin.com — 38.102.226.253
85.100.41.9
113.161.95.98
172.245.217.122
93.177.152.17
114.24.192.181
63.227.34.28
76.70.9.123
206.190.252.6
60.244.87.31



70.27.195.251
217.36.122.144
173.239.143.42

86.135.144.6
69.95.46.22
85.24.208.124
86.147.226.12
79.129.27.234
94.64.239.197
58.252.57.193
194.250.81.234
62.23.247.20
75.99.113.250
82.91.203.169
178.23.32.115
85.206.22.117
31.192.48.109
187.188.136.31
178.192.71.93
213.96.69.3

The following malicious MD5s are also known to have phoned

back

to the same C&C servers: MD5:

3752b2f92671cd051a77b04fd2fed383

MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:

6bafe2fc65cf34ae6f103121d9325416
4aebad6a228da040fe25db0f419ae727
ed52d9f9fcc60d12166905e359¢99020
74e5acefd7b9c57¢c7756¢f130e8d4805
1888be386f701199b282840cc0c5354f
1b2590ee13cfébda134a162708f8270a
adb1e09a26a6b22090b23432f0547ba3
9b57ac8d44cedeb5be2079a4b400fffd
b1e332efb4e83189¢c7f5e84bc93e205b
6c67f2add5abeacb4c69f9efdbbb8cde
e65c0fd804992ea7e246f2385e32a0e1
bba80e9fabb476830d5216f1fa264489
4dfa5221aae9945989fd815342d19¢12
49969b7e553ee03707f1e3ef333c2406



MD5: 86680fde2ef1ab2681262d39369999e8
MD5: 8b45bf7fo9f4104c1e15cca8eb7f80581
MD5: ¢c7d1a47b80f7910a03db8fa9791d2aec
MD5: b899ba5037db4babda49603603912bb9
MD5: d3cd3c07a4f82ed30bbc0af597f5391a
MD5: abcb214dc74fb7aadb22e732720daff0
MD5: 7b821616bf2a78472286d61c19e03bd1
MD5: 9f257f99a479d2f7b19¢c21255719a995
MD5: bc89a2185ab2f317a5a58e7a7c35daa8
MD5: 916¢c95e50ec4d6010a2818de50a94ff5
MD5: 32cfae63aa9be58e32829fe6c4f89a85
MD5: e40b6d4953b7923d52b0315429d16¢10

Webroot SecureAnywhere users are proactively protected from
these threats.
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The Webroot blog offers expert insights and analysis into the latest
cybersecurity trends. Whether you’re a home or business user, we're
dedicated to giving you the awareness and knowledge needed to
stay ahead of today’s cyber threats.

facebook linkedin twitter


https://www.webroot.com/us/en/home/products/complete
https://www.webroot.com/blog/author/webroot-blog-staff/
http://www.facebook.com/sharer.php?u=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2013%2F11%2F27%2Ffake-octobers-billing-address-code-bac-form-themed-spam-campaign-leads-malware%2F&t=Fake%20%E2%80%98October%E2%80%99s%20Billing%20Address%20Code%E2%80%99%20%28BAC%29%20form%20themed%20spam%20campaign%20leads%20to%20malware
http://www.linkedin.com/shareArticle?mini=true&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2013%2F11%2F27%2Ffake-octobers-billing-address-code-bac-form-themed-spam-campaign-leads-malware%2F&title=Fake%20%E2%80%98October%E2%80%99s%20Billing%20Address%20Code%E2%80%99%20%28BAC%29%20form%20themed%20spam%20campaign%20leads%20to%20malware
http://twitter.com/share?text=Fake%20%E2%80%98October%E2%80%99s%20Billing%20Address%20Code%E2%80%99%20%28BAC%29%20form%20themed%20spam%20campaign%20leads%20to%20malware&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2013%2F11%2F27%2Ffake-octobers-billing-address-code-bac-form-themed-spam-campaign-leads-malware%2F&via=Webroot

Fake 'MMS Gallery' notifications impersonate
T-Mobile U.K, expose users to malware -
Webroot Blog
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Over the last two months, we’ve been closely monitoring — and
proactively protecting from — the malicious campaigns launched by
cybercriminals who are no strangers to the concept of social
engineering topic rotation. Their purpose is to extend a campaign’s
life cycle, or to generally increase a botnet’s infected population by
spamming out tens of thousands of fake emails, exposing users to
malicious software. The most recent campaign launched by the
same cybercriminal(s), is once again impersonating T-Mobile U.K in
an attempt to trick mobile users into thinking that they’ve received a
legitimate MMS Gallery notification. In reality though, once the
attachment is executed, the victim’s PC will automatically join the
botnet operated by the cybercriminal(s) behind the campaign,
ultimately undermining the confidentiality and integrity of the host.

Sample screenshot of the spamvertised email:

Detection rate for the spamvertised attachment : MDS5:
bff8af7432ced6e574e85d9241794f80 — detected by 8 out of 47
antivirus scanners as Trojan.Zbot; W32/Trojan2.0OADJ.

Once executed, the sample phones back
to networksecurityx.hopto.org . Go through related assessments
of campaigns known to have been launched by the same
cybercriminal(s), also phoning back to the same C&C server:

‘T-Mobile MMS message has arrived’ themed emails lead to
malware Spamvertised T-Mobile ‘Picture ID Type:MMS” themed
emails lead to malware U.K users targeted with fake ‘Confirming
your Sky offer’ malware serving_ emails Cybercriminals
spamvertise tens of thousands of fake ‘Sent from my iPhone’
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Message Notification/1 New Voicemail’ themed emails lead to
malware

Related malicious MD5s that are known to have phoned back
to the same C&C server over the last 24 hours: MD5:
334caadd87414cec33aeed2cd5660047
MD5: 758427f8dbca63c5996732d53af9d437
MD5: 3c2c403e4e13634e5ff16ff0d5958f4a
MD5: 8d8cdb8e019f6512ec577b65aacd8811
MD5: 292b15¢c5¢38812d99ee5b71488d4da84
MD5: e53efd2f8cf233ebdaff75547a7afe2a
MD5: d20943554561953f5f495f2497fb6ec7
MD5: 9¢c26ccbd415da8c9eaf99e347ffd46bf
MD5: 32d86dcf3daebccf298745293992¢776
MD5: 6a1d9111dde1¢c54e06937594642d1c96
MD5: 555aba5436e4b7¢c197b705803063528f
MD5: f5257fa2d6948f14ec92c77f45b0bffo
MD5: f3aa65b13c7d6552bf6e5c40f502194e
MD5: ef1d8ff8ea198e4e601e90f645acbfdb
MD5: ee9f046ff9cce896faf3cd9094a14100
MD5: f1b3ab7ecc9268d8ed2e2afeafaa34ab
MD5: ed43d198b52ff644c0a38e45def54ceb
MD5: ea1a91d504c8ccffcd2a22ea9a8e9f82
MD5: e9a5b9e3d0b69248dd3f2e769ce6f9eb
MD5: deac0Ob055af271d8f30bba759a18bae4

We’ve also observed two newly introduced C&C servers within
these samples, namely, dnshostingl.ws - 185.26.120.124
and 178.32.173.85 .

Webroot SecureAnywhere users are proactively protected from
these threats.
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The Webroot blog offers expert insights and analysis into the latest
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dedicated to giving you the awareness and knowledge needed to
stay ahead of today’s cyber threats.
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Cybercriminals impersonate HSBC through
fake '‘payment e-Advice' themed emails,
expose users to malware - Webroot Blog

facebook linkedin twitter

HSBC customers, watch what you execute on your PCs. A
circulating malicious spam campaign attempts to socially engineer
you into thinking that you’'ve received a legitimate ‘payment e-
Advice’. In reality, once you execute the attachment, your PC
automatically joins the botnet operated by the cybercriminal(s)
behind the campaign.

Sample screenshot of the spamvertised email:

Detection rate for the spamvertised attachment: MDS5:
2fbf89a24a43e848b581520d8a1fab27 — detected by 24 out of 47
antivirus scanners as Trojan.Win32.Bublik.blgc.

Once executed, the sample starts listening on ports 3670 and
6652.

It creates the following Mutexes on the affected hosts:
Local\{BOBOFAFD-CA9C-4B54-DBC9-BE58FA349D4A}
Local\{BOBOFAFC-CA9D-4B54-DBC9-BE58FA349D4A}
Local\{D15F4CEE-7C8F-2AB2-DBC9-BE58FA349D4A}
Local\{D15F4CE9-7C88-2AB2-DBC9-BE58FA349D4A}
Local\{OBB5ADEF-9D8E-F058-DBC9-BE58FA349D4A}
Local\{911FOFCD-AFAC-6AF2-DBC9-BES8FA349D4A}
Global\{2ZE06BA86-8AE7-DSEB-DBC9-BES8FA349D4A}
Global\{BOBO9FAFD-CA9C-4B54-DBC9-BE58FA349D4A}
Global\{BOBOFAFC-CA9D-4B54-DBC9-BES58FA349D4A}
Global\{D15F4CEE-7C8F-2AB2-DBC9-BE58FA349D4A}
Global\{D15F4CE9-7C88-2AB2-DBC9-BE58FA349D4A}
Global\{OBB5ADEF-9D8E-F058-DBC9-BE58FA349D4A}
Global\{BB67AFC4-9FA5-408A-DBC9-BE58FA349D4A}
Global\{572F15AA-25CB-ACC2-11EB-B06D3016937F}
Global\{572F15AA-25CB-ACC2-75EA-B06D5417937F}
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Global\{572F15AA-25CB-ACC2-BDE9-B06D9C14937F}
Global\{572F15AA-25CB-ACC2-51E8-B06D7015937F}
Global\{572F15AA-25CB-ACC2-81E8-BO6DA015937F}
Global\{572F15AA-25CB-ACC2-FDE8-BO6DDC15937F}
Global\{572F15AA-25CB-ACC2-0DEF-B06D2C12937F}
Global\{572F15AA-25CB-ACC2-5DEF-B06D7C12937F}
Global\{572F15AA-25CB-ACC2-95EE-B06DB413937F}
Global\{572F15AA-25CB-ACC2-F1EE-BO6DD013937F}
Global\{572F15AA-25CB-ACC2-89EB-BO6DA816937F}
Global\{572F15AA-25CB-ACC2-FOEF-BO6DD812937F}
Global\{572F15AA-25CB-ACC2-E5EF-B06DC412937F}
Global\{572F15AA-25CB-ACC2-0DEE-B06D2C13937F}
Global\{572F15AA-25CB-ACC2-09ED-B06D2810937F}
Global\{572F15AA-25CB-ACC2-51EF-B06D7012937F}
Global\{572F15AA-25CB-ACC2-35EC-B06D1411937F}
Global\{572F15AA-25CB-ACC2-29EF-B06D0812937F}
Global\{DDB39BDC-ABBD-265E-DBC9-BE5S8FA349D4A}

Then drops MD5: 5df5b7fe7ee73b55362abdb4fa3b95ba ; MD5:
01c1e2b13d9¢c177b8891f27ae06ed5c2 and MD5:
cb7a5b65aac7de310a396d7458700f37 on the affected hosts.

It then phones back to the following C&C servers:
cardiffpower.com — 64.50.166.122
64.50.166.122
95.101.0.155
95.104.85.196
99.114.99.151
172.245.217.122
192.95.59.51
93.199.59.166
120.151.247.221
75.99.113.250
92.22.42.26
188.124.212.94
93.180.110.180



200.91.49.183
98.164.247.13
177.64.175.59
46.49.119.78
173.194.65.106
173.194.65.94
46.49.107.136
84.59.129.23
93.172.48.237
108.230.237.240
190.149.31.42

Webroot SecureAnywhere users are proactively protected from
these threats.
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Fake WhatsApp 'Message Notification’
Emails Expose Users To Malware | Webroot

facebook linkedin twitter

We've just intercepted a currently circulating malicious spam
campaign impersonating WhatsApp — yet again — in an attempt to
trick its users into thinking that they’ve received a voice mail. Once
socially engineered users execute the malicious attachment found in
the fake emails, their PCs automatically join the botnet operated by
the cybercriminal(s) behind the campaign.

Sample screenshot of the spamvertised malicious email:

Detection rate for the spamvertised attachment: MDS5:
41ca9645233648b3d59cb52e08ade22a — detected by 10 out of 47
antivirus scanners as TrojanDownloader:Win32/Kuluoz.D.

Once executed, it phones back to:

hxxp://103.4.18.215:8080/460326245047F2B6E405E92260B09AA
OE35D7CA2B1
70.32.79.44
84.94.187.245
172.245.44.180
103.4.18.215
172.245.44.2

We’re also aware of the following malicious MD5s that are
known to have phoned back to the same C&C servers as well:
MD5: 4014d1ee9e038b312dfcebf58f84968f
MD5: b82c2a96c¢c5b3deccb46825507026ec39
MD5: 210096af9d8049bf3bae51d000c2ab76
MD5: e1b68d32e92bddb356a9917ea8e07e83
MD5: a5fb88ee735eab458bcbff287e36d590
MD5: c8b9b6e0a3257130e5842dd0840577c9
MD5: 38fc3178363b9d16174cc1565745d57f
MD5: bfSbdca7ef67b9c85a4413a8126ecb22
MD5: 53e568fe21ef96918853bc8404fef458
MD5: 3471d59f6f99f5676714cfac595e2aad
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MD5: 91ade7d94244104d8cd6fc26be839c62
MD5: 40cb1f0111b4f4c8136404d4d351cebS
MD5: 9¢122673e98a487f8cd65746f03237aa
MD5: 7d53d47982fd62a37009b9a3e5fad4 2f
MD5: 2226c¢f5ead414b156e0b8b99f761ef83

Webroot SecureAnywhere users are proactively protected from
these threats.
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The Webroot blog offers expert insights and analysis into the latest
cybersecurity trends. Whether you’re a home or business user, we're
dedicated to giving you the awareness and knowledge needed to
stay ahead of today’s cyber threats.
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‘Newly released proxy-supporting Origin
brute-forcing tools targets users with weak
passwords' - Webroot Blog

facebook linkedin twitter

In need of a good reason to immediately improve the strength of
your Origin password, in case you don’t want to lose access to your
inventory of games, as well as your gaming reputation? We’re about
to give you a pretty good one. A newly released proxy-supporting
Origin brute-forcing tool is not just efficiency verifying an end user’s
understanding of basic security practices, but also, has built-in option
for parsing an affected user’s inventory of games, as well as related
gaming information. Why would a cybercriminal want to gain access
to someone’s gaming account in the first place, besides the most
logical reason of gaining access to their gaming inventory? Simple.
To set up the foundations for a successful business model relying
on standardized E-shops for selling access to compromised
gaming/accounting data .

Sample screenshot of the actual advertisement:

The software has built-in support for proxies (malware-infected
hosts) syndication , as well as the ability to obtain the CD key for a
particular game it has detected as part of the affected user’s
inventory, allowing the cybercriminal operating it to easily build up
inventories of fraudulently obtained gaming assets to be later on sold
to potential buyers. The tools is just the tip of the iceberg in the ever-
green market segment for brute forcing tools and services. It's such
tools that empower novice cybercriminals with the necessary
capabilities to launch managed email hacking_services , or target
a specific set of Web sites, running, for instance, WordPress or
Joomla , in combination with the ubiquitous in 2013, option to solve
CAPTCHAs in an API-friendly, cost-effective manner.

Gamers are advised to go through EA’s recommended account
security settings , as well as to active Steam Guard .
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https://www.webroot.com/blog/2013/10/21/new-diy-compromised-hostsproxies-syndicating-tool-spotted-wild/
https://www.webroot.com/blog/2012/01/05/email-hacking-for-hire-going-mainstream/
https://www.webroot.com/blog/2012/04/02/email-hacking-for-hire-going-mainstream-part-two/
https://www.webroot.com/blog/2013/07/17/new-commercially-available-web-based-wordpressjoomla-brute-forcing-tool-spotted-in-the-wild/
http://www.zdnet.com/blog/security/inside-indias-captcha-solving-economy/1835
https://help.ea.com/article/how-to-create-your-origin-account
https://support.steampowered.com/kb_article.php?ref=1266-OAFV-8478
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Fake 'Annual Form (STD-261) - Authorization
to Use Privately Owned Vehicle on State

Business' themed emails lead to malware -
Webroot Blog

facebook linkedin twitter

Want to file for mileage reimbursement through a STD-261 form?
You may want to skip the tens of thousands of malicious emails
currently in circulation, attempting to trick users into executing the
malicious attachment. Once downloaded, your PC automatically
joins the botnet operated by the cybercriminal(s) behind the
campaign, undermining the confidentiality and integrity of the host.

Sample screenshot of the spamvertised email:

Detection rate for the spamvertised attachment: MDS5:
3aaa04b0762d8336379b8adedad5846b — detected by 21 out of 47
antivirus scanners as Trojan.Win32.Bublik.bkri;
TrojanDownloader:Win32/Upatre.A.

Once executed, the sample starts listening on ports 8412 and
3495.

It also creates the following Mutexes: Local{BOBOFAFD-CA9C-
4B54-DBC9-BES58FA349D4A}
Local\{BOBOFAFC-CA9D-4B54-DBC9-BE58FA349D4A}
Local\{D15F4CEE-7C8F-2AB2-DBC9-BE58FA349D4A}
Local\{D15F4CE9-7C88-2AB2-DBC9-BE58FA349D4A}
Local\{OBB5ADEF-9D8E-F058-DBC9-BE58FA349D4A}
Local\{911F9FCD-AFAC-6AF2-DBC9-BES8FA349D4A}
Global\{2ZE06BA86-8AE7-DSEB-DBC9-BES8FA349D4A}
Global\{BOBO9FAFD-CA9C-4B54-DBC9-BES58FA349D4A}
Global\{BOBOFAFC-CA9D-4B54-DBC9-BES58FA349D4A}
Global\{D15F4CEE-7C8F-2AB2-DBC9-BE58FA349D4A}
Global\{D15F4CE9-7C88-2AB2-DBC9-BE58FA349D4A}
Global\{OBB5ADEF-9D8E-F058-DBC9-BE58FA349D4A}
Global\{BB67AFC4-9FA5-408A-DBC9-BE58FA349D4A}
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Global\{896D5E41-6E20-7280-11EB-B06D3016937F}
Global\{896D5E41-6E20-7280-75EA-B06D5417937F}
Global\{896D5E41-6E20-7280-4DE9-BO6D6C14937F}
Global\{896D5E41-6E20-7280-65E9-B06D4414937F}
Global\{896D5E41-6E20-7280-89E9-B06DA814937F}
Global\{896D5E41-6E20-7280-BDE9-B06D9C14937F}
Global\{896D5E41-6E20-7280-51E8-B06D7015937F}
Global\{896D5E41-6E20-7280-81E8-BO6DA015937F}
Global\{896D5E41-6E20-7280-FDE8-BO6DDC15937F}
Global\{896D5E41-6E20-7280-0DEF-B06D2C12937F}
Global\{896D5E41-6E20-7280-5DEF-BO6D7C12937F}
Global\{896D5E41-6E20-7280-95EE-B06DB413937F}
Global\{896D5E41-6E20-7280-F1EE-BO6DD013937F}
Global\{896D5E41-6E20-7280-89EB-BO6DA816937F}
Global\{896D5E41-6E20-7280-FOEF-BO6DD812937F}
Global\{896D5E41-6E20-7280-ESEF-BO6DC412937F}
Global\{896D5E41-6E20-7280-0DEE-BO06D2C13937F}
Global\{896D5E41-6E20-7280-09ED-B06D2810937F}
Global\{896D5E41-6E20-7280-51EF-B06D7012937F}
Global\{896D5E41-6E20-7280-35EC-B06D1411937F}
Global\{896D5E41-6E20-7280-61EC-B06D4011937F}
Global\{DDB39BDC-ABBD-265E-DBC9-BE5S8FA349D4A}

Drops the following files on the affected hosts: MDS5:
3659e0dc0323e769aabfeb668a7d1ecb
MD5: 617973f2d58f541913678f4d15e61d60
MD5: 1c23c5bdfd8f8f80ff2654208833ebdf

It then attempts to phone back to the following C&C servers:
122.201.103.88
122.201.103.86
46.49.119.78
85.100.41.9
79.187.164.155
74.243.130.50
86.180.70.185
176.205.29.45
58.252.57.193
93.177.184.173



108.65.194.40
86.147.226.12
217.35.80.36
84.58.47.98
85.34.231.122
61.250.167.140
75.99.113.250
190.204.248.56
86.160.8.233
46.48.251.37
68.162.220.34
82.211.142.218
31.192.48.109
46.49.93.88
60.44.176.185
23.24.39.197

Naturally, we’re also aware of related malicous MD5s that are
known to have phoned back to the same C&C servers as well:
MD5: 75¢c4209771d322d1b2c404fe3f3a9b95
MD5: 96b7b1f503be8b361¢95389d0370cb2d
MD5: 9236¢dff457e2ff07a05c11ba71e7332
MD5: d3e6175dd54eb537636142f3dd74bfd3
MD5: 6a2905e94eabff2d7793614d0b9f05bb
MD5: 9f63177a6¢30b081e2216e438729cda4
MD5: d281140c890b06d76692f6fed8ed5e7e
MD5: 258f5¢c7bdee9f063dd163c35c5ef0b12
MD5: ¢c8cb617b8318fab2e1fee0f838e14841
MD5: def02766def420e49dbf3ce0af2f60b9
MD5: 9d07184f4375671623a7f442230d8745
MD5: cf1f61ad29dc56a7689f6faOc1c5bf2e
MD5: 20cb4b66d2a1d35ef635d66bc7e8ad20
MD5: ¢30d4650897da4735eb756863a30fc95
MD5: da514188b7¢c911d2a5c8568f2807a68¢c
MD5: c8032899076e28c4edf83e59aeeeb981
MD5: ee7ecadfc3a7d879d72537ddcb815253
MD5: edbdf3a3086430d96f57f85d15bbe8f1
MD5: e226dcf34a0c71a6f552d61ee9789932



MD5: 860701c889¢c40f17d5811f58¢c3¢c29877
MD5: d3bac5410920def9594b3170dbcdc711
MD5: f192f19de1b6fa3b0b10efd1343eb63c
MD5: eddc590c10a9cb482a1eba8596094dee
MD5: 8af455cf950ee44db2b67bab23a62f82

Webroot SecureAnywhere users are proactively protected from
these threats.
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Cybercriminals spamvertise tens of
thousands of fake 'Sent from my iPhone'
themed emails, expose users to malware -
Webroot Blog

facebook linkedin twitter

Cybercriminals are currently mass mailing tens of thousands of
malicious emails, supposedly including a photo attachment that's
been “Sent from an iPhone”. The social engineering driven spam
campaign is, however, the latest attempt by a cybercriminal/group of
cybercriminals that we’ve been monitor for a while, to attempt to trick
gullible users into unknowingly joining the botnet operated by the
malicious actor(s) behind the campaign.

Detection rate for the spamvertised attachment: MDS5:
46e077f058f5a6eddee3c851f8e56838 — detected by 36 out of 47
antivirus scanners as Trojan.Win32.Neurevt.jl;
Trojan:Win32/Neurevt.A.

Once executed, the sample creates the following Registry
Keys on the affected hosts:
HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Image File  Execution  Options\ijiujsnjb.exe
HKEY LOCAL_ MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\lmage  File  Execution Options\rstrui.exe
HKEY _CURRENT_USER\Software\Classes\CLSID\{1619728A-
151F-0C46-98D4-171F5E70A2EQ}

HKEY CURRENT_USER\Software\Win7zip

Once executed, the sample attempts to contact the following
C&C servers: 91.109.14.224
31.7.35.112
49.50.8.93
173.0.131.15
209.50.251.101
88.198.7.211
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64.120.153.69
219.94.206.70
173.231.139.57

next to the well known by now, networksecurityx.hopto.org , a
C&C host that we’ve already profiled in several analyses .

Moreover, the following malicious MD5s are also known to
have phoned back to these C&C  hosts: MD5:
b0dbfd7e359d4830d7ff4a5f40a78204
MD5: 5b904359d9f8922e209141fbccbacf4f
MD5: 4c6baee04409f0fe04a616946f2¢c2230
MD5: a64eceab34bf8eaad615bc0f477f8279
MD5: 71c2d1d1c46f0c458ab88127b020fd02
MD5: 58282fd31e84be35d8e904542e96b1ba
MD5: 6fefcd92fb6758f77b1efOb6fccc9870
MD5: 04492fd5c0e82e45f00a8e125728e15b
MD5: 9244e8799ffd75f2d0666a441b5bc84e
MD5: 9591¢c937c6da209b21ebbdf8a37e2ddd
MD5: d966aa83c96c81faf118dde9836636e2
MD5: 8e59¢c5683fe56e3c1576ae360776dad5
MD5: 3d75e483f9fad44d9cae483628652a8e
MD5: ed97aa41539ca162479534fd9ace2bcO
MD5: b20cc2ad04b4fffaffcfefal7c5f22ce
MD5: 5640dfbfe84321811¢c3374¢c2453¢c96b7
MD5: a416fa920ef2219bcd33ef2682ee2308
MD5: ebe9d1eabad41d4e7c402ece7ecca398b
MD5: 231aef609786d8076b33d475ac7a9702
MD5: c965119e445379db79308011cec6b967

Webroot SecureAnywhere users are proactively protected from
these threats.

About the Author
Blog _Staff

The Webroot blog offers expert insights and analysis into the latest
cybersecurity trends. Whether you’re a home or business user, we'’re
dedicated to giving you the awareness and knowledge needed to
stay ahead of today’s cyber threats.
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Vendor of TDoS products/services releases
new multi-threaded SIP-based TDoS tool -
Webroot Blog
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Telephony Denial of Service Attacks (TDoS)__continue
representing a_ growing__ market segment within the
Russian/Eastern European underground market, with more vendors
populating it with propositions for products and services aiming to
disrupt the phone communications of prospective victims. From
purely malicious in-house infrastructure — dozens of USB hubs with
3G USB modems using fraudulently obtained,_non-attributable
SIM cards — abuse of legitimate infrastructure, like Skype , ICQ_, a
mobile carrier’s legitimate service functionality , or compromised
accounts of SIP_account owners , the market continues growing to
the point where even Distributed Denial of Service Attack (DDoS)
providers start ‘vertically integrating’ .

A new, commercially available multi-threaded SIP-based TDoS
tool released by what appears to be an experienced TDoS vendor
that's also offering managed TDoS services, is prone to empower
not just lone attackers, but also, potential new vendors who’d use the
tool as a primarily vehicle for the the future growth of their business
model. Let’s profile the tool, discuss its features, as well as what
might have prompted the vendor of managed TDoS services to start
selling copies of it, instead of exclusively using it in-house.

Sample screenshots of the newly released TDoS tool:

Next to multi-threading, simultaneous use/abuse of multiple
compromised/legitimate accounts at multiple SIP providers, the tools
also has a cron-like type of scheduling for a particular attack
allowing queuing of campaigns and accepting multiple orders at a
time. The price? 10,000 rubles ($304.92), including a hardware ID
enabled type of license for a single PC. The tool is just the tip of the
iceberg of TDoS products/services offered by the same vendor, and
we believe that it's been publicly pitched in an attempt by the vendor
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to generate more revenue, while preserving the actual ‘know-how’,
in-house type of custom-coded TDoS tools, the ones primarily
driving its business model.

Sample screenshot of the actual TDoS equipment operated by
the vendor:

We believe that the Russian/Eastern European TDoS market
would continue flourishing, with more vendors serving the growing
demand for such type of services. As we’ve already seen in the past,
phone lines , a modern day’s alternative to perhaps the first known
such case, namely, the 911/chode worm (2000).

About the Author
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The Webroot blog offers expert insights and analysis into the latest
cybersecurity trends. Whether you’re a home or business user, we're
dedicated to giving you the awareness and knowledge needed to
stay ahead of today’s cyber threats.
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Malicious multi-hop iframe campaign affects
thousands of Web sites, leads to a cocktail
of client-side exploits - Webroot Blog
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Sharing is caring. In this post, I'll put the spotlight on a currently
circulating, massive — thousands of sites affected — malicious
iframe campaign, that attempts to drop malicious software on the
hosts of unaware Web site visitors through a cocktail of client-side
exploits. The campaign, featuring a variety of evasive tactics making
it harder to analyze, continues to efficiently pop up on thousands of
legitimate Web sites. Ultimately hijacking the legitimate traffic hitting
them and successfully undermining the confidentiality and integrity
of the affected users’ hosts.

Sample redirection chains:
hxxp://www.cibonline.org/cache/mod_poll/7c7478fde2f89a23.php ->
hxxp://www.haphuongfoundation.net/vietnam/language/pdf _fonts/ww
w/all2.php -> hxxp.//www.profili-benton.si/templates/beez/1.php ->
hxxp://www3.0mq97dnclOenuzc91.4pu.com  ->  hxxp./find-and-
go.com/?uid=11245&isRedirected=1 ->
hxxp.//5.199.169.39/piwik/piwik.php ?idsite=6

hxxp://www.cibonline.org/cache/mod_poll/7c7478fde2f89a23.php -
>
hxxp.//www.haphuongfoundation.net/vietnam/language/pdf fonts/ww
w/all2.php ->  hxxp.//www.profili-benton.si/templates/beez/1.php ->

hxxp.//www3.0mq97dnclOenuzc91.4pu.com (95.141.42.88) ->
hxxp://www1.vjg169261b4d0.4pu.com/i.html  (66.199.250.147) ->
hxxp://www1.vjqg169261b4d0.4pu.com/nnnnvdd.html ->
hxxp://www1.vjq1b9261b4d0.4pu.com/pdfx.html ->
hxxp://www1.vjq1b9261b4d0.4pu.com/qopne.html ->

hxxp://www1.vjq1b9261b4d0.4pu.com/fnts.html

hxxp.//www.cibonline.org/cache/mod_poll/7c7478fde2f89a23.php -
>

hxxp://www.haphuongfoundation.net/vietnam/language/pdf_fonts/ww
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w/all2.php ->  hxxp.//www.profili-benton.si/templates/beez/1.php ->
hxxp.//www3.0mq97dnclOenuzc91.4pu.com (109.201.135.20) ->
hxxp.//www1.u7dtn91y8y09.4pu.com/i.html ->
hxxp://www1.u7dtn91y8y09.4pu.com/iexp.html ->

hxxp.//www1.u7dtn91y8y09.4pu.com/imnyhsr.html
hxxp.//www.cibonline.org/cache/mod_poll/7c7478fde2f89a23.php -
>

hxxp.//www.haphuongfoundation.net/vietnam/language/pdf fonts/ww
w/all2.php -> hxxp://profili-benton.si/templates/beez/1.php  ->

hxxp://www3.e96s0ttcl.4pu.com (109.201.135.20) ->
hxxp://www1.thh3ssp6.4pu.com/i.html ->
hxxp.//www1.thh3ssp6.4pu.com/nnnnvdd.html| ->
hxxp.//www1.thh3ssp6.4pu.com/pdfx.html ->
hxxp://www1.thh3ssp6.4pu.com/qopne.html ->

hxxp.//www1.thh3ssp6.4pu.com/Oa8aqgdg7qedig.swf

Sample detection rate for the served client-side exploits:
MDS5: 3b141482d57aa716c8686b388fcbc8f3 — detected by 5 out of
47 antivirus scanners as Exploit:Win32/Pdfjsc. AKB
MDS5: 4d522a24c91b2f9b757ab81118f56447 — detected by 5 out of
47 antivirus scanners as Exploit.Win32.CVE-2011-3402.a
MD5: cee8493b53394a2b58228b829f2af25e — detected by 5 out of
47 antivirus scanners as Exploit:Win32/Pdfjsc.AKB
MD5: 1b61c150176f0ab076f8befb46cfc3ce — detected by 4 out of
47 antivirus scanners as Exploit:SWF/Salama.F

Responding to (66.199.250.147) are also the following
malicious domain, part of the campaing’s infrastructure:
hxxp://www1.2fmjnfw8yl.4pu.com
hxxp://lwww1.b2454890kr8x5j2a0.4pu.com
hxxp://www1.c5laimisz83pc4.4pu.com
hxxp://lwww1.cg86g6670v8866.4pu.com
hxxp://www1.d23v9rkj.4pu.com
hxxp://www1.e0ypzxcl2g.4pu.com
hxxp://www1.e0zz7py279t37.4pu.com
hxxp://www1.e3upj5djor1ff8.4pu.com
hxxp://www1.eoyuwo33xk08zk6a6.4pu.com
hxxp://www1.g3qovry50502d1g8.4pu.com
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https://www.virustotal.com/en/file/f03338c6b57e310c3f3ca9481d64f8539188d3852f547eef12d02b848f7825a8/analysis/1383781256/
https://www.virustotal.com/en/file/0bbe25bea0a6166b3fa996bf0c284df177aa2ddc6bb768694884cad636c07848/analysis/1383836739/
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hxxp://www1.h3x48xalmvan55.4pu.com
hxxp://www1.j-9x9quv8Irdgicyf4.4pu.com
hxxp://www1.j9jw1i00r74893.4pu.com
hxxp://www1.js9fow2qc23vir9m-2.4pu.com
hxxp://www1.k3s7v5h96w4m9rm17.4pu.com
hxxp://www1.k5t56t08.4pu.com
hxxp://www1.Kjrca9kozgygi2.4pu.com
hxxp://www1.lIr615xyv4nedev2s2.4pu.com
hxxp://www1.m-t439plolgh9rg3x8.4pu.com
hxxp://www1.mwqfes56.4pu.com

Responding to (109.201.135.20) are also
malicious domain, part of the campaing’s
10qaswedrfgthsth47.4pu.com
2fmjnfw8yl.4pu.com
4gpf37.4pu.com
24r23rfe23.4pu.com
54y5h56yh.4pu.com
6gaswedrfgthsth46.4pu.com
789568gh48fjh34.4pu.com
8mbSw180sfs.4pu.com
980l8loldd.4pu.com
a-1lj8fexbrqilv.Iflink.com
a1990zb9gpvairco9.4pu.com
abfeb5t76kp7xzcht.Iflink.com
a8eb8spt8sp02.Iflink.com
aaagxmid11pp-7.4pu.com
ae8wO0olox4.4pu.com
ao83szty36u9x-9.Iflink.com
auh40nk2.4pu.com
b-8720elxb.4pu.com
b-8gkw4gs.Iflink.com
b-9s7rtwq9j.4pu.com

the following
infrastructure:

Webroot SecureAnywhere users are proactively protected from

these threats.
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Web site of Brazilian 'Prefeitura Municipal de
Jaqueira' compromised, leads to fake Adobe
Flash player - Webroot Blog
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Our sensors just picked up an interesting Web site infection that’s
primarily targeting Brazilian users. It appears that the Web site of the
Brazilian Jaqueira prefecture has been compromised, and is
exposing users to a localized (to Portuguese) Web page enticing
them into installing a malicious version of Adobe’s Flash player. Not
surprisingly, we've also managed to identify approximately 63 more
Brazilian Web sites that are victims to the same infection.

Sample screenshot of the landing page serving the localized
Adobe Flash Player:

Sample screenshot of the embedded redirector at a sample
compromised Web site:

Sample affected Web site: jaqueira.pe.gov.br

Landing malicious URL: 79.96.179.237/br/flashplayer

Detection rates for the served malware: MDS5:
cdb0ae783f66d37883f0431c6dd18954 — detected by 18 out of 47
antivirus scanners as TrojanSpy:Win32/Banker.AJP

MD5: 7dad87060db280e866b75970757dd462 — detected by 29 out
of 48 antivirus scanners as Trojan-Downloader.VBS.Agent.agm

Webroot SecureAnywhere users are proactively protected from
these threats.

About the Author
Blog_Staff

The Webroot blog offers expert insights and analysis into the latest
cybersecurity trends. Whether you’re a home or business user, we're
dedicated to giving you the awareness and knowledge needed to
stay ahead of today’s cyber threats.

facebook linkedin twitter



http://www.facebook.com/sharer.php?u=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2013%2F11%2F12%2Fweb-site-brazilian-prefeitura-municipal-de-jaqueira-compromised-leads-fake-adobe-flash-player%2F&t=Web%20site%20of%20Brazilian%20%E2%80%98Prefeitura%20Municipal%20de%20Jaqueira%E2%80%99%20compromised%2C%20leads%20to%20fake%20Adobe%20Flash%20player
http://www.linkedin.com/shareArticle?mini=true&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2013%2F11%2F12%2Fweb-site-brazilian-prefeitura-municipal-de-jaqueira-compromised-leads-fake-adobe-flash-player%2F&title=Web%20site%20of%20Brazilian%20%E2%80%98Prefeitura%20Municipal%20de%20Jaqueira%E2%80%99%20compromised%2C%20leads%20to%20fake%20Adobe%20Flash%20player
http://twitter.com/share?text=Web%20site%20of%20Brazilian%20%E2%80%98Prefeitura%20Municipal%20de%20Jaqueira%E2%80%99%20compromised%2C%20leads%20to%20fake%20Adobe%20Flash%20player&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2013%2F11%2F12%2Fweb-site-brazilian-prefeitura-municipal-de-jaqueira-compromised-leads-fake-adobe-flash-player%2F&via=Webroot
https://www.virustotal.com/en/file/906c30cf5403d56ac71f25896f21bcb96278e1f2c155c7166d77c45e39c33133/analysis/
https://www.virustotal.com/en/file/ffb335b30a7da15dd8ec0636ff20f4912c53da1cea60d2ee4419d5d58db5af11/analysis/
https://www.webroot.com/us/en/home/products/complete
https://www.webroot.com/blog/author/webroot-blog-staff/
http://www.facebook.com/sharer.php?u=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2013%2F11%2F12%2Fweb-site-brazilian-prefeitura-municipal-de-jaqueira-compromised-leads-fake-adobe-flash-player%2F&t=Web%20site%20of%20Brazilian%20%E2%80%98Prefeitura%20Municipal%20de%20Jaqueira%E2%80%99%20compromised%2C%20leads%20to%20fake%20Adobe%20Flash%20player
http://www.linkedin.com/shareArticle?mini=true&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2013%2F11%2F12%2Fweb-site-brazilian-prefeitura-municipal-de-jaqueira-compromised-leads-fake-adobe-flash-player%2F&title=Web%20site%20of%20Brazilian%20%E2%80%98Prefeitura%20Municipal%20de%20Jaqueira%E2%80%99%20compromised%2C%20leads%20to%20fake%20Adobe%20Flash%20player
http://twitter.com/share?text=Web%20site%20of%20Brazilian%20%E2%80%98Prefeitura%20Municipal%20de%20Jaqueira%E2%80%99%20compromised%2C%20leads%20to%20fake%20Adobe%20Flash%20player&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2013%2F11%2F12%2Fweb-site-brazilian-prefeitura-municipal-de-jaqueira-compromised-leads-fake-adobe-flash-player%2F&via=Webroot

Popular French torrent portal tricks users
into installing the
BubbleDock/Downware/DownloadWare PUA
(Potentially Unwanted Application) - Webroot
Blog

facebook linkedin twitter

A typical campaign attempting to trick users into installing
Potentially Unwanted Software (PUA)_, would usually consist of a
single social engineering vector, which on the majority of cases
would represent something in the lines of a catchy “Play
Now/Missing Video Plugin” type of advertisement. Not the one we’ll
discuss in this blog post. Relying on deceptive “visual social
engineering” practices, a popular French torrent portal is knowingly
— the actual directory structure explicitly says [/fakeplayer —
enticing users into installing the
BubbleDock/Downware/DownloadWare PUA. What kind of social
engineering tactics is the portal relying on? Let’s find out.

Sample screenshot of the fake and localized to French
“Missing Plugin” presented on the top of the page:

As you can see in the attached screenshot, the portal attempts to
convince the user that he/she is missing a plugin required to display
the content. Once users attempt to download it by clicking on the
link, they’re automatically exposed to the executable hosted within
One Install's affiliate based type of revenue sharing platform.

Sample screenshots of the fake WebPlugin video window:

The second “visual social engineering” vector relies on the
ubiquitous for such type of social engineering campaigns, “Install the
WebPlayer plugin” type of fake flash content.

PUA located at: download.oneinstaller.com/installer/?
lid=270&nsoft=14 (affiliate network participant at the One Install
network)
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Detection rate for the PUA: MD5:
14de165a402ea6e13282c1195¢c24290f — detected by 8 out of 47

antivirus scanners as NSIS:Adware-KQ [PUP];
Adware.Downware.1265; Win32/AdWare.DownloadWare.l;
BubbleDock (fs)

Once executed, the sample phones back to the following
domains, where it not just obtains the legitimate Adobe Flash
Player, but also, drops additional PUAs on the hosts of socially
engineered users: stats.oinst.com — 93.189.35.66
cdninst.com — 109.70.132.26
app.updatesafe.net — 46.232.206.17
ads.oneinstaller.com — 93.189.35.51
media.oneinstaller.com — 109.70.132.26
d.delivery49.com — 166.78.35.128
install.xaven.info — 70.186.131.70
wpc.0952.edgecastcdn.net — 68.232.34.163
hxxp://www.808116.com — 50.97.129.8
ajax.googleapis.com — 74.125.136.95
cdn.delivery49.com — 77.67.4.16
counter.d.delivery49.com — 54.243.81.17
media.vitjvitj.com — 93.189.32.145
hxxp://www.uplstatsone.com — 93.189.33.84
hxxp://lwww.282208.com — 174.36.200.167
stats.srvmystats.com — 176.32.99.220
csc3-2010-crl.verisign.com — 23.36.149.163
get.adobe.com — 192.150.16.58
www.googletagservices.com — 74.125.136.156
partner.googleadservices.com — 74.125.136.156
pubads.g.doubleclick.net — 74.125.136.154
pagead2.googlesyndication.com — 74.125.136.154
crl.verisign.com — 23.36.149.163
www.adobetag.com — 23.66.241.169
dimping2.adobe.com — 88.221.216.105
stats.adobe.com — 66.117.29.34

Sample screenshots of the installation:
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It also downloads and installs the following related Potentially
Unwanted Applications (PUASs):
cdninst.com/offers/Mobogenie/Mobogenie.exe — MD5:
a99dac9961a6ea4b50009e6485badb19 — detected by 1 out of 46
antivirus scanners as Trojan.Win32.Generic!SB.0
cdninst.com/offers/VV9/Qone8.exe MDS5:
f06c4455¢c740b192fd37cee9501327f2 — detected by 19 out of 47
antivirus scanners as Trojan.Win32.StartPage.choy; Elex Installer
(fs)
cdninst.com/offers/SoftwareUpdater/SoftwareUpdater.exe — MDS5:
80c3202212cef845931452fede347ee1 — detected by 22 out of 46
antivirus scanners as Trojan-Downloader.Win32.Genome.ffcs;
PUP.Optional.Onekit.A
cdninst.com/offers/QuickShare/QuickShare.exe — MD5:
e6f281b58cf026716a66098189595bc4 — detected by 4 out of 46
antivirus scanners as Adware.Win32.Linkury.83;
PUP.Optional.QuickShare.A
cdninst.com/offers/Okitspace/Okitspace.exe — MD5:
2c908d624618f70304574f56c6dd73e6 23 out of 47 antivirus
scanners as Trojan.Win32.MSIL.BrowserProtectlU.A
cdninst.com/offers/Diamonddata/Xaven.exe - MD5:
fedad72d67c0c4cf7dcf1401a1421bf3 — detected by 5 out of 47
antivirus scanners as Win32/BrowseFox.C
app.updatesafe.net/u/v122/TubeSing 1060-2015 v122.exe — MDS5:
c074d4c0bde7e63d5f2330d7b0c4fd36 — detected by 3 out of 47
antivirus scanners as Trojan.Crossrider.10; PUP.Optional. Tubesing

Webroot SecureAnywhere users are proactively protected from
these PUAs.

About the Author
Blog_Staff

The Webroot blog offers expert insights and analysis into the latest
cybersecurity trends. Whether you're a home or business user, we'’re
dedicated to giving you the awareness and knowledge needed to
stay ahead of today’s cyber threats.
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Low Quality Assurance (QA) iframe
campaign linked to May's Indian government
Web site compromise spotted in the wild -
Webroot Blog
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We've intercepted a currently trending malicious iframe campaign,
affecting hundreds of legitimate Web sites, that’s interestingly part of
the very same infrastructure from May,_2013’s analysis of the
compromise of an Indian government Web site . The good news?
Not only have we got you proactively covered, but also, the iframe
domain is currently redirecting to a client-side exploit serving URL
that's offline. Let's provide some actionable intelligence on the
malicious activity that is known to have originated from the same
iframe campaign in the past month, indicating that the
cybercriminal(s) behind it are actively multi-tasking on multiple fronts.

iframe URL: karenbrowntx.com — 98.124.198.1

Client-side exploits serving redirector:
hxxp://wwZ2.taylorgram.com/main.php?page=3081100e9fdaf127  —
known to have responded to 31.171.133.163 and most recently to
184.168.221.20

The same URL is also known to have been dropping malicious
software on the hosts of affected PCs on 2012-06-12, in particular
MDS5: 923324a0282dd92c383f8043cec96d2d

Known to have responded to the same IP (98.124.198.1) are
also the following malicious domains: 0OOridgeroad.com
0703fdsf.info
O9woman.com
100chaparralbv.com
100chaparralbvmartensville.com
10269ruefrederick-olmsted.com
1066sunrisedrive.com
1069colquittavenue.com
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110010thavregina.com
1127alexandria.com
1143gladstone.com
114rmerganser.com
1176andrade.com
1180englishtownrd.com
11910route28.com
120-waterstone.com
120riverbank.com
121stationstreet.com
1266mainst.com
1397goyeaudsale.com

We’re also aware of the following malicious MD5s that have
used the same IP as C&C server during October, 2013: MD5:
b26c30b512471590cfd2481bceea1b86

MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:

6e4d7c9e1d935b18340064cabe60ee59
d0a76dd2bb62c54791a90453884aaeb4
5c4b38b7e7bba69eafca7508dea8a940
5b057c5838794fe7314eadbcb8ab7a08
b17279f38e0c2ab76ed6ef929385bd6b
d5bd9375e2693f5d6f48653¢c5d98960c¢
d181371ce3456363c0ae9628e0366569
1e5eca486655233da67081d495e599d2
dfe79429195841e8819e845535220ac7
ad48514853d7a07f61b21a7729f2256d

Known to have responded to the same IP (184.168.221.20) are
also the following malicious domains: 100crowns.net
12inchskinz.com
17tidalshore.com
1800truckad.com
1pel.com
2000golfcart.com
2013snipefd.com
2174saturn.com
24498pescadero.com
2951central306.info
2getloan.net



30minutesaweek.us
365ing.com
3psillc.com
400kmmm.com
40hourmonth.com
4159alameda.info
4kpublisher.com
4kx2k.org
6005nkimball402.info

We’re also aware of the following malicious MD5s that have
phoned back to the same IP: MD5:
1776790a93debcdb273c4d43e751eab0
MD5: f7a6f099db2e38ddfefd33700e413477
MD5: f4a56¢cc617de5a502¢89ad616d90239¢
MD5: fOeabbacdc21c909ae253dc028ac3b81
MD5: ef35106¢c249da0b44b11e514b7279c0a
MD5: e8dad0602a29670397c4d12ee14¢c11d0
MD5: e6¢cfa22910624ed26e1269a88cfa21ea
MD5: e6b79746a444b1ad3d6c006f812¢c756e
MD5: e4fbe5f7471acdba51f8e78c66e62f06
MD5: e2995b8ce1ec3ac62c72dd5a6a76e992
MD5: dc292733ea7a3e22edd86091a1f25a90
MD5: d3b802d899fe7abbe78f90e1526590a4
MD5: d3c02d615e3996def378956b24363e51
MD5: d2f98464214fca25e0e2892192642171
MD5: d282ef4d97993dae7¢c131fe654ca5466

Webroot SecureAnywhere users are proactively protected from
this threats.

About the Author
Blog_Staff

The Webroot blog offers expert insights and analysis into the latest
cybersecurity trends. Whether you’re a home or business user, we're
dedicated to giving you the awareness and knowledge needed to
stay ahead of today’s cyber threats.
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Source code for proprietary spam bot
offered for sale, acts as force multiplier for
cybercrime-friendly activity - Webroot Blog
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In a professional cybercrime ecosystem, largely resembling that of
a legitimate economy, market participants constantly strive to
optimize their campaigns, achieve stolen assets liquidity, and most
importantly, aim to reach a degree of efficiency that would help them
gain market share. Thus, help them secure multiple revenue
streams. Despite the increased transparency on the Russian/Easter
European underground market — largely thanks to improved social
networking courtesy of the reputation-aware cybercriminals wanting
to establish themselves as serious vendors — certain newly joining
vendors continue being a victim of their market-irrelevant ‘biased
exclusiveness’ in terms of the unique value propositon (UVP)
presented to the community members. Moreover, in combination
with the over-supply of DIY malware/botnet generating_tools , next
to the release of leaked/cracked source code, positions them in a
situation where they can no longer command the high prices for their
products/service, like they once did. That's mainly because the
competition is so fierce, that it inevitably results in the
commodinitization of these underground market items.

What happens when this commoditization takes place? What
are cybercriminals doing with the leaked/cracked source code for
sophisticated malware/botnet generating tools? Why would a
cybercriminal purposely offer the source code of his malware
‘release’ for sale, especially given that he can continue enjoying its
proprietary nature, meaning, a supposedly lower detection rate?
Let’s discuss these scenarios through the prism of a recently offered
source code of a proprietary spam bot written in Delphi. The bot
relies primarily on compromised/automatically registered email
accounts as the primary propagation vector for upcoming (malicious)
Spam campaigns.
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Sample screenshots of the administration panel of the spam
bot, relying on compromised Web shells as C&Cs:

According to the seller of this spam bot, the actual binary is around
56kb in size, and the C&C is PHP/MySQL based. The seller also
offers his personal advice, which is to consider relying on
compromised Web shells for accessing the command and control
infrastructure. The price? $300. A logical question emerges — why
would a cybercriminal who’s apparently already making money from
his custom coded spam bot, be selling its source code, rather than
continuing to operate beneath the radar? Three possibilities — noise
generation, exit strategy, or underground multitasking in action since
the seller didn’t mention that he’s selling one copy of the source
code, exclusively, to the first potential buyer. Noise generation can
be best described as a strategy used by cybercriminals to draw
attention away from an initial malicious ‘release’. The idea is to avoid
the attention of the security industry/law enforcement, who’d now
have to pay attention to copycats that would emerge through
tweaking and modifying the original source code. Although not
necessarily feasible in a greed dominated cybercrime ecosystem, an
exit strategy may result in the seller offering unlimited access to the
source code to multiple parties, in an attempt to exit the market
segment, while still securing a revenue stream for himself. The
multitasking scenario is a variation of the noise generation strategy,
where the seller of the source code will continue improving and using
it, in between selling access to others so that they can do the same.

Consider going through the following research/posts on the
topic of source code and malicious software:

New ZeuS source code based rootkit available for purchase on the
underground market Self-propagating_ ZeuS-based  source
code/binaries offered for sale Managed ‘Russian ransomware’ as a
service spotted in the wild SMS Ransomware Source Code Now
Offered for Sale 6th SMS Ransomware Variant Offered for Sale 5th
SMS Ransomware Variant Offered for Sale 4th SMS Ransomware
Variant Offered for Sale 3rd SMS Ransomware Variant Offered for
Sale



https://www.webroot.com/blog/2013/08/02/new-hacked-shells-as-a-service-empowers-cybercriminals-with-access-to-high-page-rank-ed-web-sites/
https://www.webroot.com/blog/2013/03/14/new-zeus-source-code-based-rootkit-available-for-purchase-on-the-underground-market/
https://www.webroot.com/blog/2013/06/27/self-propagating-zeus-based-source-codebinaries-offered-for-sale/
https://www.webroot.com/blog/2013/04/30/managed-russian-ransomware-as-a-service-spotted-in-the-wild/
http://ddanchev.blogspot.com/2009/05/sms-ransomware-source-code-now-offered.html
http://ddanchev.blogspot.com/2009/08/6th-sms-ransomware-variant-offered-for.html
http://ddanchev.blogspot.com/2009/07/5th-sms-ransomware-variant-offered-for.html
http://ddanchev.blogspot.com/2009/07/4th-sms-ransomware-variant-offered-for.html
http://ddanchev.blogspot.com/2009/05/3rd-sms-ransomware-variant-offered-for.html

The bottom line? We expect that the Russian/Eastern European
underground marketplace would continue to dynamically evolve in
terms of Quality Assurance, localization, cybercrime-as-a-service
type of managed propositions, and overall, stick the well proven
efficiency-oriented mentality that's driving everyone’s business
models.
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New vendor of '‘professional DDoS for hire
service' spotted in the wild - Webroot Blog

facebook linkedin twitter

In a_series of blog_posts , we've highlighted the emergence of
easy to use, publicly obtainable, cracked or leaked, DIY (Do It
Yourself) DDoS (Distributed Denial of Service ) attack tools. These
services empower novice cybercriminals with easy to use tools,
enabling them to monetize in the form of ‘vendor’ type propositions
for DDoS for hire services. Not surprisingly, we continue to observe
the growth of this emerging (international) market segment, with its
participants continuing to professionalize, while pitching their
services to virtually anyone who’s willing to pay for them. However,
among the most common differences between the international
underground marketplace and, for instance, the Russian/Easter
European one, remain the OPSEC (Operational Security) applied —
if any — by the market participants knowingly or unknowingly
realizing its potential as key differentiation factor for their own market
propositions.

Case in point, yet another newly launched DDoS for hire service,
that despite the fact that it's pitching itself as anonymity and privacy
aware, is failing to differentiate its unique value proposition (UVP) in
terms of OPSEC.

Sample screenshot of the landing page:

Let’s discuss the (business) interaction that most commonly takes
place between a buyer and seller of such type of services. On the
majority of occasions, thanks to the fact that the vendor seeks to
efficiently supply what the market demands, basic OPSEC rules,
ones sometimes visible in Russian/Eastern European providers, are
ignored. For instance, the service we're discussing in this post not
only has its site publicly searchable, it also features a YouTube
advertisement. Combined with the fact that it's also soliciting
customer inquiries through a GMail account — no public PGP key
offered — results in a situation where a potential customer would
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think twice before contacting the vendor. Moreover, these
(international) underground market propositions usually tend to
acquire less technically sophisticated customers who’d often seek
their assistance in taking down a gaming server, or not surprisingly,
launch a Denial of Service attack against a “friend’s” Internet
connection. In comparison, the Russian/Eastern European vendors
would usually prefer to stay beneath the radar, and will vet potential
customers based on multiple factors — that includes the actual
target — before launching an attack on their behalf.

Not surprisingly, we're also aware of several malicious MD5s that
are known to have been downloaded from the same IP that’s known
to have once responded to the service’s domain:

MD5: a7298ee33c26¢c21f4f179e4c949¢c817e
MD5: a315bbe9a50271832112cc3172a9ecbc
MD5: 571950ec60be81e033f8b516¢7230dfe

We expect to continue observing an increase in such types of
‘DDoS for hire’ propositions, largely thanks to the ease of obtaining
the necessary tools required to convert a botnet into a vendor-
oriented type of underground market service, and will continue to
monitor this market segment.
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Cybercriminals differentiate their ‘access to
compromised PCs' service proposition,
emphasize on the prevalence of ‘female bot
slaves' - Webroot Blog

facebook linkedin twitter

From Bitcoin accepting_services offering access to compromised
malware infected hosts and vertical integration to occupy a larger
market share , to services charging based on malware executions
, we’ve seen multiple attempts by novice cybercriminals to introduce
unique value propositions (UVP). These are centered on
differentiating their offering in an over-supplied cybercrime-friendly
market segment. And that’s just for starters. A newly launched
service is offering access to malware infecting hosts, DDoS for
hire/on demand, as well as crypting malware before the campaign
is launched. All in an effort to differentiate its unique value
proposition not only by vertically integrating, but also emphasizing on
the prevalence of ‘female bot slaves’ with webcams.

Sample screenshot of the cybercriminal’s underground
market proposition showcasing some of the “inventory”:

Here’s a breakdown of the prices. A 100 bots that will also get
resold to the next prospective buyer are offered for $5. A rather
surprising monetization approach, given that once a cybercriminal
gets access to a host, the first thing he’d usually do, is to remove
competing malware from it. The novice cybercriminal is also offering
100 bots that will not be resold to anyone but the original buyer for
$7. Moreover, 300 bots converted directly to malware infected hosts
through an exploit kit are offered for $35, followed by the option
offered as a separate service, namely, to obfuscate the actual
malware for $3 per sample using a public crypter, and $5 using a
private one. The boutique cybercrime-friendly shop is also offering
DDoS for hire/on demand service, with the prices starting from $2 for
one hour of DDoS attack. What we've got here is a very good
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example of UVP-aware novice cybercriminal, that’'s basically having
hard time trying to pitch commoditized underground market assets.

The novice cybercriminal’'s attempt to monetize his fraudulently
obtained underground market assets are worth discussing in the
broader context of today’s mature cybercrime ecosystem. In
particular, the emergence of propositions pitched by novice
cybercriminals, who'd monetize virtually anything that can be
monetized, including commoditzed goods and services, at least in
the eyes of sophisticated attackers. This ongoing lowering of the
entry barriers into the world of cybercrime, inevitably results in in the
acquisition of capabilities and know-how which was once reserved
exclusively to sophisticated attackers.

We expect to continue observing an increase of (international)
underground marketplace proposition pitched by novice
cybercriminals, to fellow novice cybercriminals, largely thanks to the
general availability of leaked/cracked/public malware/botnet
generating tools and Kkits.
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Google-dorks based mass Web site
hacking/SQL injecting tool helps facilitate
malicious online activity - Webroot Blog
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Among the most common misconceptions regarding the
exploitation (hacking)_of Web sites , is that no one would
exclusively target *your® Web site, given that the there are so many
high profile Web sites to hack into. In reality though, thanks to the
public/commercial availability of tools relying_ on the
exploitation of remote Web application vulnerabilities
the insecurely configured Web sites/forums/blogs , as well as the
millions of malware-infected hosts internationally, virtually every Web
site that’s online automatically becomes a potential target. They also
act as a driving force the ongoing data mining to accounting data to
be later on added to some of the market leading_malicious iFrame
embedding_ platforms .

Let’s take a look at a DIY (do it yourself)_type of mass Web site
hacking tool, to showcase just how easy it is to efficiently
compromise tens of thousands of Web sites that have been indexed
by the World’s most popular search engine.

Sample screenshots of the DIY mass Web site hacking/SQL
injecting tool based on the Google Dorks concept:

The proxy (compromised malware infected hosts ) supporting
tool has been purposely designed to allow automatic mass Web
sites reconnaissance for the purpose of launching SQL injection
attacks against those Web sites that are vulnerable to this common
flaw. Once a compromise takes place, the attacker is in a perfect
position to inject malicious scripts on the affected sites, potentially
exposing their users to malicious client-side exploits serving attacks.
Moreover, as we've seen, the same approach can be used in a
combination with privilege escalation tactics that could eventually
‘convert” the compromised host as part of an anonymous,
cybercrime-friendly proxy network, as well act as a hosting provider



http://www.facebook.com/sharer.php?u=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2013%2F11%2F01%2Fpeek-inside-google-dorks-based-mass-sql-injecting-tool%2F&t=Google-dorks%20based%20mass%20Web%20site%20hacking%2FSQL%20injecting%20tool%20helps%20facilitate%20malicious%20online%20activity
http://www.linkedin.com/shareArticle?mini=true&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2013%2F11%2F01%2Fpeek-inside-google-dorks-based-mass-sql-injecting-tool%2F&title=Google-dorks%20based%20mass%20Web%20site%20hacking%2FSQL%20injecting%20tool%20helps%20facilitate%20malicious%20online%20activity
http://twitter.com/share?text=Google-dorks%20based%20mass%20Web%20site%20hacking%2FSQL%20injecting%20tool%20helps%20facilitate%20malicious%20online%20activity&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2013%2F11%2F01%2Fpeek-inside-google-dorks-based-mass-sql-injecting-tool%2F&via=Webroot
https://www.webroot.com/blog/2013/09/24/cybercriminals-experiment-android-based-sql-injecting-python-based-releases/
https://www.webroot.com/blog/2013/05/06/new-version-of-diy-google-dorks-based-mass-website-hacking-tool-spotted-in-the-wild/
https://www.webroot.com/blog/2013/07/17/new-commercially-available-web-based-wordpressjoomla-brute-forcing-tool-spotted-in-the-wild/
https://www.webroot.com/blog/2013/06/03/compromised-ftpssh-account-privilege-escalating-mass-iframe-embedding-platform-released-on-the-underground-marketplace/
https://www.webroot.com/blog/tag/diy/
https://www.webroot.com/blog/tag/socks4/

for related malicious of fraudulent content like malware or phishing
pages. With the list of opportunities a cybercriminal could capitalize
on being proportional with their degree of maliciousness or plain
simple greed, Web site owners are advised to periodically monitor
their site’s reputation by taking advantage of managed Web
application vulnerabilities scanning services, or through Google’s
SafeBrowsing..

We expect to continue observing such DIY efficiency-oriented
underground market releases, with the logical transformation of DIY
type of products, to actual managed services launched primarily by
novice cybercriminals, either enjoying a lack of market transparency
through biased exclusiveness of their proposition, or through
propositions aimed at novice cybercriminals who wouldn’t have
access to such tools.
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Deceptive ads lead to the SpyAlertApp PUA
(Potentially Unwanted Application) - Webroot
Blog
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Whenever a user gets socially engineered, they unknowingly
undermine the confidentiality and integrity of their system, as well as
any proactive protection they have in place, in exchange for quick
gratification or whatever it is they are seeking. This is exactly how
unethical companies entice unsuspecting victims to download their
new “unheard of” applications. They promise users the moon, and
only ask in return that users install a basic free application. Case in
point, our sensors picked up yet another deceptive ad campaign that
entices users into installing privacy violating applications, most
commonly known as PUAs or Potentially Unwanted Applications .

Sample screenshots of the landing page:
Landing URL: spyalertapp.com

Detection rate for the SpyAlertApp PUA: MDS5:
183cf05e8846a18dab9850ce696¢c3bf3 — detected by 4 out of 47
antivirus scanners as Win32/ExFriendAlert.B; SearchDonkey (fs)

Once executed, it phones back to 66.135.34.182 and
66.135.34.181

The following PUA domains are also known to have
responded to the same IPs: |.cloud-canvas.com
|.getsecureweb.com
|.hitthelightsapp.com
l.infoseekerapp.com
|.moviemodeapp.com
|.provideodownloader.com
|.recordcheckerapp.com
|.searchdonkeyapp.com
|.spyalertapp.com
|.spyguardapp.com
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|.spylookoutapp.com
|.tubedimmerapp.com
l.unfriendapp.com
|.webshieldonline.com

The following PUA MD5s are known to have phoned back to
these IPs: MD5: 5a4202e570997e6740169baac0d231cb
MD5: d461ced9efbba91fcOf672b4283ec9ce
MD5: 739974dc2cba93e265b8a4e3015f389d
MD5: a2abbbafbc74c0ee26b2d7cc57050033
MD5: 0c4b84ef70ea55fbadcd20c85e5df888
MD5: 1821d0ff30a9840db1a1be3133cee77f
MD5: 71a8639f45706cc034c37e39443774da
MD5: 9f08e58f38744753921090ee28eb3277
MD5: 8e2a368e139e81ae779e39304d03fb79
MD5: 2a65db19303587722aad675485f33ab4
MD5: 5a7751c7fb62bed7fafebbae36b29d8f
MD5: b1598ddaa466ae8c5ed7727fe8bf9bba
MD5: b960fcc346da8a64d969932fe993ed76
MD5: 32c0863bcb2543a55436ecd5bc1df462
MD5: 0f358896ee2bf4507a07ff971b7bc749
MD5: 82aad768bf3609f700947c689f024d9a
MD5: 2f1101cc2¢c834b4e404389fb14b43fd2
MD5: 0e76ffda3480511dbc9dda95b18d1c1b
MD5: ed6d97129f713a174d60eb10d5db0992
MD5: 126¢fOcfe5f1da0106dfffoce9cb7041
MD5: 84d31aaf279¢c57a0d2886639d7468ec5
MD5: 6b4e76e4655592d06828e0a932f260d5
MD5: e86¢7ae3bae035e9cdd2a71db1cOfbea

Want to known who'’s tracking your online activities? We advise
you to give Mozilla’s Lightbeam , a try.

Webroot SecureAnywhere users are proactively protected from
these PUAs.

About the Author
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The Webroot blog offers expert insights and analysis into the latest
cybersecurity trends. Whether you're a home or business user, we'’re


http://www.mozilla.org/en-US/lightbeam/
https://www.webroot.com/us/en/home/products/complete
https://www.webroot.com/blog/author/webroot-blog-staff/

dedicated to giving you the awareness and knowledge needed to
stay ahead of today’s cyber threats.

facebook linkedin twitter



http://www.facebook.com/sharer.php?u=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2013%2F11%2F01%2Fdeceptive-ads-lead-spyalertapp-pua-potentially-unwanted-application%2F&t=Deceptive%20ads%20lead%20to%20the%20SpyAlertApp%20PUA%20%28Potentially%20Unwanted%20Application%29
http://www.linkedin.com/shareArticle?mini=true&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2013%2F11%2F01%2Fdeceptive-ads-lead-spyalertapp-pua-potentially-unwanted-application%2F&title=Deceptive%20ads%20lead%20to%20the%20SpyAlertApp%20PUA%20%28Potentially%20Unwanted%20Application%29
http://twitter.com/share?text=Deceptive%20ads%20lead%20to%20the%20SpyAlertApp%20PUA%20%28Potentially%20Unwanted%20Application%29&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2013%2F11%2F01%2Fdeceptive-ads-lead-spyalertapp-pua-potentially-unwanted-application%2F&via=Webroot

Fake WhatsApp 'Voice Message Notification'
Emails Lead To Malware | Webroot
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WhatsApp users, watch out! The cybercriminal(s) behind the most
recently profiled campaigns impersonating T-Mobile , and Sky_,
have just launched yet another malicious spam campaign, this time
targeting WhatsApp users with fake “Voice Message Notification/1
New Voicemail” themed emails. Once unsuspecting users execute
the fake voice mail attachment, their PCs will attempt to drop
additional malware on the hosts. The good news? We've got you
(proactively) covered.

Sample screenshot of the spamvertised email:

Detection rate for the malicious attachment:
MD5: 0458a01e42544eacf00e6f2b39b788e0 — detected by 31 out
of 48 antivirus scanners as Trojan.Win32.Sharik.ghd

Once executed, the sample creates the following Registry
Keys on the affected hosts:
HKEY LOCAL_MACHINE\SOFTWARE\Classes\.sewwe
HKEY_ LOCAL_MACHINE\SOFTWARE\Classes\.sewwe\ShellNew
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\S6.Document
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\S6.Document\Defa
ulticon
HKEY_ _LOCAL_MACHINE\SOFTWARE\Classes\S6.Document\shell
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\S6.Document\shell\
open
HKEY LOCAL_MACHINE\SOFTWARE\Classes\S6.Document\shell\
open\command
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\S6.Document\shell\
print
HKEY_ LOCAL_MACHINE\SOFTWARE\Classes\S6.Document\shell\
printicommand
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\S6.Document\shell\
printto
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HKEY_LOCAL_MACHINE\SOFTWARE\Classes\S6.Document\shell\
printto\command

HKEY CURRENT_USER\Software\Local AppWizard-Generated
Applications

HKEY_ CURRENT_USER\Software\Local AppWizard-Generated
Applications\S6

HKEY CURRENT_ USER\Software\Local AppWizard-Generated
Applications\S6\Settings

It then attempts to download additional malware from the well
known C&C server at networksecurityx.hopto.org

Webroot SecureAnywhere users are proactively protected from
this threat.
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Cybercriminals release new commercially
available Android/BlackBerry supporting
mobile malware bot - Webroot Blog

facebook linkedin twitter

Thanks to the growing adoption of mobile banking_, in
combination with the utilization of mobile devices to conduct
financial transactions , opportunistic cybercriminals are quickly
capitalizing on this emerging market segment. Made evident by the
release of Android/BlackBerry compatible mobile malware bots.
This site is empowering potential cybercriminals with the necessary
‘know-how’ when it comes to ‘cashing out’ compromised accounts of
E-banking victims who have opted-in to receive SMS
notifications/phone verification, whenever a particular set of financial
events take place on their bank accounts.

A new commercially available Android , BlackBerry (work in
progress) — supporting mobile malware bot is being pitched by its
vendor, with a specific emphasis on its potential to undermine
modern E-banking security processes, like for instance, SMS alerts.
Let's discuss some of its core features and emphasize on an
emerging trend within the cybercrime ecosystem, namely the
‘infiltration’ of Google Play as a service.

Sample screenshots from the mobile malware bot’s
manual+the actual administration panel:

a

Priced at $4,000, the bot’'s features can be used to undermine
two factor authentication /SMS alerts protection features offered
by a financial institution, as well as result in a direct privacy violations
once the integrity and confidentiality of the mobile device has been
compromised.

Some of the bot’s core features include:

hijack incoming SMS messages and silently forwarding them to
any given number in real-time
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hijacking of any incoming calls and silently forwarding them to any
given number in real-time

complete access to the SMS messages on the affected device
complete access to the Call History of an affected device

complete access to the Contacts found on an affected device

audio recording using the device’s microphone, the uploading the file
to a server

sending an SMS on behalf of the infected device’s owner

call any number of behalf of the infected device’s owner

control the infected mobile device through an Internet connection, or
through SMS messages in cases where no Internet connection is
available

get the phone number, as well as the ICCID, IMEI, IMSI, Model and
OS of the infected device

Based on requests from potential customers, the interface can be
localized to their “favorite language”. What's also worth emphasizing
on regarding this particular commercially available mobile malware
bot, is that, the vendor is also offering the option to have your
malware variant directly made available to the millions of Google
Play users. How does this take place to begin with? In a pretty
simple way, taking into consideration the fact that cybercriminals
continue to actively data mine their botnet’s ‘infected population’ in
an attempt to monetize the outcome of their campaigns. Through the
acquisition of compromised Google Play accounts, cybercriminals
are perfectly positioned to abuse this access to a legitimate/verified
developer’s account, for fraudulent and malicious purposes.

We’ll continue monitoring the development of this mobile malware
bot, and post updates as soon as its vendor introduces any features
that could continue adapting to current/emerging anti mobile banking
fraud processes.
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Fake 'Important: Company Reports' themed
emails lead to malware - Webroot Blog
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A currently ongoing malicious spam campaign is attempting to
trick users into thinking that they’'ve received a legitimate Excel
‘Company Reports’ themed file. In reality through, once socially
engineered users execute the malicious attachment on their PCs, it
automatically opens a backdoor allowing the cybercriminals behind
the campaign to gain complete access to their host, potentially
abusing it a variety of fraudulent ways.

Sample screenshots of the spamvertised email:

Detection rate for the spamvertised attachment: MDS5:
5138b3b410a1dadcbcec3fcc2d9c223584 — detected by 23 out of 48
antivirus scanners as Trojan.Win32.Agent.aclil; TSPY_ZBOT.EH

Once executed, the sample starts listening on ports 3188 and
4964.

It then creates the following Mutexes: Local\{BOB9FAFD-CA9C-
4B54-DBC9-BES58FA349D4A}
Local\{BOBOFAFC-CA9D-4B54-DBC9-BE58FA349D4A}
Local{D15F4CEE-7C8F-2AB2-DBC9-BE58FA349D4A}
Local\{D15F4CE9-7C88-2AB2-DBC9-BE58FA349D4A}
Local\{OBBSADEF-9D8E-F058-DBC9-BE58FA349D4A}
Local\{911F9FCD-AFAC-6AF2-DBC9-BE58FA349D4A}
Global\{2E06BA86-8AE7-D5SEB-DBC9-BE58FA349D4A}
Global\{BOBOFAFD-CA9C-4B54-DBC9-BE58FA349D4A}
Global\{BOB9FAFC-CA9D-4B54-DBC9-BES58FA349D4A}
Global\{D15F4CEE-7C8F-2AB2-DBC9-BE58FA349D4A}
Global\{D15F4CE9-7C88-2AB2-DBC9-BE58FA349D4A}
Global\{OBB5ADEF-9D8E-F058-DBC9-BES8FA349D4A}
Global\{BB67AFC4-9FA5-408A-DBC9-BES8FA349D4A}
Global\{B4E44AB6-7AD7-4F09-11EB-B06D3016937F}
Global\{B4E44AB6-7AD7-4F09-75EA-BO06D5417937F}
Global\{B4E44AB6-7AD7-4F09-4DE9-BO6D6C14937F}
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Global\{B4E44AB6-7AD7-4F09-65E9-B06D4414937F}
Global\{B4E44AB6-7AD7-4F09-89E9-BO6DA814937F}
Global\{B4E44AB6-7AD7-4F09-BDE9-BO6D9C14937F}
Global\{B4E44AB6-7AD7-4F09-51E8-B06D7015937F}
Global\{B4E44AB6-7AD7-4F09-81E8-BO6DA015937F}
Global\{B4E44AB6-7AD7-4F09-FDE8-BO6DDC15937F}
Global\{B4E44AB6-7AD7-4F09-0DEF-B06D2C12937F}
Global\{B4E44AB6-7AD7-4F09-5DEF-BO6D7C12937F}
Global\{B4E44AB6-7AD7-4F09-95EE-BO06DB413937F}
Global\{B4E44AB6-7AD7-4F09-F1EE-BO6DD013937F}
Global\{B4E44AB6-7AD7-4F09-89EB-BO6DA816937F}
Global\{B4E44AB6-7AD7-4F09-FOEF-BO6DD812937F}
Global\{B4E44AB6-7AD7-4F09-ESEF-BO6DC412937F}
Global\{B4E44AB6-7AD7-4F09-0DEE-B06D2C13937F}
Global\{B4E44AB6-7AD7-4F09-09ED-B06D2810937F}
Global\{B4E44AB6-7AD7-4F09-51EF-BO6D7012937F}
Global\{B4E44AB6-7AD7-4F09-35EC-B06D1411937F}
Global\{B4E44AB6-7AD7-4F09-CDE8-BO6DEC15937F}
Global\{DDB39BDC-ABBD-265E-DBC9-BES8FA349D4A}
Global\{2E1C200D-106C-D5F1-DBC9-BES8FA349D4A}

And drops the following MD5s on the affected hosts: MD5:
9319669e8561f184€9377153f763437¢c
MD5: 396eba6beaf5452072c2d09c1b74beele
MD5: adb551e9081900756f8794fef5e4794b

The sample then phones back to detOnator.com -
38.102.226.14 on port 443, as well as to the following C&C
servers: 38.102.226.14
107.211.213.205
173.164.221.193
76.64.181.164
67.68.13.117
70.66.226.202
111.252.181.221
174.95.65.84
86.169.78.218
217.35.75.232
108.65.194.40



172.242.78.165
68.162.220.34
193.193.241.194
173.212.94.63
24.115.24.89
217.35.80.36
210.210.112.17
174.94.53.249
68.98.96.4
84.59.129.23
216.115.141.73
69.245.77.205
211.125.248.79
98.254.137.81
178.236.50.214
95.229.188.122
31.192.48.109
82.211.142.218
69.84.103.11
180.241.104.37
120.29.2.174
188.13.56.209
212.42.18.65
14.97.223.231
2.127.91.192
140.247.219.83

Known to have been downloaded from the same IP
(38.102.226.14) are also the following malicious MD5s: MD5:
623a3730c773871779b4d768e58904d7
MD5: f71d67cb677f567990992225446a07a3

The following MD5s are known to have phoned back to the
same IP (38.102.226.14): MD5:
0495c0ed5b53572fd271babad1e3bdbe
MD5: 618381de2f1b41a0e82d0da777eb5f26

Sample malicious MD5s known to have phoned back to the
same C&C servers over the last couple of days: MDS5:



1126e4ae1bae2f990e4e80b95d57e45a

MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:

Webroot SecureAnywhere users are proactively protected from

987416580af8cfe843ae5d9¢c744180ce
63ff58a510b547ec7c10fa3e18a2008d
a06763422cb2b6dc272229acbad307e7
16753b7a3923f10e7081cdb3a36¢c5d5¢
0495c0ed5b53572fd271babad1e3bdbe
c732289e0f768b487d38ab4127f2dbf0
cd0348cf90a042975f1ad301aa477af3
bb7bd0541c877c87213803f1fb28ef6e
1126ed4ae1bae2f990e4e80b95d57e45a
c77788267424555791887ac7e32563¢c3
a06763422cb2b6dc272229acbad307e7
bce63fbf16883ad18c0af1f40f9d2ce7
37d8633566787cbbed74e782e92a699a
773d52d6fdc3d0345a35d40294641242
10f11e6959f75dfb48e610d9209614d6
e007ba6bd9fbe53bfac99f15111fa4dab
cd6ff96ecde6806f41€9336437f97c3c

these threats.
About the Author
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stay ahead of today’s cyber threats.
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Rogue ads lead to the 'EzDownloaderpro’
PUA (Potentially Unwanted Application) -
Webroot Blog

facebook linkedin twitter

We've just intercepted yet another rogue ad campaign, attempting
to trick users into installing the EzDownloaderpro PUA (Potentially
Unwanted Application)_. Primarily relying on catchy “Play Now,
Download Now” banners, the visual social engineering tactic of this
campaign is similar to other PUA related campaigns we've
previously profiled. Let’s take a look at this new rogue ad campaign,
and provide relevant threat intelligence on the infrastructure behind
it.

Sample screenshot of the landing page:

Landing URL: Ip.ezdownloadpro.info/sspcQA/ssa/ —
46.165.228.246

Domain name reconnaissance of the redirectors:

superfilesdocumentsy.asia/v944/?a=1 — 141.101.117.252;
141.101.116.252
applicationscenterforally.asia/v944/?INm — 108.162.197.34;

108.162.196.34
op.applicationscenterforally.asia/sspcQA/ssa/

Known to have responded to the same IP (46.165.228.246), are
also the following domains: amu.downurfiles.info
downloadkeeper.info
driveridentifier-download.com
ezdownloadpro.info
iframe.applicationsforentirey.asia
iframe.applicationsforeveryy.asia
iframe.filesaredirecty.asia
iframe.filesareonliney.asia
iframe.superfilesdatay.asia
lp.ezdownloadpro.info
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Ip.livetrafficall.info
op.alllinuxapplicationsy.asia
op.applicationsforcompletey.asia
op.applicationsforentirey.asia
op.applicationsforeveryy.asia
op.applicationsgroupforally.asia
op.bestfilesarey.asia
op.bestfilesdatay.asia
op.documentsguidey.asia
op.documentssitey.asia

Known to have responsded to (141.101.117.252) are also the
following domains: 2upl.com
amu.domainforcompany.info
andyrohr.com
bookmarkspiral.com
filecm.net
hackstore.net
happysky.heartbrea.kr
icephoenixbot.com
krazywap.ws

octavis.net
Malicious MD5s known to have been downloaded from the
same IP (141.101.117.252): MD5:

fd4195ef1af7tb49a673633ed57b87ab

MD5: c0d9713acfc46¢c2a466a9de77292636d
MD5: d3119ed48cb5896d41aeae4b51f2667a
MD5: c6799f5425fbe038778c4c4a22b35a41
MD5: 840fa1e6c¢c0f81f6dal1a347ecb3b2db2e
MD5: c27d4537d24aa55df9837479da2ae111
MD5: c77fc69¢c7b96¢c53ce762b87c98831327
MD5: dce1c89d7a267b2ad4ae925b5a387e5cd
MD5: a868964e1fe66e4a7638f46ba7844b52
MD5: 2acc54f86694e8d7674e8e1afff86aa1
MD5: 5f078de83a9ce3ee2d9d2fe174cd234c
MD5: 0426e6¢c1fe2aa8681c683428bb3d2dd7
MD5: efcd92d3be23e624bca2db8515f0df20



MD5: 30ac6dd3290ab3c9281e81c2cba2097e
MD5: 9b35dcacd42e6ba1c596a8bc0425d646

Known to have responded to the same IP (108.162.197.34) are
also the following domains: 4agent.info
advancedchirocenter.com
albertomolteni.altervista.org
applicationscenterforally.asia
asoiaf.westeros.org
br.singlesfind.us
buker.ru
chaochui88.com
client.ferocitybooter.net
habbokekos.net
hentaimate.com
horny-locals.com
img.b2bage.com
onvideogames.net
op.applicationscenterforally.asia
papermashup.com
pdiva.ro
pinoyhideout.com.ph
prestamosdinerolosangeles.com

sdx.cc
The following MD5 is also known to have been downloaded
from the same IP (108.162.197.34): MDS5:

bc44e23e46fadc3e73413¢c130d4f2018

Detection rate for the sample ‘pushed’ by the rogue Download
page: MD5: e8¢c9c2db3514f375f74b60cb9dfcd4ef — detected by 12
out of 47 antivirus scanners as PUP.Optional.lnstalleRex;
Installerex/WebPick (fs)

Once executed, the sample phones back to: r1.stylezip.info —
198.7.61.118
c1.stylezip.info — 198.7.61.118
i1.stylezip.info — 198.7.61.118

Known to have responded to the same IP (198.7.61.118) are
also the following domains: c1.storebox1.info


https://www.virustotal.com/en/file/9b5d1ddabc8d19246443e5afd73e95a9c34d3ffadb1f55d624488ba5bcb18cdc/analysis/
https://www.virustotal.com/en/file/66f660ef7c260b1a9da9be0466882043efc01b86de44a6baf849e49c66893237/analysis/1381845366/

c1.stylezip.info
c1.yourfilesdatak.asia
c2.storebox1.info
c2.stylemy.info
creditzipmy.us
downloads-fast.info
downloads4u.info
i1.storebox1.info
i1.stylezip.info
i1.yourfilesdatak.asia
nistorage.info
r1.storebox1.info
r1.stylezip.info
r2.storebox1.info
r2.stylemy.info
storagenl.info
storebox1.info
storebox3.info
stylemy.info

The following MD5s are also known to have phoned back to
the same IP (198.7.61.118) over the past 24 hours MDS5:
df0961738c4f5848673f2c73fe9c7e4sf
MD5: 69b6¢c2491627d41e6e2291eafd4b4942
MD5: 03c068aef9d8e9902c32f57142460402
MD5: 530a72084a90b2d97ee7eb6e5893cb1c
MD5: dc367e6991b56f1470b742b94854997d
MD5: cb86d60a248dd0d61d07840513a92b76
MD5: cacd889e777031adbdebd4f9a04fedb8
MD5: 2529463456de5e69d315842a322¢c4342
MD5: 7108933a95f91e2b0c094c259e4ibdbd
MD5: f35bf9fb0aGeaa3b256e94541f334719a
MD5: 330c40c3bfob55f8cd425d03e2b4f157
MD5: c8a835831bb9ae1c5f7b335af6adf4f7
MD5: 12cab1cc907765bf141233608fa1ded?

MD5: 4dad0b23f4e7a133aa867df9d6adf3dd

Detection rate for the original EzDownloadpro executable: MDS5:
292b53b745e3fc4af79924a3c11fcff0 — detected by 5 out of 48


https://www.virustotal.com/en/file/be42dcbc7c8bad64854a93ba9b853c6492a6405ab0324fd42429908d09fc9589/analysis/

antivirus scanners as Win32:InstalleRex-U [PUP];
MalSign.Skodna.Pick; PUP.Optional.EZDownloader.A

Sample screenshot of EzDownloadpro’s official Web site:

Unique PUA MDS5s served based on multiple requests to the
same URL (applicationscenterforally.asia/v944/?INm): MD5:
0e570830dc3b1b8bad9689ed6a310654
MD5: d4bfbfof28c81386bfb4b68b8fob76f1
MD5: 3bb72e9c5eefce176ef6dddea858ef82
MD5: 7985860dc060792ba77e06f312739b79
MD5: 4b829aa6df0904bcOaba7652a73ec71c
MD5: 335bcadc2c3f4c980b4c485bede13a00
MD5: c400bf0affbb376298fb93e5b8aacf59
MD5: 9244841ab24c8769438f22c0b5c2c053
MD5: 9ae15b4efd424fb7640e9066d0abfe1a
MD5: 20d83dd867bedf1f03ccdcOb5b8d720f

Webroot SecureAnywhere users are proactively protected from
these threats.

About the Author
Blog_Staff

The Webroot blog offers expert insights and analysis into the latest
cybersecurity trends. Whether you’re a home or business user, we're
dedicated to giving you the awareness and knowledge needed to
stay ahead of today’s cyber threats.
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Fake 'Scanned Image From A Xerox
WorkCentre' Emails Lead To Malware |
Webroot

facebook linkedin twitter

We've intercepted a currently circulating malicious spam
campaign, tricking users into thinking that they’'ve received a
scanned document sent from a Xerox WorkCentre Pro device . In
realityy, once users execute the malicious attachment, the
cybercriminal(s) behind the campaign gain complete control over the
now infected host.

Sample screenshots of the spamvertised malicious email:

Detection rate for the malicious attachment: MDS5:
1a339ecfac8d2446e2f9c7e7ff639¢c56 — detected by 17 out of 48
antivirus scanners as TROJ_UPATRE.AX;
Heuristic.LooksLike.Win32.SuspiciousPE.J!89.

Once executed, the sample starts listening on ports 2544 and
7718.

It then creates the following Mutexes on the affected hosts:
Local{BOBOFAFD-CA9C-4B54-DBC9-BE58FA349D4A}
Local{BOBOFAFC-CA9D-4B54-DBC9-BE58FA349D4A}
Global\{OBB5SADEF-9D8E-F058-DBC9-BES8FA349D4A}
Global\{D15F4CE9-7C88-2AB2-DBC9-BE58FA349D4A}
Global\{D15F4CEE-7C8F-2AB2-DBC9-BE58FA349D4A}
Global\{DDB39BDC-ABBD-265E-DBC9-BE58FA349D4A}
Global\{BB67AFC4-9FA5-408A-DBC9-BE58FA349D4A}
Global\{5492A9EF-998E-AF7F-11EB-BO6D3016937F}
Global\{5492A9EF-998E-AF7F-75EA-BO06D5417937F}
Global\{5492A9EF-998E-AF7F-4DE9-BO6D6C14937F}
Global\{5492A9EF-998E-AF7F-65E9-B06D4414937F}
Global\{5492A9EF-998E-AF7F-89E9-BO6DA814937F}
Global\{5492A9EF-998E-AF7F-BDE9-B06D9C14937F}
Global\{5492A9EF-998E-AF7F-51E8-B06D7015937F}
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Global\{5492A9EF-998E-AF7F-81E8-BO6DA015937F}
Global\{5492A9EF-998E-AF7F-FDE8-BO6DDC15937F}
Global\{5492A9EF-998E-AF7F-ODEF-B06D2C12937F}
Global\{5492A9EF-998E-AF7F-5DEF-B06D7C12937F}
Global\{5492A9EF-998E-AF7F-F1EE-BO6DD013937F}
Global\{5492A9EF-998E-AF7F-89EB-BO6DA816937F}
Global\{5492A9EF-998E-AF7F-FOEF-BO6DD812937F}
Global\{5492A9EF-998E-AF7F-ESEF-BO6DC412937F}
Global\{5492A9EF-998E-AF7F-0DEE-B06D2C13937F}
Global\{5492A9EF-998E-AF7F-09ED-B06D2810937F}
Global\{5492A9EF-998E-AF7F-51EF-B06D7012937F}
Global\{5492A9EF-998E-AF7F-35EC-B06D1411937F}
Global\{2E1C200D-106C-D5F1-DBC9-BES58FA349D4A}

Drops the following MD5s: MD5:
1a339ecfac8d2446e2f9c7e7{f639¢c56
MD5: 17¢c78eb30d31161e9aed1ea25889e423
MD5: 09bbe8cd0cfe7770a62faa68723c8804
MD5: d1a55715¢c1360daab7882bf45e820b31

And phones back to: smclan.com — 209.236.71.58

The following malicious domains are also currently
responding to the same IP: beebled.com
coffeeofgold.com
learnpkpd.com
smclan.com
wordpressonwindows.com
adgnow.com
eddietobey.com
kestrel.aero

And the following malicious domains are known to have
responded to the same IP: atrocitycomplex.com
getdailypaymentsnow.com
giltnetwork.com
heartlessbastardseo.com
juanherreraplaza.com
landings.romancesdiscretos.com
mydecay.com



revoluza-coupon.com
team4048.org
careerfortune.com
justsaylovemovie.com
kassysgroup.com
stagewrightfilms.com
zachary-scott.com

Webroot SecureAnywhere users are proactively protected from
these threats.
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The Webroot blog offers expert insights and analysis into the latest
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dedicated to giving you the awareness and knowledge needed to
stay ahead of today’s cyber threats.
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U.K users targeted with fake 'Confirming
your Sky offer' malware serving emails -
Webroot Blog
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British users, watch what you execute on your PCs! Over the last
week, cybercriminals have launched several consecutive malicious
spam campaigns targeting users of Sky, as well as owners of
Samsung Galaxy devices, into thinking that they’'ve received a
legitimate MMS notification to their email address. In reality though,
these campaigns ‘phone back’ to the same command and control
botnet server, indicating that they’re related.

Sample screenshot of the spamvertised attachment:

Detection rate for the Sky themed sample: MDS5:
d880cd5e3fe803c17f4208552ec22698 — detected by 27 out of 48
antivirus scanners as Trojan.Win32.Sharik.qgi

Detection rate for the Samsung Galaxy themed fake MMS
sample: MD5: d08c957a004becd0a2404db99d334484 — detected
by 24 out of 47 antivirus scanners as Trojan.Win32.Sharik.qgd;
VirTool:Win32/Ceelnject.gen!KK

Once executed, both samples phone back to a known C&C —
networksecurityx.hopto.org.

Related malicious MD5s known to have phoned back to the
same C&C server (networksecurityx.hopto.org) since the
beginning of the month: MD5:
fa6ad32857e52496893d855e4c87fdc4
MD5: 0754bc0Oafadf12dcc16185552940a7a2
MD5: ¢18820db216be9dd45dd71bf4af12221
MD5: c6fc5304b1bc736d260b8d30291d7¢233
MD5: 47789¢cd37bb80db557df461193230864
MD5: ¢738137d1¢c3092db0c7f07c829d08c62
MD5: edc52b2493ff148eb595a8931d177b52
MD5: 4d5745981507951a002900509a429295
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MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:
MD5:

af72bac81d90baf692022a2d3bd8cec3
0220a490bdaa10c41318f86bb768bc74
56dbfb5¢c1056a9c1c2f37be65d7f2832
3d2263abc97d4297c0952c77a41c5db3
54¢c33ecd97185aee6376e1a6aed610f2
d9c76155f76c4d3d42883ad7c1ca7544
207cb51b0777793d0834afdacad41e415
e4be05e0ec44699f6a7be546e717acb3
ccd83b51f9733b81bfe556a6315¢c1a12
380a79055e5de4f5f9b4aa5d82e482d5
alebfa2128ed6e0245¢c86e2d903dfe73

Related C&C server domains from malicious MD5s also
known to have phoned back to networksecurityx.hopto.org:
1micro-update.no-ip.org
ahfglugmcovghpmum.com
agazrrwmzrvrvoshpi.com
arnvmiypge.com
bhinvwlfbtre.com
bitvaisemrvzcjbrxpxqg.com
brcpaqtlpwg.com
bunzvlesey.com
cdqvfoezutpworgjg.com
chbgrhunxg.com
daobcngwefamhdfcs.com
eefifitiwwrvd.com
ejpcazebx.com
ezqjymdipjt.com
fdedkrmamntcyaine.com
fidqorildzpt.com
fktihyjhkomdxgkucg.com
fwlxulxb.com
giaddkbzcyaoim.com
gqgfpcgbklmmskixc.com
hbrtrminyxb.com
idsuyvhdboaybaprf.com
ioxjbplzwgrinyike.com
ighbyacfnea.com



jfzgufuwikakyza.com
jhkkssojlwnyjgnssim.com
kbvmxwijxtvncddaiyb.com
kiovxfffze.com
ktlwxakbho.com
kydtaywfsfrsppvb.com
legcljdgpczw.com
lgsfbhyyrrnalpcbgkob.com
lIdpoyrzfi.com
Ixynmytvhgyiv.com
micro-update.no-ip.org
obhmbdjxkgmzw.com
oynrnyhmikxd.com
pjgwxsqwbdgh.com
psxfoalsn.com
gcoupmtycgogwblu.com
gtermfciofx.com
raxlendajlubxdhg.com
tccboghpciznru.com
thnebevjzumnwfkyqwsa.com
upijkzzgohsviiufgwj.com
vdlkjugdauwcpdxaybgm.com
vltnftcjrzrxnhfwgf.com
wchdbyuteue.com
xaftdwovbbtvt.com
xbmqgunsmgty.com
ykvmiyfbbaqgryd.com
ygmodbxjxgczajstz.com
ytnxvxnlumzvtdelo.com
yyuihmtl.com
zbtgagubvmmvvcx.com
zjwceimakuvaiegxzdi.com
zIndgawvrrbjhavidol.com
zlohhvghqggyvbhbhe.com
zmfcmghjbpbxwn.com
zoyvmgsykc.com



zpgwczgatnmmb.com
ztvqcrxbvqgd.com

Webroot SecureAnywhere users are proactively protected from
these threats.
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New DIY compromised hosts/proxies
syndicating tool spotted in the wild -
Webroot Blog

facebook linkedin twitter

Compromised, hacked hosts and PCs are a commodity in
underground markets today. More cybercriminals are populating the
market segment with services tailored to fellow cybercriminals
looking for access to freshly compromised PCs to be later abused in
a variety of fraudulent/malicious ways , all the while taking
advantage of their clean IP reputation. Naturally, once the
commoditization took place, cybercriminals quickly realized that the
supply of such hosts also shaped several different market segments.
They offered tools and services that specialize in the integration
of this supply__into various cybercrime-friendly tools and
platforms, empowering virtually anyone using them with the desired
degree of non-attribution in terms of tracing an attack, or a salable
fraudulent model relying exclusively on malware-infected hosts.

A newly launched DIY compromised hosts/proxies syndicating
tools, empowers cybercriminals with both, access to paid (freshly)
compromised or free ones, through the direct syndication of services
that specialize in the supply of such commoditized malware-infected
hosts. What’s so special about this tool, anyway? Let’s find out.

Sample screenshots of the DIY compromised hosts/proxies
syndicating tool:

Next to the tool’s core function of syndicating fresh proxies, from
both paid and free vendors that specialize in the supply of such type
of hosts, it has a built-in feature that validates whether they're
working or not. It also has the ability to change the user agent, test
against any given Web site, segment the type of proxies (for
instance HTTP, Socks4 or Socks5), as well as visual representation
separating working from non-working proxies. Most importantly, the
existence of this tool — and the competing alternatives — is a great
example of the existence of a fraudulent ecosystem, taking into



http://www.facebook.com/sharer.php?u=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2013%2F10%2F21%2Fnew-diy-compromised-hostsproxies-syndicating-tool-spotted-wild%2F&t=New%20DIY%20compromised%20hosts%2Fproxies%20syndicating%20tool%20spotted%20in%20the%20wild
http://www.linkedin.com/shareArticle?mini=true&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2013%2F10%2F21%2Fnew-diy-compromised-hostsproxies-syndicating-tool-spotted-wild%2F&title=New%20DIY%20compromised%20hosts%2Fproxies%20syndicating%20tool%20spotted%20in%20the%20wild
http://twitter.com/share?text=New%20DIY%20compromised%20hosts%2Fproxies%20syndicating%20tool%20spotted%20in%20the%20wild&url=https%3A%2F%2Fwww.webroot.com%2Fblog%2F2013%2F10%2F21%2Fnew-diy-compromised-hostsproxies-syndicating-tool-spotted-wild%2F&via=Webroot
https://www.webroot.com/blog/tag/socks4/
http://ddanchev.blogspot.com/2013/08/the-cost-of-anonymizing-cybercriminals_23.html
https://www.webroot.com/blog/2013/09/20/cybercriminals-release-new-socks4socks5-malware-infected-hosts-based-diy-dos-tool/
https://www.webroot.com/blog/2013/04/23/captcha-solving-russian-email-account-registration-tool-helps-facilitate-cybercrime/
https://www.webroot.com/blog/2013/07/11/new-commercially-available-mass-ftp-based-proxy-supporting-doorwaymalicious-script-uploading-application-spotted-in-the-wild/
https://www.webroot.com/blog/tag/hacked-pc/

consideration the fact that its author is merely improving the usability
of the service offered by vendors supplying the hosts, ultimately
resulting in a win-win-win situation for the tool’'s author, the vendor
and the potential customer of the tool.

With more cracked/leaked/public/commercially available DIY
malware/botnet generating tools continuing to pop up on our radars,
we’re certain that we’ll continue observing a steady supply of
malware-infected hosts to be efficiently integrated in multiple
cybercrime-facilitating tools, services, and platforms.
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Rogue ads lead to the 'Mipony Download
Accelerator/FunMoods Toolbar' PUA
(Potentially Unwanted Application) - Webroot
Blog
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social engineer users into installing virtually useless applications.
They monetize each and every install by relying on ‘bundling’ which
often comes in the form of a privacy-violating toolbar or third-party
application. We recently intercepted a rogue ad that entices users
into downloading the Mipony Download Accelerator that is bundled
with the privacy-invading FunMoods toolbar PUA, an unnecessary
bargain with the integrity and confidentiality of your PC.

Sample screenshot of the landing page:

Detection rate for the PUA: MD5:
023e625cbb1b30565d46f7533ddc03db — detected by 6 out of 47
antivirus scanners as W32/InstallCore.R4.gen!Eldorado; Install Core
Click run software.

Domain name reconnaissance:
ultimatedownloadaccelerator.com — 50.19.220.248; 174.129.22.118;
23.21.144.61; 23.23.144.245

Upon execution, it phones back to:
cdneu.ultimatedownloadaccelerator.com — 65.254.40.36
os-test.ultimatedownloadaccelerator.com — 54.244.230.64
cdnus.ultimatedownloadaccelerator.com — 199.58.87.155
img.ultimatedownloadaccelerator.com — 199.58.87.155

Related MD5s part of the same network that are known to
have been downloaded from the same IPs, over the last couple
of days: MD5: caa5e691d1eddef66294d1323720556e
MD5: 88ba249e0fac7ece69e8a769ec9e81dc
MD5: 748346dc2138aa4927e2ad577c0a97c8
MD5: 78b98bbec669999bd51f7f408d06d9f6
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MD5: 7ee56be08401efbc443c286dce641bd6
MD5: 0a6836e3f26e4be1654b18f84191985a
MD5: 3822e38b95cde512aa5a11dc21¢cd2699
MD5: 2cc18f48633788894e505eaa7b11f6bf
MD5: 02f5346e1ee415de637458be66eb319e
MD5: cdddec958148633578b0574d6551facd
MD5: bc276e312294916fc748937b9e9a6423
MD5: de146519fb5ffe3c5bee07f49ebd0907
MD5: 2d28af1f6bf5115532¢c19010edbdd463
MD5: df2181cfOb55eebf0f281562314740b1
MD5: 0a6fdc3ecb5da97038df8b28bfaf9581
MD5: df2181cfOb55eebf0f281562314740b1
MD5: 0a6fdc3ecb5da97038df8b28bfaf9581
MD5: 1cd458a9181e1c30cb2b28efd29075¢cd
MD5: f5976b181cde557f620578eb92535ac7
MD5: b2a7fad9f3f892577d876¢c74cb221525
MD5: £1242926095907cebd741d8d540567b0
MD5: 2e60e85bfaf1175¢c2e7ed0390b09ee67

Detection rate for the FunMoods Toolbar: MDS5:
592f35f9954a7ec4c0b4985857f81ad8 — detected by 13 out of 48
antivirus scanners as Win32/InstallCore; PUP.Optional.Funmoods

Once executed, it phones back to: os.funmoodscdn.com
(54.245.235.34)
cdneu.funmoodscdn.com (146.185.27.53)
cdnus.funmoodscdn.com (199.58.87.155)

Known to have responded to the same IPs, are also the
following domains part of the same infrastructure: os-
test.anymusicconverter.com
os-test.coolpdfcreator.com
os-test.extrimdownloadmanager.com
os-test.greataudioconverter.com
os-test.thebestallcodecsapp.com
os-test.thebestcodecpackapp.com
os-test.thebestimageeditorfunapp.com
os-test.thecoolzipextractorapp.com
os-test.thedownloadmanagerapp.com


https://www.virustotal.com/en/file/be4283edf1d9be7d7ab4e6e57e7c7e8737585be85a62d427f4965e417af3dd14/analysis/1381929038/

os-test.thenewzipopenerfun.com
os-test.thepdfcreatorapp.com
os-test.thevideoconverterexclusive.com
os-test.ultimatedownloadaccelerator.com
os-test.unipdfconverter.com
0s.50orcdn.com
os.5oftwarescdn.com
os.abiwordapp.com
os.adsearchescdn.com
os.afdlcdn.com
os.afreecodeccdn.com
cdneu.50orcdn.com
cdneu.5oftwarescdn.com
cdneu.adsearchescdn.com
cdneu.afdlcdn.com
cdneu.alcoholsoftcdn.com
cdneu.allmyappscdn.com
cdneu.amazingwebtvcdn.com
cdneu.amniscdn.com
cdneu.anymusicconverter.com
cdneu.anyprotectcdn.com
cdneu.anysendapp.com
cdneu.apponiccdn.com
cdneu.appzeuscdn.com
cdneu.aviracdn.com
cdneu.baixakialtcdn.com
cdneu.baixakialtcdn2.com
2cdneu.baixakicdn.com
cdneu.bestflvplayer.net
cdneu.bestringtonesmaker.com
cdneu.bestvistadownloadscdn.com

Despite the fact that most modern day PUAs include uninstall
instructions, our advice is to not install them in the first place,
instead, seek a legitimate — often free but this time fully featured
and working — alternative to their pseudo-unique value propositions.

Webroot SecureAnywhere users are proactively protected from

these PUAs.


https://www.webroot.com/us/en/home/products/complete
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A peek inside the administration panel of a
standardized E-shop for compromised
accounts - Webroot Blog
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At Webroot’'s Threat Blog, we often discuss the dynamics of the
cybercrime ecosystem. Through the prism of basic business,
marketing and economic theories , the idea is to help make them
easy to comprehend by most readers. Constructively raising
awareness on some of the driving factors behind the epidemic
growth of cybercrime. We also often emphasize on concepts such as
standardization, vertical integration, for hire, rent or on demand
business models, commoditization and economies of scale. This
further highlights the legitimate market-like state of the underground
marketplace, in terms of the variety of business models, pricing
schemes, and current/long term centered business strategies.

In this post, we’ll put the spotlight on an efficiency-centered
administration panel for a DIY (do it yourself), self-service type of E-
shop script, to be used by prospective cybercriminals as a turn-key
conversion solution for their fraudulently obtained assets. In this
case, the ability to efficiently sell access to compromised accounts.
Not only has this E-shop script have the potential to empower
virtually anyone with the ability to sell their goods, but in this
particular case, the vendor is promising to donate some of the
revenue for philanthropic purposes.

Sample screenshot of an E-Shop for compromised accounts,
as created by the E-Shop script offered for sale:

Sample screenshot of the login page for the administration
panel:

Sample screenshots of the actual administration panel:

Despite the fact that we've seen scareware ‘going_green’ — at
least to convince the user into thinking that it's a legitimate antivirus
offer — the author of this E-shop script is also promising that 10% of
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the revenue coming from this project will be donated to a charitable
project with the project’s banner clearly visible at the bottom of the
demo E-Shop. Such efficiency-oriented underground market
propositions have the potential to streamline the entire supply chain
of fraudulently obtained assets, similar to the standardization of
money mule recruitment processes , or the template-ization of
malware-serving_sites , which were taking place a couple of years
ago.

We’ll continue to monitor and update the development of this
standardizaed E-shop for fraudulently obtained assets that could
potentially have an even bigger impact on the cybercrime
ecosystem.
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Mass iframe injection campaign leads to
Adobe Flash exploits - Webroot Blog
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We've intercepted an ongoing malicious campaign, relying on
injected/embedded iFrames at Web sites acting as intermediaries for
a successful client-side exploits to take place. Let's dissect the
campaign, expose the malicious domains portfolio/infrastructure it
relies on, as well as directly connect it with historical malicious
activity, in this particular case, a social engineering campaign
pushing fake browser updates.

Sample screenshot of the script identifying the client’s Flash
Player version:

iFrame URL: mexstat210.ru — 88.198.7.48

Known to have responsed to the same IP (88.198.7.48) are
also the following malicious domains: alson.info — Email:
zexpay@gmail.com
autosloans.biz
bank7.net
bestfriendsfinder.net
blingpurse.com
demserv.net
distantnews.biz
distantnews.com
distantnews.pw
free-vpn.co.uk
goodloads.oufk.info
itmagnate.org
loansauto.biz
loansautos.com
loansbiz.net
mexstat210.ru
mexstat260.pw
mexstat480.pw
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online-job.info
russianshoping.net
vilestube.com
updbrowser.com
allonlineworkathome.info

Sample detection rate for the malicious script: MDS5:
efcaac14b8eea9b3c42deffb42d59ac5 — detected by 30 out of 43
antivirus scanners as Trojan-Downloader.JS.Expack.sn;
Trojan:JS/Iframe.BS

The following malicious MD5s are also known to have been

hosted on the same IP (88.198.7.48):
bank7.net/chrome/ChromeUpdate.exe — MD5:
7b3d9e48deac8d0b33f6fc4235361cbd bank7.net/ie/I[EUpdate.exe
MD5: 7b3d9e48deac8d0b33f6fc4235361chd
bank7 net/firefox/FirefoxUpdate.exe MD5:
7b3d9e48deac8d0b33f6fc4235361cbd setexserv com/zort.exe -—
MD5: ed5¢71023a505bd82f5709bfb262e701
ztxserv.biz/chrome/ChromeUpdate.exe — MD5:
2e899f619c9582e79621912524a0bafb
Client-side exploits serving URL:

urkqpv.chinesenewyeartrendy.biz:39031/57e2a1b744927e0446aef3
364b7554d2.html — 198.50.225.114

Domain name reconnaissance: chinesenewyeartrendy.biz —
46.105.166.96 known to have responded to the same IP is
also appearancemanager.biz

Detection rates for the dropped PDF exploits: MDS5:
77¢cd239509c0c5cabf52c38a23b505f3 — detected by 3 out of 48
antivirus scanners as Heuristic.BehavesLike.PDF.Exploit-CRT.F;
HEUR PDFJS.STREM
MD5: 131e53c40efddfc58f5ac78c7854bc73 — detected by 3 out of
48 antivirus scanners as Exploit.Script.Heuristic-pdf.gutws;
Heuristic.BehavesLike.PDF.Exploit-CRT.F

Both malicious PDF files exploit CVE-2010-0188 which also
phone back to
urkqpv.chinesenewyeartrendy.biz:39031/f/1381405800/1381 405863/
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ceb504b9214abf8db6ce3d7276b7badbb/7770eb5aab4389%e4e2faf7551
4bed926e/6

It gets even more interesting, taking into consideration the fact that
the iFrame injected/embedded URL includes a secondary iFrame
pointing to a, surprise, surprise, Traffic Exchange network. Not
surprisingly, we also identified a related threat that is currently using
the same infrastructure as the official Web site of the Traffic
Exchange.

Secondary iFrame : mxdistant.com — 213.239.231.141

Known to have responded to the same IP in the past are also
the following malicious domains: photosgram.com
worldtraff.ru
worldtraffic.biz

Which inevitably leads us to photosgram.com/gallery.exe — MD5:
961dbabcf73d24181634321e90323577 — detected by 13 out of 48
antivirus scanners as TROJ_GEN.ROCBOHO0I713;
Artemis!961DBAGCF73D.

Once executed, it phones back to anyplace-gateway.info —
76.72.165.63 — info@remote-control-pc.com

The following MD5s are also known to have phoned back to
the same IP in the past: MD5:
c4fb386b785e8c337e378d2c318c18c7
MD5: db872312b12f089cc525068b8c67baaf
MD5: 5457197c011263db0820fc6b6788b45c
MD5: 217745fadde1d42cc31ba20b4eb601d3
MD5: ba11bb7704cc36ad55b22c00080b6d39
MD5: 70d821faOb6bdf30221cce9e3ad40727
MD5: 12d1436481c6a19c05a12578249683b2

Moreover, updbrowser.com is also directly related to
worldtraff.ru , as it used to push fake browser updates , similar to
the MD5s at bank7.net and ztxserv.biz .

Webroot SecureAnywhere users are proactively protected from
these threats.

About the Author
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Yet another Bitcoin accepting E-shop
offering access to thousands of hacked PCs
spotted in the wild - Webroot Blog
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The never-ending supply of access to compromised/hacked PCs
— the direct result of the general availability of DIY/cracked/leaked
malware/botnet generating tools — continues to grow in terms of the
number and variety of such type of underground market
propositions. With more cybercriminals entering this lucrative market
segment, on their way to apply well proven and efficient monetization
schemes to these hacked PCs, cybercrime-friendly affiliate networks
naturally capitalize on the momentum, ensuring a win-win business
process for the participants and the actual owners of the network.

In this post, I'll highlight yet another newly launched such E-shop,
currently possessing access to over 30,000 malware-infected hosts.

Sample screenshots of the actual (international) underground
market ad:

Compared to some of the previously profiled E-shops that used to
differentiate their propositions — case in point are the E-shops
charging based on malware executions — this E-shop is not trying to
differentiate its proposition beyond the point of offering access to
malware-infected hosts at a rather cheap price. Not surprisingly, this
novice cybercriminal’s unprofessional approach to achieve stolen
assets liquidity is directly resulting in an undermined “customer
service” which, based on the comments of fellow cybercriminals, is
resulting in the degraded supply of the actual goods. Moreover, in
terms of OPSEC (Operational Security), despite the fact that the E-
shop is accepting the pseudo-anonymous E-currency, Bitcoin, it's
also accepting PayPal.

Go through related posts highlighting the growing trend of
selling access to hacked/compromised hosts/PCs:
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New E-Shop sells access to thousands of malware-infected hosts,
accepts Bitcoin New E-shop sells access to thousands of hacked
PCs,_accepts Bitcoin Newly launched E-shop for hacked PCs
charges based on malware ‘executions’ How much does it cost to
buy one thousand Russian/Eastern European based malware-
infected hosts? How much does it cost to buy 10,000 U.S.-based
malware-infected hosts? Cybercriminals sell access to tens of
thousands of malware-infected Russian hosts

In an increasingly over-populated market segment offering access
to compromised/hacked PCs, differentiation remains a key success
factor for the success of any market entrant looking to gain market
share.
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Malicious 'FW: File' themed emails lead to
malware - Webroot Blog
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Think someone forwarded you an important attachment? Think
twice. Cybercriminals are currently mass mailing tens of thousands
of malicious emails attempting to trick the recipient into thinking that
someone has forwarded a file to them. In reality, once socially
engineered users execute the malicious attachments, their PCs
automatically become part of the botnet operated by the
cybercriminals behind the campaign, allowing them to gain complete
control over the affected PCs, and consequently abuse the access
for related fraudulent purposes.

Detection rate for the spamvertised attachment: MDS5:
fca250f3239fc3ea70c33dc884dd7418 — detected by 2 out of 47
antivirus scanners as Trojan-Downloader.

Once executed, it starts listening on ports 3512 and 7379. It also
drops MD5: 190be2abce620c30ade2b4ce06b216f3 and MDS5:
eab5911eb532e2b24f8765f592426a3a0 on the affected hosts.

It then creates the following Mutexes on the affected hosts:
Local{BOBOFAFD-CA9C-4B54-DBC9-BE58FA349D4A}
Local{BOBOFAFC-CA9D-4B54-DBC9-BE58FA349D4A}
Local\{D15F4CEE-7C8F-2AB2-DBC9-BE58FA349D4A}
Local\{D15F4CE9-7C88-2AB2-DBC9-BES58FA349D4A}
Local\{OBB5ADEF-9D8E-F058-DBC9-BES8FA349D4A}
Local\{911FOFCD-AFAC-6AF2-DBC9-BE58FA349D4A}
Global\{2EO06BA86-8AE7-DSEB-DBC9-BES8FA349D4A}
Global\{BOBO9FAFD-CA9C-4B54-DBC9-BES58FA349D4A}
Global\{BOBO9FAFC-CA9D-4B54-DBC9-BES8FA349D4A}
Global\{D15F4CEE-7C8F-2AB2-DBC9-BE58FA349D4A}
Global\{D15F4CE9-7C88-2AB2-DBC9-BE58FA349D4A}
Global\{OBB5ADEF-9D8E-F058-DBC9-BE58FA349D4A}
Global\{BB67AFC4-9FA5-408A-DBC9-BE58FA349D4A}
Global\{63502D77-1D16-98BD-11EB-BO06D3016937F}
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Global\{63502D77-1D16-98BD-75EA-BO06D5417937F}
Global\{63502D77-1D16-98BD-4DE9-B06D6C14937F}
Global\{63502D77-1D16-98BD-65E9-B06D4414937F}
Global\{63502D77-1D16-98BD-89E9-BO6DA814937F}
Global\{63502D77-1D16-98BD-BDE9-B06D9C14937F}
Global\{63502D77-1D16-98BD-51E8-B06D7015937F}
Global\{63502D77-1D16-98BD-81E8-BO6DA015937F}
Global\{63502D77-1D16-98BD-FDE8-BO6DDC15937F}
Global\{63502D77-1D16-98BD-0DEF-B06D2C12937F}
Global\{63502D77-1D16-98BD-5DEF-BO6D7C12937F}
Global\{63502D77-1D16-98BD-95EE-BO6DB413937F}
Global\{63502D77-1D16-98BD-F1EE-BO6DD013937F}
Global\{63502D77-1D16-98BD-89EB-BO6DA816937F}
Global\{63502D77-1D16-98BD-FOEF-BO06DD812937F}
Global\{63502D77-1D16-98BD-ESEF-BO6DC412937F}
Global\{63502D77-1D16-98BD-0DEE-B06D2C13937F}
Global\{63502D77-1D16-98BD-09ED-B06D2810937F}
Global\{63502D77-1D16-98BD-51EF-B06D7012937F}
Global\{63502D77-1D16-98BD-35EC-B06D1411937F}
Global\{63502D77-1D16-98BD-71E8-B06D5015937F}
Global\{DDB39BDC-ABBD-265E-DBC9-BE5S8FA349D4A}
Global\{2E1C200D-106C-D5F1-DBC9-BES58FA349D4A}

And phones back to: cocinarpara2.com — 174.36.228.121

We’re also aware of another malicious MD5 that is known to
have been directly downloaded from the same IP: MDS5:
45a6d8e0f26562753eab19eb279cc15a — detected by 25 out of 48
antivirus scanners as UDS:DangerousObject.Multi.Generic.

As well as the following MD5s known to have directly phoned
back to the same IP: MD5: 7da3f3c5db43e924487ffc29d894af5d
— detected by 2 out of 48 antivirus scanners as Trojan-Downloader
MD5: 3631737139bb2090cefdb50c6f7d646b — detected by 3 out of
48 antivirus scanners as UDS:DangerousObject.Multi.Generic

Moreover, all of the samples attempt to establish UDP based
communication channels with the following IPs, using the
following ports: 68.125.255.234:6568
128.208.19.110:3009
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64.229.35.241:2402
88.153.221.37:3544
107.193.222.108:3981

We’re also aware of the following malicious MD5s that are
known to have communicated with the same IP
(107.193.222.108), over the last couple of days: MD5:
7da3f3c5db43e924487ffc29d894af5d
MD5: 4d95c01f1b0918e5cbce34f3be169d6f
MD5: 696615ee3959b9cbfb6d11f908b98e74
MD5: 63c69169949¢49¢869b593c4ee5a60c6
MD5: 00d2bddad9d5dd4f66e88334a235ffb0
MD5: 9¢cb63b015bf77186854e74992d3f5462
MD5: Ocb5a7eab6111250b4a24ea3cd644dcb
MD5: €5d594f6330c209df28b546da06e4c1d
MD5: 30916a1258f45295e02a9adfa6f7e2b7
MD5: 1328033365¢c1b273e08eb2efa87add0
MD5: 3631737139bb2090cefdb50c6f7d646b
MD5: b51b5afaf4503¢c5a93b03f1d0a468a39
MD5: 61d9851259f41d5b656¢c7a2d6ce4d 76f2
MD5: a9b67d19e459fbc6a330b14f3b7709¢c9
MD5: aa315ae459e4aa91998f87b4bb234316
MD5: 65bad289cd2cb110d29f20cf6b7153e9
MD5: 7f64e75b459bc3e592f274b2a8de74fb
MD5: 58bc8250931e8184967298265b1650e1
MD5: ae4d8d378fa128d5fd0ach5393019731
MD5: 089b3fa08ecc070764a447fbf449789b
MD5: 87b5b1806feeacb145be3b9fb73c97c7

Webroot SecureAnywhere users are proactively protected from
these threats.
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Spamvertised T-Mobile ‘Picture ID
Type:MMS" themed emails lead to malware -
Webroot Blog
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The cybercriminals behind last week’s profiled fake T-Mobile
themed email campaign_have resumed operations, and have just
spamvertised another round of tens of thousands of malicious emails
impersonating the company, in order to trick its customers into
executing the malicious attachment, which in this case is once again
supposedly a legitimate MMS notification message.

Detection rate for the spamvertised attachment: MDS5:
8a9abe065d473da9527fdf08fb55cb9e — detected by 26 out of 48
antivirus scanners as Trojan.DownlLoader9.22851;
UDS:DangerousObject.Multi.Generic

Once executed, the sample creates the following Mutexes on
the affected hosts: CTFTimListCache.FMPDefaultS-1-5-21-
1547161642-507921405-839522115-1004MUTEX.DefaultS-1-5-21-

15647161642-507921405-839522115-1004 ShimCacheMutex

85485515
It then (once again) phones back to networksecurityx.hopto.org
The most recent MD5 (MD5:

614543ee64491bac496fabda3f1c8932 ) that has phoned back to
the same C&C server (networksecurityx.hopto.org ) is also known
to have phoned back to dahaka.no-ip.biz (89.136.186.200).

Webroot SecureAnywhere users are proactively protected from
these threats.
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Novice cyberciminals offer commercial
access to five mini botnets - Webroot Blog

facebook linkedin twitter

With the increased public availability of leaked /cracked DIY
malware/botnet generating tools, cybercriminals continue practically
generating new botnets on the fly, in order to monetize the process
by offering access to these very same botnets at a later stage in the
botnet generation process. In addition to monetizing_the actual
and control)_servers , novice cybercriminals continue selling direct
access to their newly generated botnets, empowering other novice
cybercriminals with the foundations for further disseminating and
later on monetizing other pieces of malicious software, part of their
own arsenal of fraudulent/malicious tools.

Let's discuss one such sample service run by novice
cybercriminals, once again targeting cybercriminals, that's selling
direct access to mini botnets generated using what appears to be a
cracked version of a popular DIY malware/botnet generating kit, and
emphasize on the service’s potential in the broader context of
today’s highly professionalized cybercrime ecosystem.

Sample screenshots of the actual (international) underground
market proposition:

Sample screenshots of the botnets he’s already sold access
to:

Such (international) underground market services demonstrate the
ease of generating and operating_beneath the radar in 2013,
where the size of the botnet is proportional with the (indirectly)
applied OPSEC (Operational Security), thanks to the fact that such
mini botnets are usually perceived as smaller threats compared to
sophisticated botnets causing widespread damage on a daily basis.
However, it's these mini botnets that comprise a huge percentage of
the botnets operated by adversaries launching targeted attacks
online, and it's only a matter of time before the botnet masters
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behind them realize the market potential of geolocated hosts in a
specific region/country of interest to their prospective customers.

We expect that the novice cybercriminals behind these services
will continue capitalizing on the market potential for serving other
novice cybercriminals, with their services starting to apply basic QA
(Quality Assurance) processes, next to the logical evolution into one-
time-stop-E-shops , like the ones we've already discussed and
profiled in our previous research highlighting some of the current and
emerging cybercrime trends in 2013.

About the Author
Blog Staff

The Webroot blog offers expert insights and analysis into the latest
cybersecurity trends. Whether you’'re a home or business user, we'’re
dedicated to giving you the awareness and knowledge needed to
stay ahead of today’s cyber threats.
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Compromised Turkish Government Web site
leads to malware - Webroot Blog

facebook linkedin twitter

Our sensors just picked up an interesting_Web site infection ,
this time affecting a Web server belonging to the Turkish
government, where the cybercriminals behind the campaign have
uploaded a malware-serving fake ‘DivX plug-in Required!”
Facebook-themed Web page. Once socially engineered users
execute the malware variant, their PCs automatically join the botnet
operated by the cybercriminals behind the campaign.

Sample screenshot of the fake DivX, Facebook-themed page
uploaded on the compromised Web server:

Compromised URL: hxxp://www.manisahem.gov.tr/giorgia.html|

The malware’s download URL.:
hxxp://hyfcst.best.volyn.ua:80/dlimage11.php — 103.246.115.238

Detection rate for the malicious variant: MDS5:
adc9cafbd4e2aa91e4aa75e10a948213 — detected by 3 out of 48
antivirus scanners as Heuristic.LooksLike.Win32.Suspicious.J!89

The following malicious sub-domains are also known to have
responded to the same IP (103.246.115.238):
qgpqaaa.best.volyn.ua ohbkaa.best.volyn.ua wknqgba.best.volyn.ua
wnewca.best.volyn.ua arlrda.best.volyn.ua umozea.best.volyn.ua
thkbga.best.volyn.ua hibfha.best.volyn.ua idktia.best.volyn.ua
dgplka.best.volyn.ua cdqdqa.best.volyn.ua tgxsqa.best.volyn.ua
cozeva.best.volyn.ua fwomva.best.volyn.ua sekbwa.best.volyn.ua
goggwa.best.volyn.ua bcrgwa.best.volyn.ua bekpwa.best.volyn.ua
cflwwa.best.volyn.ua  mrfbya.best.volyn.ua  Idstya.best.volyn.ua
bspzab.best.volyn.ua cctmcb.best.volyn.ua knafdb.best.volyn.ua
egzbeb.best.volyn.ua ixlyeb.best.volyn.ua  ynozfb.best.volyn.ua
wqzegb.best.volyn.ua xzckhb.best.volyn.ua ddznib.best.volyn.ua
hdxoib.best.volyn.ua rqaakb.best.volyn.ua ofmakb.best.volyn.ua
xpirlb.best.volyn.ua agoylb.best.volyn.ua higsnb.best.volyn.ua
qhuwnb.best.volyn.ua Idkfob.best.volyn.ua faawtb.best.volyn.ua
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hdwdub.best.volyn.ua
aspywb.best.volyn.ua

vfcxac.best.volyn.ua

Skerub.best.volyn.ua
xStbyb.best.volyn.ua

ninwcc.best.volyn.ua

iaiomc.best.volyn.ua emsvmc.best.volyn.ua

rkezqc.best.volyn.ua
Imstrc.best.volyn.ua

ycecrc.best.volyn.ua
vmrusc.best.volyn.ua

mpowxc.best.volyn.ua tesgdd.best.volyn.ua

pxrpgd.best.volyn.ua
ofslld.best.volyn.ua

xokmpd.best.volyn.ua

gimgyd.best.volyn.ua

wfgwde.best.volyn.ua

eviime.best.volyn.ua
szigse.best.volyn.ua
gfdxxe.best.volyn.ua
awdfcf.best.volyn.ua
qerohf.best.volyn.ua
Ifnasf.best.volyn.ua

sqhhzf.best.volyn.ua
xwoqlg.best.volyn.ua
xytwqg.best.volyn.ua

mbcwtg.best.volyn.ua

qiyphd.best.volyn.ua
okrfnd.best.volyn.ua
tbsnpd.best.volyn.ua
wbddce.best.volyn.ua
grndie.best.volyn.ua
ilymre.best.volyn.ua
flgfue.best.volyn.ua

swscye.best.volyn.ua

cbiief.best.volyn.ua
arwbif.best.volyn.ua
bayxwf.best.volyn.ua
bcpagg.best.volyn.ua
abnrog.best.volyn.ua
svzyqg.best.volyn.ua
fgrgvg.best.volyn.ua

vxefwb.best.volyn.ua
gssdac.best.volyn.ua
bboyhc.best.volyn.ua
bzxypc.best.volyn.ua
yzzorc.best.volyn.ua
yukbtc.best.volyn.ua

wuvwed.best.volyn.ua

oicmkd.best.volyn.ua
ibbvod.best.volyn.ua
ygfbvd.best.volyn.ua
tzhmce.best.volyn.ua
aqxlke.best.volyn.ua
ywcure.best.volyn.ua

ixtaxe.best.volyn.ua

kgemze.best.volyn.ua

osorff.best.volyn.ua
apgmilf.best.volyn.ua
utxzxf.best.volyn.ua
gyyfhg.best.volyn.ua
dhgypg.best.volyn.ua
cxhstg.best.volyn.ua
rpkkwg.best.volyn.ua

bghuwg.best.volyn.ua neqmxg.best.volyn.ua dlylah.best.volyn.ua

ozoceh.best.volyn.ua
yyhflh.best.volyn.ua

bqgrph.best.volyn.ua
zviath.best.volyn.ua
hcdgdi.best.volyn.ua
ehczei.best.volyn.ua
ttlqhi.best.volyn.ua
hfibni.best.volyn.ua
ruiyri.best.volyn.ua
xdwnui.best.volyn.ua
reewzi.best.volyn.ua
dawrdk.best.volyn.ua
encoek.best.volyn.ua

xufcgh.best.volyn.ua

rimulh.best.volyn.ua
eacnmh.best.volyn.ua gdvvnh.best.volyn.ua

pzhtsh.best.volyn.ua
pcipth.best.volyn.ua

ybmwei.best.volyn.ua

ahmkfi.best.volyn.ua
phexhi.best.volyn.ua
ehicoi.best.volyn.ua
ozeqsi.best.volyn.ua

uikoui.best.volyn.ua

ocbvak.best.volyn.ua
dwtbek.best.volyn.ua

kvnvek.best.volyn.ua

nixblh.best.volyn.ua

oewgmh.best.volyn.ua

voolph.best.volyn.ua

kydwsh.best.volyn.ua

vyeuvh.best.volyn.ua
lizxei.best.volyn.ua
fwtihi.best.volyn.ua
rnhqli.best.volyn.ua
bxogoi.best.volyn.ua
uinzsi.best.volyn.ua
zmglvi.best.volyn.ua
bbqnck.best.volyn.ua
rcteek.best.volyn.ua
knwrhk.best.volyn.ua



svzuik.best.volyn.ua ofwclk.best.volyn.ua khielk.best.volyn.ua
rbocmk.best.volyn.ua bbssok.best.volyn.ua ovutok.best.volyn.ua
egfppk.best.volyn.ua pgwtpk.best.volyn.ua kbpupk.best.volyn.ua
rdhotk.best.volyn.ua phnkvk.best.volyn.ua wvkswk.best.volyn.ua
ccsixk.best.volyn.ua  Imepxk.best.volyn.ua uiicyk.best.volyn.ua
ytpzyk.best.volyn.ua  nyrmal.best.volyn.ua  hyqiel.best.volyn.ua
fcevil.best.volyn.ua napyll.best.volyn.ua buubpl.best.volyn.ua
mowcql.best.volyn.ua  grzqsl.best.volyn.ua  zezotl.best.volyn.ua
drwkxl.best.volyn.ua Itkiyl.best.volyn.ua kdnpyl.best.volyn.ua
kzgxzl.best.volyn.ua  ifltbm.best.volyn.ua  codhgm.best.volyn.ua
baxtgm.best.volyn.ua  fixygm.best.volyn.ua  dfrtkm.best.volyn.ua
cpialm.best.volyn.ua gnyylm.best.volyn.ua rashmm.best.volyn.ua
olpwmm.best.volyn.ua ndoiom.best.volyn.ua ufpzom.best.volyn.ua
kovogm.best.volyn.ua qzwysm.best.volyn.ua xzftum.best.volyn.ua
yvugvm.best.volyn.ua vahqvm.best.volyn.ua hclhwm.best.volyn.ua
exylzm.best.volyn.ua bginbn.best.volyn.ua ygyzbn.best.volyn.ua
opxkcn.best.volyn.ua wxlqdn.best.volyn.ua

We’re also aware of the following malicious MD5s that are
known to have been downloaded from the same IP
(103.246.115.238): MD5: 4aacf36cafbd8db3558f523ddc8c90e5
MD5: 3dff37ee5d6e3a1bc6f37c58ac748821
MD5: 4ce289a8e3b4dd374221d2b56f921f6d
MD5: e3f8456d5188fd03f202bfe112d3353d
MD5: 9698be7d8551cb89a95¢ce285¢c84c46b1
MD5: be8c528a6bff6668093e9aabe0634197
MD5: 48bcc188a4d6a2c70eed95a7742b68b8
MD5: c0f3501b63935add01a6b4aa458a01b7
MD5: 10c32d95367bb9ab2928390ff8689a26
MD5: 39b59bda3c65989b9288f10789779e96
MD5: aa7dc576d1fe71f18374f9b4ae6869fa
MD5: 00bdd194328c2fe873260970da585d84
MD5: 3ad96ccf8e7c5089b80232529ffe8f62
MD5: 1f18b45b25dd50adf163d91481c851cf
MD5: 9577¢c1b005673e1406da41fb07e914bb
MD5: 19e31123c1ccc072¢c257347bba220f0e
MD5: b60ca81cec260d44025¢c2b0374364272



MD5: 0a960df88c2d27d0d4cc27544011fbb0
MD5: 7d14dcfd00f364c788ba51c6c2fc6bdd

Once executed, the original sample MD5:
adc9cafbd4e2aa91ed4aa75e10a948213 phones back to:
103.9.150.244/tsone/vowet11.dat?wv=51&bt=32

The following malicious subdomains are also known to have
responded to the same IP (103.9.150.244): abkwnb.best.lt.ua

abnrog.best.volyn.ua acggdk.best.lt.ua acuhpw.best.lt.ua
adasqo.best.lt.ua adybuq.best.lt.ua afvvkz.best.lt.ua
aiikit.best.volyn.ua aixxap.best.lt.ua akzoze.best.lt.ua

amnrks.best.volyn.ua amsbud.best.volyn.ua aoimih.best.volyn.ua
aqgbrpz.best.lt.ua arsrra.best.lt.ua asksxw.best.lt.ua aszhet.best.lt.ua
atfvmk.best.lt.ua 2ayrzwv.best.It.ua azcgrd.best.It.ua

We’re also aware of the following malicious MD5s that are
known to have phoned back to the same IP (103.9.150.244):
MD5: 0e27df7a010338d554dba932b94cb11e
MD5: a6e52ca88a4cd80eb39989090d246631
MD5: ab0d8f81b65e5288dd6004f2f20280fd
MD5: e1bda5b01d1ad8c0f48177cd6398b15f
MD5: b2a381fbc544fe69250ad287b55f435b
MD5: 052ae7410594¢c5c0522afd89eccb85a7
MD5: ddfac94608f8b6cOacfadc7a36323fe6
MD5: 052ae7410594c5c0522afd89eccb85a7
MD5: ddfac94608f8b6cOacfadc7a36323feb
MD5: 9325e2dddded560c2e7a214eb920f9ea
MD5: 56aaea2b443ea8c9cea248e64d645305
MD5: 4e0bff23a95e8d02800fecbac184cd5f
MD5: 704c5b12247826¢f111b1a0fc3678766
MD5: c5fb893b401152e625565605d85a6b7d
MD5: 540f19ff5350e08eff2c5c4bada1f01f
MD5: 8db8¢c55983125113e472d7dd6a47bd43
MD5: 7c4d4e56f1a9ceb096df49dad42cc00ed

Webroot SecureAnywhere users are proactively protected from
these threats.
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Fake 'You have missed emails' GMail themed
emails lead to pharmaceutical scams -
Webroot Blog

facebook linkedin twitter

Pharmaceutical scammers are currently mass mailing tens of
thousands of fake emails, impersonating Google’s GMail in an
attempt to trick its users into clicking on the links found in the
spamvertised emails. Once wusers click on them, they’re
automatically exposed to counterfeit pharmaceutical items , with
the scammers behind the campaign attempting to capitalize on the
‘impulsive purchase’ type of social engineering tactic typical for this
kind of campaign.

Sample screenshot of the spamvertised email:

Sample screenshot of the landing pharmacautical scams
page:

Landing URL: shirazrx.com - 85.95.236.188 - Email:
ganzhorn@shirazrx.com

The following pharmaceutical scam domains also respond to
the same IP: asqriplc.com pharmlevitrafitch.com
myprescriptionhealth.com viagrasequester.com rxjeanstra.at
medoverdose.at rxtreatments.ru

The following pharmaceutical scam domains are also known
to have responded to the same IP (85.95.236.188):
albertapharm.com  albertapharm.net  antacid.fatwelnessdiet.com
anticlockwise.medwelopioid.com antiquarianism.medwelopioid.com
assignment.healthcareviagrabiotech.com  canadaprescriptioninc.at
carburettors.opioidsalemeds.com debars.dentalcarepharmacy.com

deliquescent.homemedicalrx.com dipoles.fatdietpharm.com
drughealthcareprescription.com drugstoreabortion.com
drugstorepharmetro.com heads.fatpillsdiet.com hebalk.ru

herbalviagrasildenafil.com
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inflammatory.patientsprescriptionmedical.com levitrachrome.at
levitrapillkorsinsky.com

This isn’t the first, and definitely not the last time pharmaceutical
scammers brand-jack reputable brands in order to trick users into
clicking on the links found in the fake emails, as we’ve already seen
them brand-jack Facebook’s Notification System , YouTube , as
well as the non-existent Google Pharmacy . Thanks to the (natural)
existence of affiliate networks for pharmaceutical items , we
expect that users will continue falling_victim to these pseudo-
bargain deals , fueling the the growth of the cybercrime economy
and the need for more cybersecurity awareness .

Our advice? Never bargain with your health, spot the scam and
report it.
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Newly launched VDS-based cybercrime-
friendly hosting provider helps facilitate
fraudulent/malicious online activity -
Webroot Blog

facebook linkedin twitter

Realizing the market segment potential of bulletproof hosting
services in a post-Russian Business Network (RBN)_world —
although it can be easily argued that as long as its operators are at
large they will remain in business — cybercriminals continue
supplying the cybercrime ecosystem with market-relevant
propositions. It empowers anyone with the ability to host fraudulent
and malicious content online. A newly launched Virtual Dedicated
Server (VDS) type of bulletproof hosting vendor is pitching itself to
prospective cybercriminals, offering them hosting services for spam,
malware, brute-forcing tools, blackhat SEO tools, C&C (command
and control) servers, exploit kits and warez. In addition to offering the
“standard cybercrime-friendly” bulletproof hosting package, the
vendor is also excelling in terms of the hardware it relies on for
providing the infrastructure to its customers.

Let’s take a peek inside the infrastructure ‘facility’, and discuss the
vendor’s business model in the over-populated market segment for
bulletproof hosting services, currently available to prospective
cybercriminals.

Sample screenshot of the currently offered bulletproof
hosting options:

Sample screenshots of the used HP Smart Arrays in the
service’s infrastructure, and the DIY self-monitoring interface:

Sample screenshots of the actual infrastructure ‘facility’ as
featured by the vendor of the bulletproof hosting service:

This service and its infrastructure are a great example of ‘purely
malicious in-house infrastructure’ purposely set up to facilitate
fraudulent and malicious online activity. The “even if it's there we still
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don’t care” mentality results in a situation where despite the fact that
the vendor’s infrastructure remains online, it can still get blocked by
the industry, consequently preventing hundreds of millions of users
from (unknowingly) interacting with it. Unfortunately, as we’ve
already seen in previous cybercrime-friendly ISP shut downs, this
doesn’t really present a problem to the cybercriminals operating it,
thanks to the contingency planning in place, allowing them to quickly
restore service to their customers.

In retrospect: How cybercrime-friendly ISPs got affected by
successful take downs over the years:

With or without McColo,_ spam volume increasing__again
Atrivo/Intercage’s disconnection briefly disrupts spam levels Google:
Spam volume for Q1 back to pre-McColo levels Overall spam
volume unaffected by 3FN/Pricewert’s ISP shutdown

We’ll continue monitoring this market segment, and post analyses
of newly launched/competing services, in particular the ones
differentiating their UVP (unique value proposition) to prospective
cybercriminals.
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New cybercrime-friendly iFrames-based E-
shop for traffic spotted in the wild - Webroot
Blog
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Thanks to the free, commercial availability of mass Web site
hacking_tools , in combination with hundreds of thousands of
misconfigured and unpatched Web sites, blogs and forums currently
susceptible to exploitation, cybercriminals are successfully
monetizing_ the compromise process. They are setting up iFrame
based traffic E-shops and offering access to hijacked legitimate
traffic to be later on converted to malware-infected hosts.

Despite the fact that the iFrame traffic E-shop that I'll discuss in
this post is pitching itself as a “legitimate traffic service”, it's also
explicitly emphasizing on the fact that iFrame based traffic is
perfectly suitable to be used for Web malware exploitation kits .
Let's take a closer look at the actual (international) underground
market ad, and discuss the relevance of these E-shops in today’s
modern cybercrime ecosystem.

Sample screenshot of the (international) undeground market
ad:

The PayPal and Bitcoin accepting service offers 5,000 visits for
$15, 50,000 visits for $100 and 100,000 visits for $175, as well as
geolocated traffic consisting of American, French, British and
Canadian visitors.

The E-shop opens up two possibilities for abuse:

directly embedding exploits and malware serving iFrame
URLSs — client-side exploit serving URLs can be directly embedded in
the form of iFrames on the hacked Web sites that the cybercriminal
behind the service has access to, potentially exposing its visitors to
the malicious payload served by the service’s customers
‘visual social engineering’ campaigns displayed at Adult Web
sites — a typical campaign could take advantage of the same ‘instant
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action provoking’ visual social engineering campaigns that are
the context of featuring appealing ads mirﬁicking pop_)ular products,
demanding urgent reaction, or promising a reward for clicking on
them

We’'re actively monitoring this underground market segment, and
will continue profiling cybercrime-friendly traffic E-shops, raising
more awareness on a highly popular traffic acquisition tactic within
the cybercrime ecosystem.
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Commercially available Blackhat SEO
enabled multi-third-party product licenses
empowered VPSs spotted in the wild -
Webroot Blog

facebook linkedin twitter

Standardization is the cybercrime ecosystem’s efficiency-oriented
mentality to the general business ‘threat’ posed by inefficiencies and
lack of near real-time capitalization on (fraudulent/malicious)
business opportunities. Ever since the first (public) discovery of
managed spam appliances back in 2007 , it has become evident
that cybercriminals are no strangers to Dbasic market
penetration/market growth/market development business concepts.
Whether it's the template-ization of malware-serving sites, money
mule recruitment, spamming or blackhat SEO, this efficiency-
oriented mentality can be observed in virtually each and every
market segment of the ecosystem.

In this post, I'll discuss a recent example of standardization, in
particular, a blackhat SEO friendly VPS (Virtual Private Server) that
comes with over a dozen multi-blackhat-seo-friendly product licenses
from third-party products integrated. It empowers potential
customers new to this unethical and potentially fraudulent/malicious
practice with everything they need to hijack legitimate traffic from
major search engines internationally.

Sample screenshot of the pricing page for the blackhat SEO-
friendly service:

Surprisingly, the service offers licenses to BHSEO products
targeting the international market, instead of licenses for the market
leading Russian-based blackhat SEO ‘products’ typically offered by
competing vendors. It also features an “About the Team” page with
information about the people behind this unethical business venture.
Interestingly, the service is also not pitching itself as a bulletproof
hosting provider, presumably due to the fact that a huge percentage
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of hosting providers for ‘grey and black’ projects explicitly state that
they blackhat SEO campaigns hosted and operated through their
infrastructure.

Over the last couple of years, we’ve witnessed the emergence of
blackhat SEO intersecting with the objectives of fraudulent and
malicious actors internationally. Empowering them with access to
legitimate hijacked traffic, the cybercriminals conducting it quickly
started monetizing it, resulting in widespread campaigns, which on
the majority of occasions were used to distributed rogue/fake
security software. Moreover, thanks to the once again efficiency-
oriented approach when it comes to the mass compromise of tens
of thousands of Web sites , and the resulting vibrant marketplace
for access to compromised Web shells , in 2013, cybercriminals
have virtually everything they need to abuse and hijack legitimate
search engine traffic.

Blackhat SEO — just because you don’t see it, it doesn’t mean it’s
not there .
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DDoS for hire vendor 'vertically integrates'
starts offering TDoS attack capabilities -
Webroot Blog
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DDoS for hire has always been an inseparable part of the
portfolio of services offered by the cybercrime ecosystem. With
DDoS extortion continuing to go largely under-reported, throughout
the last couple of years — mainly due to the inefficiencies in the
business model — the practice also matured into a ‘value-added’
service offered to cybercriminals who’d do their best to distract the
attention of a financial institution they’re about to (virtually) rob.

Operating online — under both private and public form — since
2008, the DDoS for hire service that I'll discuss in the this post is not
just offering DDoS attack and Anti-DDoS protection capabilities to
potential customers, but also, is ‘vertically integrating’ within the
ecosystem by starting to offer TDoS (Telephony Denial of Service
Attack)_services to prospective customers.

Sample screenshot of the ‘DDoS for Hire’ vendor’s Web site:

The service oprates 24/7, and promises 100% anonymity when
accepting and processing the requests. It charges $20 for one hour
of DDoS attack, $50 for a day, and $500 for one week, with a 50%
discount for for regular customers, as well as additional discounts
when attacking more than one site. Ironically, it also offers Anti-
DDoS attack protection capabilities, charging $30 for one hour of
protection, $250 for one day and $1,600 for one week of protection.
Not surprisingly, taking into consideration the increasing
professionalism applied by cybercriminals internationally on their
way to optimize the the effects of their campaigns, the DDoS for hire
service also offers TDoS services, in an attempt to position itself as a
one-stop-shop for commercially available Denial of Service attack
capabilities.
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The service is just the tip of the iceberg in this vibrant market
segment that has managed to preserve its core business strategies
for years through the reliance on constant OPSEC-violating
advertising on public, cybercrime-friendly communities. With
attribution procedures becoming more prevalent across the
community, some cybercriminals quickly adapted through the
utilization of the ‘aggregate-and-forget’ process, namely, the
aggregation of malware-infected hosts to be used in a specific,
highly targeted DDoS attack campaign, on their way to make
attribution obsolete.

We expect to continue observing more ‘vertical integration’ in this
market segment, with vendors who've been in business for years,
introducing new ‘value-added’ services, on their way to achieve a
one-stop-shop business model for anything DDoS related.
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'T-Mobile MMS message has arrived' themed
emails lead to malware - Webroot Blog
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A circulating malicious spam campaign attempts to trick T-Mobile
customers into thinking that they’'ve received a password-protected
MMS. However, once gullible and socially engineered users execute
the malicious attachment, they automatically compromise the
confidentiality and integrity of their PCs, allowing the cybercriminals
behind the campaign to gain complete control of their PCs.

Detection rate for the spamvertised sample - MDS5:
5d69a364ffa8d641237baf4ec7bd641f — detected by 11 out of 48
antivirus scanners as W32/Trojan.XTWU-6193; TR/Sharik.B;
Trojan.DownlLoader9.22851

Once executed, the sample phones back to
networksecurityx.hopto.org — 69.65.19.117

The following subdomains are also known to have phoned
back to the same IP in that past: 71216289731481872.no-ip.info

128096312288.no-ip.info 130715253.no-ip.info
1364170516.hopto.org 1365606917.hopto.org
1365607817.hopto.org 1365608717.hopto.org
1365609617.hopto.org 1365611417.hopto.org
1365614117.hopto.org 1365615017.hopto.org
1365615917.hopto.org 1365617717.hopto.org
1365621317.hopto.org 1365622217.hopto.org
1365623117.hopto.org 1365624017.hopto.org

1365624917.hopto.org 1365625816.hopto.org

The following malicious MD5s are also known to have phoned
back to the same domain/IP in the past: MD5:
f65f5b77b0c761e4b832c4c6eb160abe
MD5: 04d70ee87b53c6b72667a64c90310c6e
MD5: f9012d4c5b184bfce0d38fbe59ed5f01
MD5: e04211eebf720db3a3020894¢8902d91
MD5: 8ee9dcaa13c43ef1c597e6602f13a18d
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A peek inside a Blackhat SEO/cybercrime-
friendly doorways management platform -
Webroot Blog
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The perceived decline in the use of blackhat SEO (search
engine optimization)_tactics for delivering_malicious/fraudulent
content over the last couple of years, does not necessarily mean
that cybercriminals have somehow abandoned the concept of
abusing the world’s most popular search engines. The fact is, this
tactic remains effective at reaching users who, on the majority of
occasions, trust that that the search result links are malware/exploit
free. Unfortunately, that's not the case. Cybercriminals continue
introducing new tactics helping fraudulent adversaries to quickly
build up and aggregate millions of legitimate visitors, to be later on
exposed to online scams or directly converted to malware-infected
hosts. This is achieved through cybercrime-friendly underground
market traffic exchange networks offering positive ROI (Return
on Investment)_in the process.

In this post, I'll take a peek inside a blackhat SEO/cybercrime-
friendly doorways management script, discuss its core features, and
the ways cybercriminals are currently abusing its ability to populate
major search engines with hundreds of millions of search queries
relevant bogus Web pages, most commonly hosted on compromised
Web servers in an attempt by the cybercriminals behind the
campaign to take advantage of the compromised Web site’s high
page rank .

Sample screenshots of the administration panel for the
blackhat SEO/cybercrime-friendly = multi-user doorways
management platform:

Basically, what this platform enables cybercriminals to do is to
have their fraudulent/malicious/rogue content indexed by Yandex
and Google in a near real-time fashion — as you can see in the last
screenshot, it only took 24 hours to have one of the rogue doorways
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indexed by Yandex. How is this accomplished? The cybercriminals
behind this service have created an ecosystem designed to generate
rogue content, and mal-links pointing back to it, with the actual
content and links hosted on compromised Web shells, usually
hidden on Web servers with high page ranks .

Next to the advanced customization evident throughout the entire
administration panel, the tool is also blackhat-SEO-cybercrime-
friendly compatible, as it has been designed to be integrated with
other tools. Moreover, the multi-user nature of the platform, allows
cybercrime/blackhat SEO groups to work simultaneously while
maintaining the necessary degree of QA, ensuring the success of
their campaigns. And with the market for (compromised) Web shells
proliferating, based on the increasing number of supply+demands
underground market type of propositions appearing on, both,
public/dark Web, it shouldn’t be surprising that cybercriminals would
continue possessing access to tens of millions of unique visitors,
which they can convert into virtually anything given that the right
incentives have been offered through a cybercrime-friendly affiliate
network.

We’'ll continue highlighting the existence of these platforms, with
the idea to emphasize on on just how easy it is to populate the
world’s most popular search engines with fraudulent/malicious/rogue
content.
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Newly launched ‘HTTP-based botnet setup
as a service’ empowers novice
cybercriminals with bulletproof hosting
capabilities - part two - Webroot Blog

facebook linkedin twitter

The emergence and sophistication of DIY botnet generating tools
has lowered the entry barriers into the world of cybercrime. With
applied by cybercriminals, in combination with bulletproof
cybercrime-friendly hosting__providers , these tactics
represent key success factors for an increased life cycle of any
given fraudulent/malicious campaign . Throughout the vyears,
we've witnessed the adoption of multiple bulletproof hosting
infrastructure techniques for increasing the life cycle of
campaigns,with a clear trend towards diversification, rotation or C&C
communication techniques, and most importantly, the clear presence
of a KISS (Keep It Simple Stupid) type of pragmatic mentality;
especially in terms of utilizing HTTP based C&C communication
channels for botnet operation .

In this post, I'll discuss a_ managed botnet setup as a service ,
targeting novice cybercriminals who are looking for remote
assistance in the process of setting up the C&C infrastructure for
their most recently purchased DIY botnet generation tool. I'll also
discuss the relevance of these services in the content of the
(sophisticated) competition, that's been in business for years,
possessing the necessary know-how to keep a customer’s
fraudulent/malicious campaign up and running.

Sample screenshot of the (international) underground market
proposition:

For the static amount of $50, the cybercriminal behind the
managed botnet setup service will configure, register HTTP based
C&C domains, as well as host them for one year, and currently
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supports 11 different DIY malware/botnet generating tools. The
service’s value proposition is similar to that of a recently profiled
managed bulletproof hosting _service for malicious Java applets
, in terms of lacking the necessary know-how and experience to
ensure smooth (cybercriminal) operations. Does a cybercriminal
need to take advantage of one of the market leading (Russian)
bulletproof cybercrime-friendly services in order to increase the life
cycle of his campaigns? Not necessarily, as the botnet generating
tools offered by this service can be best described as ‘beneath the
radar ‘' botnets, that is, small botnets that rarely make the news
headlines .

We expect to continue observing similar (international)
underground marketplace propositions, with more cybercriminals
realizing the market segment potential for products and services
targeting novice cybercriminals exclusively.
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Yet another subscription-based stealth
Bitcoin mining tool spotted in the wild -
Webroot Blog
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As we anticipated in our series of blog posts highlighting the
growing use of DIY/subscription based stealth Bitcoin miners |,
cybercriminals continue populating this newly emerged market
segment, with new, undetected, cryptor-friendly stealth Bitcoin
mining tools. This is being done to empower fellow cybercriminals
with the necessary tools to help them monetize the malware-infected
hosts that they either already have access to, or intend to purchase
through one of the, ubiquitous for the cybercrime
ecosystem, malware-infected hosts as a service type of
underground market propositions.

In post, I'll discuss the existence of yet another DIY stealth Bitcoin
mining tool, in particular how the cybercriminal behind it is attempting
to strike a balance between pitching it to fellow cybercriminals —
through Terms of Service — in a way that supposedly makes it illegal
to install it on PCs without the knowledge of their owners.

Sample screenshot of (international) underground
marketplace proposition:

The subscription based stealth Bitcoin mining tool comes with
support for HTTP/Socks4/Socks5 malware-infected hosts to be
used as proxies, doesn’t drop or download additional files, and
supports Windows 8. Potential customers would have their builder
copies ‘watermarked’ in an attempt by the vendor to detect eventual
leaks of the builder in the hands of the security community.

The tool is a great example of a trend that we’ve been observing
for a while, namely, the utilization of ToS (Terms of Service)
issued by cybercrime-facilitating_vendors . However, on their way
to strike a balance in pitching their cybercrime-friendly
product/service to potential cybercriminals, in between ensuring that
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they legally forward the abuse of the product/service to the final
customer, they usually tend to portray the product/service as a
legitimate one on public communities while revealing its true nature
on vetted/invite-only/closed cybercrime-friendly communities. Case
in point — the vendor of the stealth Bitcoin mining tool is explicitly
forbidding the use of the mining tool on a PC without the knowledge
of the owner, in between actually complaining that while using a
Remote Access Tool (RAT), he’s constantly facing a problem with
large size mining tools.

WEe'll continue monitoring this market segment, and post updates
as soon as new releases becoming publicly/commercially available.

